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ABSTRACT: 

 Cloud systems can be used to enable data sharing capabilities and provide opulent benefits to the user. The cloud 

however is susceptible to many privacy and security attacks. In this paper, a cryptographic based approach to share video 

content to a certain group of people over cloud system. Time domain attribute based access control (TDAAC) scheme plays 

a vital role to secure the video content to be shared among users in cloud system. Video content is encrypted by using 

attribute based encryption (ABE) algorithm to embed the time into both cipher text and key. Session key 
encrypted/decrypted with different time slots using TDAAC scheme in generic bilinear group model. 
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 I.INTRODUCTION 

 

Cloud computing is a computing technology and became a natural platform to process, store and share video 

contents [1].  A data owner wants to share video content with user, and then the data owner will encrypt data and upload to 

cloud storage service [2]. The video content have been extracted frame by frame from the video, process and bind the 

frames back to video stream. Video streaming can be performed in two ways such as video on demand(VOD) and live video 

streaming(LVS) .VOD  have capability to deliver video content quickly without downloading entire content. LVS allows a 

video to be viewed online [3]. The basic idea of that production is to give the video content data holder to encrypt and 
outsource it to the cloud and give the access to it by constructing a key management following an access strategy [4]. 

 In cloud, video contents are time sensitive and can be accessed by certain group of people during particular time 

period [5]. Consider an example, there are 3 frames namely f1, f2, f3 and 3 time period namely t1, t2, t3. If a user purchase a 

video content for time period (t2), then this user may granted to access the video in time period t2 only. However user does 

not have permission to access the video in t1 and t3. In order to share video content it is necessary to achieve fine grained 

time domain access control schema. When video contents are shared in cloud it is not an easy job to achieve access control 

in time domain. Because video content owners itself are not able to control their data in own servers. Thus existing server 

based access control method is not used for cloud based video content sharing [6]. A cryptographic approach is used to 

encrypt video content and an authorized user can do decryption. 

 Due to large amount of video content traditional encryption method may not be suitable for data encryption [7]. 

ABE Scheme is used for encryption. In ABE method encryption done with session keys and access control of video content 

become the control of session key distribution in time domain. In cloud computing it is a critical  problem due to large 
number of users. To solve this problem in ABE method session keys are generated for all the users. However main goal in 

this work is to achieve time domain access control and to embed the time in ABE. 

  TDAAC is constructed based on typically multi authority cipher text policy attribute based encryption (CP-ABE) 

scheme [8]. Multi authority CP-ABE has become wide spread method in cloud area to secure video content sharing. The 

encryption is based on tree access and the users key are constructed by attribute set. The attribute set is defined by user’s 

private key and specifies the access policy of the attribute. The decryption is done by user, when attributes satisfy the 

policy’s conjunction, disjunction and threshold. 

  This manuscript is organized as follows, literature survey related to secure video content sharing and time domain 

access control is given  in section I. Then we describe system model of video content sharing in section II. Section III 

describes framework of TDAAC and algorithm of TDAAC. Section IV gives us result and discussion. Finally conclusion 

given in section V. 

II. SYSTEM MODEL 

  A multi authority attribute based data access control in cloud system model is stimulated in Fig.1. This system model to 

safely share video content to certain group of people during particular time. Let T be a time space with t as a time slot. 

Every data owner encrypts a Public key (PK) beside specifically an access policy A over attribute specifies timeslot t €T 

,which implies the user who has eligible attributes at time slot t can decrypt the cipher text. Moreover a user with secret 

key is unable to decrypt a cipher text encrypted by(A,t) even when SKgid satisfies A. Beside one has to obtain update key 

for (x,t), (i ,e) UK(x,t) from  authority attribute(AA). By using SK and UK the  user can compute a decryption key, it  is 

used to decrypt the cipher text encrypted under (A,t),if SK satisfies A, only those user who has sufficient  attributes in a 

specific time slot can decrypt session key of video content. 
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Fig 1: Multi authority attribute based data access control in cloud system. 

 

The system involves the following entities: 

Cloud server: A cloud server is in charge of storing and updating those encrypted data from data owners and the users who 

has eligible attributes at particular time slot t can decrypt the cipher text CT(A,t). 

Data owner: The data owner has own data used to share the data to cloud server. A data owner has access policy over 

attributes. In this model data owner define access policy A on attributes from multiple authorities with a time slot t , then 

encrypt the video content under the policies before outsourcing to cloud servers. 

Attribute authority: In our system, any string can be an attribute, and each attribute belongs to only one authority. (AA) is 
an independent, that is responsible for entitling, revoking or re-granting attributes to and from users . AA has full control 

over the structure and maintains a state tree and an update list for each attribute.  AA is also responsible for issuing secret key 

and update key to users for each attribute with time slot t. 

Users: Each user owns a unique global identity (gid) in the system. Let (gid,x) denote set of attributes may change dynamically 

for time slot t.  SK(gid,x) be a secret key of the user  issued by different attribute authorities (AA).UK(x,t) be an update key at 

each time slot t. 

 

 

III. FRAMEWORK OF TDAAC 

 

 TDAAC scheme plays an important role to secure the video content shared in cloud system. In cloud based video 
content sharing, the video content is encrypted by using ABE algorithm. TDAAC is used for fine grained access control 

purpose. The encryption and decryption is done with different time slots using TDAAC scheme in generic bilinear model.  

TDAAC is a collection of pipelining of algorithms given in Fig.2 that is Global setup, Encryption, Key generation and 

Decryption.  

 

      

 

 

 

 

Fig. 2: Framework of TDAAC. 

 
Global Setup : A randomized algorithm Setup (K) takes input as a security parameter and provides an output as a set of 

public parameters (PK) and the master key values (MK). Let G1 and G2 be a bilinear group of order p, used for bilinear 

paring to elements of G1. 

Encryption: The algorithm Enc(M, AS , PK) is a randomized algorithm that take as input the message to be encrypted 

(M), the access structure A S  which needs to be satisfied and the public parameters (PK) to output the cipher text CT . 

We can say, that the encryption algorithm embeds the access structure in the cipher text such that only those users with 

attributes satisfying T will be  able to decrypt and retrieve the message M. 

Key-Generation: The KeyGen (MK, PK, A) algorithm takes as input the master key values  (MK), the public 

parameters(PK) and the attribute set of the user (A), and outputs for the user a  set of decryption keys SK which confirms 

the users possession of all the attributes in A and no other external attribute. 

Decryption. The decryption algorithm Dec(CT , SK, PK) takes the cipher text CT as input , the user secret keys SK and 
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the public parameters PK, and it outputs the encrypted message (M) if and only if the attributes A embedded in SK 

satisfy the AS which was used while encrypting the cipher text CT . i.e If T (A) = 1 then message M is output else, it 

outputs  0. 

  Algorithm for TDAAC 

    Step1: Global Setup(K)  (GPP) 

               Step2: Authority Setup(K,Ud )       (PK,MK) 

     Step3. SKgen(gid,x,STx,GPP,MK) (SK(gid,x),STx  ) 

     Step4: UKgen(t,x,STx,UL(x,t),GPP,MK)    (UK(x,t)) 

     Step5: DKey(SK(gid,x),UK(x,t))  DK(gid,x,t) 

     Step6: Encrypt(M,t,A,GPP,PK)  CT 

     Step7: Decrypt(CT,GPP,PK,DKgid,x,t)                M (output Message) 

 Global Setup: The system is initialized to  global setup algorithm. Global Setup takes the security parameter K as input. It 

outputs the global public parameters GPP.. Let G1 and G2 be a bilinear group of order p, where p is a prime. Let g be a 

generator of G1.The global Public parameter is published as GPP = (p, g, e, H), where e is a bilinear pairing, and H is a 

hash function that maps global identities to elements of G1.  
Authority Setup:The authority setup algorithm takes as the input the global public parameter GPP and an attribute 

domainUd. It outputs the authority public key PK,MK. 

PK = ({e(g, g)Ax , gBx,  gcx  }  x∈Ud,Hd )  

 MK = { Ax, Bx ,Cx } 

 Secret Key Generation: The secret key generation algorithm takes as inputs the user’s global identity gid, an attribute x 

and its state tree STx, the global public parameters GPP and the master secret key MK. The algorithm outputs a secret key 

SKgid,x for the and an updated state tree STx . 

   SKgid,x = {SKgid,x.vx = g
Ax  

H (gid)
Bx 

(Rvx)
Ax 

 
r

 gid,x,vx + r’
gid,x,vx 

SK’ gid,x.vx = rgid,x.vx,, 

   SK” gid,x.vx = 
 
(Rvx)

x 
r’

 gid,x,vx 
} vx ∈ path (Ux,gid) 

Update Key Generation: At each time slot t, for each attribute x ∈ U (x),the authority AA (x) runs the update key 

generation algorithm once by taking as inputs the state tree STx of x, the update list UL x,t of x at time slot t, the global 

public parameters GPP, and its master secret  key  MK. The algorithm outputs the update key UKx,t for x at t. 

  UKx,t = { ( Evx = (Rvx)
Ax Cx H

 φ (x) (x,t) 
ξ vx ,t ,E’ = g 

ξ vx ,t  )} vx∈N x,t 

Decryption Key Computation: The decryption key computation algorithm with secret key SKgid,x and update key UKx,t as 

inputs. The algorithm outputs a decryption key DKgid,x,t implying that gid possesses x at t. 

DKgid,x,t = (Dgid,x,t  =   Kgid,x,vx , 

D’gid,x,t = (Evx)
k’gid,x,vx,K”gid,x,vx, 

D” gid,x,t= (E’vx 
) k’gid,x,vx 

 

Encrypt: The encryption algorithm takes input as a message M, a time slot t, an access policy A, the global public 

parameter GPP and the public key PK. It outputs cipher text CT. 

  CT = ( (A, ρ), t , C = S · e(g, g)s 

{Ci,1 = e(g, g)λi e(g, g)A
ρ ( i ) ri 
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Ci,2 = gAx gB 
ρ (pi)ri  

Ci,3 =  gri , C’i,3 = (1/gcx  )ri       

Ci,4 = { H
φ(ρ(i)) ( ρ(i),t )ri }i=1  ) 

 

Decrypt: The decryption algorithm takes as input a cipher text, which includes access policy A and time slot t, the global 

public parameter GPP, the public key(PK) and decryption key. The algorithm output a session key(S). Then the user can use 

this session key to further decrypt the encrypted video contents. 

   

IV.RESULT AND DISCUSSION 

 
In this work multi authority ABE is used in TDAAC is secure video content using generic bilinear group model. By 

using our technique, a data owner can share a video content with user, and then the data owner will encrypt and upload data 

which is confidential. Sample video is taken in .avi format is shown in Fig.3(a). Video content have been converted to 

frames shown in Fig.3(b).Attribute authority issues secret key and update key for decryption by the user can decrypt the 

video frame shown in Fig.4(a).This can be done for all video frames simultaneously to get original video stream Fig4(b). 

 

 

     
 

 

Fig.3(a) Video file in .avi format.   Fig.3(b) Video file converted into frames   
 

 

    
 

Fig.4(a) Decrypted frame  Fig.4(b) Video frames back to video stream  

 

 

Our method is secure against collision attacks because the attributes used to describe a user in time slot having encrypted 

data determines an access policy who can decrypt. The encryption and decryption of the video content done under access 
policy in a time slot, and only users who hold sufficient attributes in that time slot can access them. However, some video 

contents may be commonly accessed during multiple time slots.  

 In this section, we discuss on how to modify TDAAC to support the commonly accessed video contents during 

multiple time slots. TDAAC can accessed video contents during multiple time slots by modifying the encryption algorithm 

Encrypt to a general one which encrypts video contents using ((A, ρ), Te ⊆T ). In particular, Ci,4 can be modified to 

  Ci,4 = { H
φ(ρ(i)) ( ρ(i),t )ri }t∈T 
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V.CONCLUSION 

 

  In this paper, we have proposed a TDAAC, to achieve time domain attribute based access control for cloud based 

video content sharing. We achieved a secure time domain ABE scheme by embedding the time into both the cipher texts and 

the only users who hold sufficient attributes in a specific period can decrypt the data. We have discussed on how to achieve 
access control of video contents that are accessed in multiple time slots. We have provided the security analysis for 

proposed TDAAC scheme in generic bilinear group model. Generic bilinear group model has limited by amount of time and 

increase the speed of the process. 
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