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Abstract 

This paper demonstrates the architecture of an Ethernet 

prototype platform for On-Board Diagnostic System (OBD) 

and a camera based application using an Advanced RISC 

Machines (ARM) centred system. Driver is also provided with 

a user interface through which user can read any of the sensor 

values by selecting on the list. Diagnosis of faults in 

parameters, notification of sudden changes to the driver, and 

indication regarding the reason for the fault are included in the 

system setup. The driver can find out the faults in car on the 

spot and this does not require an OBD scan tool for it. If in 

case the vehicle got struck in remote areas, the proposed OBD 

system inside the vehicle can be connected to the vehicle 

service centre by providing internet facility. This paper 

focuses on a migration concept for replacing today’s 

employed Controller Area Network (CAN)-buses by 

Ethernet/IP-based networks. 

Keywords: On-board diagnosis, ARM, Ethernet, IP address, 

Sensors, Local User Interface. 

 

INTRODUCTION 

Today, Internet of Things (IoT) technology is turning vehicles 

into the hub of an entire ecosystem of connected services that 

offer users a wealth of benefits, including enhanced safety and 

security, a richer user experience, and a new suite of product 

offerings. Such a type of application is the OBD present in the 

vehicles which are used to monitor, sense, analyse and to 

predict the various faults associated with the vehicle. These 

systems are of greater importance as they are used to analyse 

the performance of a vehicle. OBDs consist of a cluster of 

Electronic Control Units (ECUs) which is fitted with multiple 

sensors distributed throughout the vehicle. The type of sensors 

will be varying depending upon the parameter to be 

monitored. Some of the parameters include monitoring of 

Engine temperature, Head Light, Fuel Pressure etc. Bavarian 

Motor Works (BMW) was the first to implement OBD. They 

introduced the “Check Engine” button on dashboard display. 

Earlier it was designed for Emission Control but later it 

became mandatory for all vehicle manufacturers to implement 

OBD system in their vehicles.  

However this OBD system requires a scan tool which is 

necessary for its working. This scan tool has to be plugged in 

to the port provided for it within the vehicle. The 

communication between the vehicle ECUs and scan tool is by 

sending trouble codes. Each trouble code has a particular 

parameter associated with it and this database of trouble codes 

will be provided by the manufacturer. Whenever you feed a 

trouble code, the system replies back with its associated value. 

The system was designed such that whenever a fault occurs, it 

reports to the user. The user could not know where the fault 

has been occurred in the system. There are certain limitations 

with this system such as 

1) Scan tool is necessary. 

2) Needs a technician to diagnose faults. 

3) Time required for updating software is comparatively 

high. 

The proposed design for the OBD system uses Automotive 

Ethernet instead of traditional CAN and it does not need a 

scan tool for diagnosis. This system will directly inform the 

exact place of fault occurrence in the vehicle to the user 

without the need of trouble codes. Hence one can diagnose on 

his own without the help of technicians and service centre. 

 

EVOLUTION TOWARDS AUTOMOTIVE ETHERNET 

Modern vehicles are more electrical than mechanical. At 

present, more than 30% of the total production cost of the 

vehicles is for electronics. The increasing number of driver 

assistance, infotainment and entertainment systems in 

automobiles results in higher requirements for bandwidth, 

fault tolerance and timing behaviour concerning the in-vehicle 

communication structure. For next generation in-vehicle 

networking, the automotive industry identified Ethernet as a 

promising candidate besides CAN, FlexRay, Local 
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Interconnect Network (LIN), Media Oriented Systems 

Transport (MOST) and Low Voltage Differential Signalling 

(LVDS). Ethernet is intended to connect inside the vehicle 

high-speed communication requiring subsystems like 

Advanced Driver Assistant Systems (ADAS), navigation and 

positioning, multimedia, and connectivity systems. As shown 

in figure 1 Ethernet acts as a backbone of the entire network. 

Kai Muller, Till Steinbach, Franz Korf and Thomas C. 

Schmidt [1] stated that Ethernet has already been proven to be 

a highly scalable, widely deployed and flexible protocol. 

 

 

Figure 1: Onboard Diagnostic System using Ethernet 

 

For in-vehicle networking, Ethernet is suitable to act as the 

backbone to connect multiple domains and also for internet 

working within domains. It is applicable to multiple domains 

because of its higher bandwidth. Ethernet networks possess 

one to one communication and hence it is necessary switched 

Ethernet networks. The bandwidth can be used efficiently than 

CAN and FlexRay. It is a greater evolution of in-vehicle 

networking when interworking different types of data over the 

distributed environment. 

The first Ethernet applications for the automotive industry are 

OBD and the update of ECU flash memories. For the reading 

of diagnostics data and updating of software within a given 

time frame, Ethernet 100BASE-TX with CAT 5 has been 

chosen. The higher bandwidth of Ethernet saves time and 

costs in service and production. 

In the second generation Ethernet, Giuliana Alderisi, 

Giancarlo Iannizzotto, Lucia Lo Bello [2] motivated the 

implementation of Ethernet for driver assistance systems such 

as camera based application. The third generation of Ethernet 

will introduce the backbone of the in-vehicle network. Here 

the diagnosis is carried over IP. Each client ECU will be 

associated with its own IP address and so the server. 

Whenever the communication takes place, each ECU will be 

identified by its own Internet Protocol (IP) address and will 

contact the server with server’s IP address. 

 

SYSTEM STRUCTURE 

The replacement of CAN with Automotive Ethernet provides 

lesser time for updating of ECU software and it is possible to 

use Ethernet for networking other domains of the vehicle [3-

4]. The proposed method of diagnosing the vehicle is different 

from the existing OBD systems as shown in figure 2. As 

stated earlier, this system does not require a scan-tool, 

technician and service centres. This follows the server-client 

architecture [5-6], as ARM being the server. The different 

parts of the vehicle are connected with multiple ECUs and 

these ECUs will have sensors attached with it for monitoring.  

 

 

Figure 2: System Structure of Onboard Diagnostic System 

using Ethernet 

 

All ECUs will be connected to the server and it will be 

collecting values from the ECUs. The user can view any real-

time value of the parameter just by using terminal window on 

the PC. So the user knows the condition and performance of 

the vehicle when driving. The proposed system [7-8] will be 

preloaded with optimum maximum and minimum values of 

each parameter. The system will display abnormal indication 

in the display whenever: 

1) The parameter readings exceed or go below the 

optimum pre-fixed readings. 

2) Unstable rapid changes in parameter readings. 

In particular cases the user will be provided with certain set of 

guidelines to follow whenever the vehicle encounters any 

malfunction. This will be helpful when the user got stuck in 

remote places and no one around. User can follow those steps 

listed in display and can run the vehicle temporarily. In these 

cases the user also given with the reason of fault. For ex: if 

engine temperature is high, it will alert the user to check the 

condition of the engine radiator fan and the coolant level.  

The other enhancement is to display the images obtained from 

the camera which is fitted outside the vehicle. It can be used 

for navigation, parking and for further applications such as 

road-sign detection etc. Main functionality is the provision of 

internet facility within the vehicle by the help of Ethernet. For 

this camera based application, a separate user-interface 
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application is created and installed in the ARM. Once the 

image is captured, it will be passed immediately to the display 

panel. The camera is connected to the display panel through 

the Ethernet cable. The user can diagnose and at the same 

time can use the camera based application based on their wish. 

 

Hardware Design 

The hardware of the system is composed of the vehicular 

diagnostic system using Ethernet gateway. As shown in figure 

3, the device is connected with sensors and actuators can send 

acquisition data and control commands to the gateway, to 

monitor the field environment in real time. 

 

 
 

Figure 3: The block diagram of the system hardware 

 

In addition to the visually observing the vehicle actions, the 

following diagnostic activities can be done on our prototype 

device. 

1) Exhaust gas harmful content checking  

2) Fuel pressure checking  

3) Engine temperature  

4) Battery charge monitoring  

5) Accelerator operation checking  

6) Throttle pedal position  

7) Brake operation checking  

8) Brake pedal position  

9) Window open close checking  

10) Chassis vibration checking  

11) Light on/off checking  

As Shown in figure 4 the important blocks of the system are 

(1) Sensors associated with ECU 

(2) Camera 

(3) Control (processing) Unit 

 

 

Figure 4: Hardware Setup of Onboard Diagnostic System 

 

The user can send commands to monitor current data of the 

following using Flash Magic. The sensors will be fixed with 

the ECUs which are distributed throughout the vehicle to 

monitor and observe different parameters. Camera is fitted in 

the vehicle depending upon the application. Some of the 

parameters are Engine temperature, brake pedal position, fuel 

pressure etc. In the set of parameters listed, few of parameters 

may function without any sensors. The sensors send the 

monitored value to the PC for each second and also sends if 

the user requests for the value.  

 

Sensors associated with ECU 

In the sensor part, there are four parameters which are 

obtained by four different sensors. First is the Temperature 

sensor which is placed to obtain the engine temperature. The 

temperature sensor senses and sends the value to the control 

unit through Ethernet cable. The optimum levels of 

temperature will be set. The Diagnosis status will be 

facilitated indicating whenever the temperature rises or goes 

below the pre-set values. The alert will be cleared only when 

the temperature returns to normal. 

The next part is the pressure sensor which can be fitted in a 

vehicle to measure the pressure at any applicable areas. For 

ex: fuel pressure monitoring, brake position monitoring. In 

case of tyre pressure, mostly the optimum pressure for rear 

will be 28psi to 30 psi. Whenever the pressure gets exceeded 

more than 30 psi or when it goes down below 26psi and status 

will be shown to the user through serial terminal. It will also 

indicate with the current pressure level. 

Another part is to monitor the Exhaust gas harmful content 

checking of a vehicle. For determining the Exhaust gas, the 

gas sensor can be used. As like pressure monitoring, it will be 

provided with the optimum values and if the observed 

parameters crosses this level, an alert is generated to the user 

through serial terminal. Similar technique can be used to 

determine chassis vibration checking. Each values monitored 

will be updated for each second. 
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Camera Unit 

The second part is the camera unit. It is fixed anywhere on the 

vehicle depending upon the application. If it is a parking 

camera it must be fixed at the rear end of the vehicle and if it 

is the obstacle detection camera or road sign detection it 

should be fixed at the front end of the vehicle. As shown in 

figure 4 the fixed camera captures the image and forwards the 

image to the display unit available to the user/driver, through 

the Ethernet cable. 

The device is able to stream a clear live video feed. When 

request is made by the user, the onboard microcontroller 

captures the JPEG images from the camera using the built-in 

Digital Camera Interface (DCMI) peripheral and starts to 

stream it over the web in Motion-JPEG format, a widely used 

video streaming format, at an acceptable rate between 10 and 

15fps. The image resolution is fixed at either 470 x 272 or 640 

x 480. The microcontroller has a large RAM memory area, 

about 256KB, which is a must for this kind of application. 

 

Processing Unit 

The processing unit has to process all the monitored values 

and it has to take a necessary action depending upon the 

obtained values. A project of this sort needs a very capable 

microcontroller with large amount of RAM memory. Thus 

STM32F429 from STMicroelectronics is chosen as the main 

MCU, which is one of the powerful microcontrollers currently 

available in the market. This is an ARM Cortex-M4 based 

microcontroller that can run upto 180 MHz. It has got 2MB of 

Flash memory and 256 KB RAM memory. More importantly 

it has got a DCMI peripheral to interface with cameras. 

 

RESULT AND DISCUSSION 

The proposed system is implemented using STM32F429 

microcontroller and the result is monitored using flash magic. 

As a result when request is made by the user, the onboard 

microcontroller captures the JPEG images from the camera 

using the built-in DCMI peripheral and sends it to PC through 

both CAN and Ethernet to a terminal as shown in figure 5. 

 

 
Figure 5: Image Captured using Camera grabber tool 

 

Here we examined the image transfer rate for different 

resolution as given in Table I. The Power Consumption of 

automotive network plot shows the proportion of time it takes 

to transfer an image to computer to observe as successful or 

unsuccessful communication.  The power consumption of 

image transfer rate is obtained and it is plotted as graph in 

figure 6. 

 

Table I: Image Transfer Rate 

                   Protocol 

                        (Data Rate) 

Resolution 

CAN (1Mbps) Ethernet 

(100Mbps) 

QVGA (320*240 Pixels) 2-3Sec 0.1Sec 

VGA (640*480 Pixels) 10-15Sec 0.5Sec 

 

 

Figure 6: Power Consumption of CAN Vs Ethernet Protocol 

 

Figure 7 shows the local user interface displaying the 

available monitored parameters and their corresponding 

values. Thus it also exhibits that the sensor values are read 

and transmitted successfully through Serial terminal. 

 

 

Figure 7: Local User Interface Display of Onboard 

Diagnostic System 
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CONCLUSION 

In this paper, we presented a concept to migrate a CAN based 

Car network to an Ethernet-based approach. We demonstrated 

that it is possible to migrate a complete car sub network to a 

Ethernet network solution even with a very conservative 

approach, by just using a microcontroller reducing the sizing 

of the target system. We also demonstrated the higher data 

throughput and lower energy consumption of the Ethernet 

gateway when compared to an existing CAN based gateways. 

We practically inferred this by sending onboard video camera 

images to the local terminal using Ethernet and by measuring 

the vital parameters that is illustrated in the results section. 

The proposed onboard diagnostic Ethernet gateway system is 

useful for a current automotive system that uses a central 

gateway and will be more useful for a future automotive 

system. 
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