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Abstract

This paper describes the 128-bit AES algorithm based on interleaving
technique in order to reduce the logic elements used in encryption and
decryption. The logic elements reduced from 38386 of the existing AES to
6386. AES is one of the widely used security algorithm for Network Security.
Due to the presence of brute force attack, there is chance of hacking the data
during transmission and reception. In order to improve security and
performance, this paper discusses about hiding the data in an image after
encryption. The image is processed using MatlabR2009b. The software
implementation of AES has been made using Verilog HDL and ModelSim
6.3g_pl. The performance factors of Throughput, Power consumption and
Operating frequency have been observed using Quartus Il software.
Implementation of proposed AES increases the throughput and reduces the
power.

Keywords: Cryptography, AES algorithm, Encryption, Decryption,
Interleaver, Data hiding

Introduction

The increase in the usage of internet and growth in wireless communication has led to
a situation where security should be given importance. In order to improve security
cryptographic algorithms has been developed. In all the cryptographic algorithms
encryption and decryption takes place. Cryptography is the art of transforming the
data into another form which cannot be read by the persons for whom the data is not
intended. This procedure is known as encryption. The data which we get after
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encryption is known as cipher text. The cipher text along with the key is decrypted to
retain the original data. This decryption procedure can be done only by the persons for
whom the data is intended. Advanced Encryption Standard (AES) algorithm is one of
the cryptographic algorithms. AES has been developed to replace all the previous
cryptographic algorithms.

AES Algorithm
The National Institute of Standards and Technology (NIST) have issued a call for an
Advanced Encryption Standard (AES) algorithm which can overcome the drawbacks
of 3DES in the year 1997. In the span of 5 years NIST received 15 algorithms. In the
year 2001, NIST selected Rijndael as the proposed AES algorithm. Rijndael was
proposed by Dr Joan Daemen and Dr Vincent Rijmen. Both of them are
cryptographers from Belgium. The AES algorithm is having a block length of 128 bit
data with different key sizes as 128 bit, 192 bit and 256 bits. The 128 bit requires 10
rounds of operation, 192 bit requires 12 rounds of operation and 256 bit requires 14
rounds of operations. [1]-[5]. AES uses a symmetric key and a block cipher.
Symmetric key is the key which is same for encryption and decryption. Block cipher
acquires outsized number of bits and encrypt them as a single unit. AES is not a
feistel structure. In feistel structure half of the data is used to modify the other half
and then the halves are swapped. The overall structure of AES in shown in figure.1

The structure is simple.Both encryption and decryption starts with add round key.
It is followed by 9 consecutive rounds. Each round consists of all the four stages. The
last round consists of 3 stages.Mix columns will not be there in last round.There are
four stages in each round of AES algorithm. The four stages are given below

1. 1.Substitute bytes

2. 2.Shift rows

3. 3.Mix columns

4. 4.Add round key
The structure is simple.Both encryption and decryption starts with add round key. It is
followed by 9 consecutive rounds. Each round consists of all the four stages. The last
round consists of 3 stages.Mix columns will not be there in last round.
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Figure 1: AES Encryption and Decryption

(A) Substitute bytes transformation

The substitution bytes which is also known as subbytes, is a simple look up table. It is
shown in figure.2.AES defines a 16*16 matrix of byte values, which is called s-box. It
contains a permutation of all possible 256, 8-bit values. In the given state each
individual byte is transformed into new byte in the following way- the left most 4 bits
are used as row value and the right most 4 bits are used as column value. The subbyte
transformation is shown in following figure 2. In the given example B is considered
as the right most 4 bits and 1 is considered as the left most 4 bits. Each of A and B are
mapped with the s-box and we will get BI” as the output.
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Figure 2: Substitute byte transformation

(B) Shift rows transformation

In shift rows,the rows are shifted. The first row will not be shifted. Second row will
be shifted by one byte circularly in left direction, third row is shifted by two bytes
circularly in left direction and fourth row is shifted by 3 bytes. It is shown in figure 3.

A TBTC D A B C."(E)S..IFT
E [F |G |H Flc |HE
I |J |K|L > S S
MIN|O|P > P |{M|N|O

Figure 3: Shift row transformation

In inverse shift rows, the rows are shifted circularly in opposite direction. The first
row will not be shifted. Second row is circularly shifted by one byte in right direction.
For third row, a 2-byte circular right shift is performed. For fourth row, a 3-byte
circular right shift is performed [6]-[10].
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(C) Mix columns transformation:

In mix column, the transformation is performed on columns of the matrix. The first
column will not be changed. The remaining columns will be changed in the following
format. It is shown in figure 4.

A 02 | 03|01 |01

B 01|02 |03 |01
C 01|01 | 02|03
D 03 | 01 | 01 |02

o a wl >

Figure 4: Mix columns transformation

A’ = (A*02) xor (B*03) xor (C*01) xor (D*01) [1]
B’ = (A*01) xor (B*02) xor (C*03) xor (D*01) [2]
C’ =(A*01) xor (B*01) xor (C*02) xor (D*03) [3]
D’ = (A*03) xor (B*01) xor (C*01) xor (D*02) [4]

The multiplication with (02) can be performed as, 1 bit left shift of the given 8 bit
data and then a bitwise xor operation with (0001 1011). Bit wise xor operation should
be performed only if the leftmost bit of the original value is 1 before the shift. If the
leftmost bit is not 1 before the shift then the value should be left as it is after the shift.
The multiplication of x with (03) is performed as {x xor (x*02)}.

The inverse mix columns are performed by using the following formulae. Inverse
mix column transformation is shown in figure 5.

A’ = (A*0B) xor (B*0B) xor (C*09) xor (D*0E) [5]
A OE [ 0B | OD [ 09 A
B 09 [OE | OB | 0D B’
C D09 |[0E | 0B| — |C
D OB | 0D | 09 | OE D

Figure 5: Inverse mix column transformation

(D) Add round key transformation:
In add round key transformation, the 128 bits are XORed with 128 bits of the round
key.

S’ =S xor R [6]

Where S’ = state after adding round key
S = state before adding round key
R =round key
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Existing Methodology

Advanced Encryption Standard (AES) uses a symmetric block cipher for encryption
and decryption of data. Block cipher acquires an outsized number of bits and encrypt
them as a single unit. In the existing methodology hardware implementation of AES
has been done. The architecture of existing methodology is shown in the below figure
6.

Plain Text

I8

|

9

R

) T

v
:

Pipelining register

o-o3c0X

i {

Pipelining register

Cipher Text

Encryption

Figure 6: Pipelined architecture of AES

In the pipelining architecture of AES, multiplexer is used for selection between
plain text, key and output from the previous round. If selection line is high, then the
multiplexer selects the plain text and key. If the selection line is low then the output of
the previous round will be selected. The output from multiplexer is given to s-box
which uses a look up table for its operation. The output from s-box is given to shift
rows. The output from shift rows is given to mix columns. The output from mix
columns is given to add round key. The final output from add round key has been
given to pipelining registers. This completes the first round. [11]-[15]

Likewise nine more rounds will be performed. Last round will not have mix
column transformation. Speed is an important factor in most of the applications. In
order to increase the speed of AES algorithm, pipelining register has been used after
each round. The drawbacks can be stated as, use of pipelining architecture increase
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the hardware architecture of AES. So the pipelining registers need to be used very
carefully without increasing the size of hardware.Use of look up table in s-box
increases the area and security is not high.

Proposed Methodology

In proposed methodology, interleaver has been used instead of look up table in
substitute box. Interleaver is the technique of interchanging the data. Use of
interleaver increases the performance of substitute box. Use of interleaving
tecchnique decreases the power consumption.

AES is a secured algorithm, but with the effect of attacks like brute force attack
and dictionary attack, there are chances of hacking the data. If the length of the key is
small then one can hack the data using brute force attack. If the length of key is large
then the data can be hacked using dictionary attack. So in order to make the AES
more secure, a new method has been used in this paper. The method is to hide the
cipher text in an image. By mixing the data with image it will be difficult to identify
which one is data and which one is pixel. By doing this security will be increased. The
diagrammatical representation of the proposed methodology is shown in figure 7.

As shown in the figure, the output from multiplexer is given to s-box which uses
an interleaver for its operation. The output from s-box is given to shift rows. The
output from shift rows is given to mix columns. The output from mix columns is
given to add round key. The final output from add round key has been given to
pipelining registers. This completes the first round. Likewise nine more rounds will be
performed. Last round will not have mix column transformation. Thus the cipher text
which has been obtained from encryption is hidden in an image. After hiding the
cipher in image, it is extracted and is given for decryption. In decryption the inverse
of s-box, inverse of shift rows, inverse of mix columns and add round key operation
will be performed.
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Figure 7: AES Encryption and Decryption with Interleaver

Implementation Results

The AES algorithm is implemented using Verilog and simulated using model sim
6.3g. Simulation of 128 bit AES encryption and decryption has been done.
AESALGORITHM is a 128 bit data which is considered as the plain text. A 128 bit
key is taken. Both the plain text and key are given as input to the encryption
procedure. The simulation graph is shown in figure 8.

- AES_ Encryp 1o/ Clock
 |AES Encrypt tfReset

4 [AES_Encrypt fh/end

B AES_Encrypttiplain e
B AES_Encrypt_tkey

4 [AES_Encryp t/oad
B [AES Encrypttfencrypted_out~{6C3/AmEM=Cimi 51 Amsiv=CIméiC

Figure 8: Encryption Simulation

The output of the encryption procedure, cipher text is hided in an image to increase
the security. The image in which the data is hidden is shown in figure 9. It is done
using MATLAB.
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Figure 9: Data hidden image

The decryption is implemented using Verilog HDL and model sim. The cipher text
which is extracted from the image is given as input to the decryption. The decryption
simulation is shown in figure 10.
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Figure 10: Decryption simulation

The performance parameters like area, power consumption, frequency throughput
are observed using quartus software. It is tabulated in table 1.

Table 1: Performance parameters

Performance parameters Existing AES Proposed AES
Total logical elements 38,386 6386

Power dissipation 1074.11mW 225.38mW
Frequency 194.74Mhz 460.41Mhz
Throughput 800Mbytes/sec 980Mbytes/sec
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Throughput of the proposed AES is higher than the existing AES which is shown
in table 1. It is calculated using the formula

Throughput = Number of bits * Clock frequency [7]

Clock cycle
When compared to reference paper [7] and existing AES, the proposed AES
utilised more frequency. It indicates that operation requires only less time for
simulation. Throughput is also high for proposed AES when compared with existing
AES. The graphical representation is shown in figure 11 and figure 12.

Throughput (Mbytes/sec)

1000 Proposed AES

Existing AES

11111

Figure 11: Comparison of throughput

Frequency (MHz)

Proposed AES

Existing AES

128 bit

Figure 12: Comparison of frequency
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Conclusion

This paper presented a new structure of AES algorithm which makes use of
interleaving technique in s-box. The cipher text has been hided in an image in order to
increase security. The encryption and decryption are designed using Verilog HDL and
simulated using ModelSim. Image has been designed using MATLAB. Performance
parameters are analysed using Quartus -11 software. From this study, it has been
observed that enhanced AES algorithm used only 6386 logic elements instead of
38386 in pipelined AES algorithm. It requires only less area in hardware
implementation. The proposed algorithm can be used and suitable for high speed
applications by the improved results of throughput and power dissipation.
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