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Abstract

To implement the query builder, ordered bucketization is an approach to be
followed. It is a cryptographic object. It concentrates more on security features
including sharing of data. This paper describes and encryption schemes with
ordered bucketization. While in ordered bucketization plaintext space are
divided into several disjoint bucket number from 1 to n. Each are ordered in
ascending order. It provides better efficiency in queries with security features.
In this proposed ordered bucketization, (n-1) points selected and are equally
distributed. It is based on selected points.

Index Terms/keywords: Bucketization, Data encryption, Data integrity,
Cryptography.

Introduction
In the proposed Ordered Bucketization (OB), the plaintext are divided in many
disjoints buckets number ranging from 1-n.These bucketization method divide the
whole data into several buckets with unique bucket numbers. In OB many types of
queries can be encrypted multiple times if the bucket number that corresponds to the
existing plaintext before encryption is attached to each encrypted data.

In a situation when the client wants to retrieves data from the server database, it
will circulates the number of buckets with the least queries range and send it to the
database server. The database server will search the bucket number through all the
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encrypted data. Once the server found the desire data, it is then sends back to the
client. On receiving the data from the server, the client willdecrypt the received data
and filter out unwanted data to obtain desire information.

The above given situation are overcome in the proposed system with ordered
bucketization. Whereclient will receive only the require data. In the existing technique
order-preserving encryption (OPE), there is some inefficiency which can be resolved
by implementing encryption with ordered bucketization (EOB).

Order-preserving encryption model generates probabilistic proofs of possession by
sampling random sets of blocks from the server, which extremely reduces execution
costs. The client will keep at constant the set of data about data to verify the proof. In
OPE techniques the range of queries encryption are limited. OPE doesn’t support
weaker version of IND-OCPA (INDistinguishability under Ordered Chosen Plaintext
Attack) security.

The existing system has inefficiency in security measures. The measure of lack of
security is the major hindrance in the existing system. And in order-preserving
techniques we can generates an encryption key for a limited time. It is only one time
key generation method.

Encryption is usually performed for a particular bulk of data frames that contains
collections of data.

Encryption with Ordered Bucketization (EOB) is a new symmetric encryption
techniques defined in OB. These encryption form can be given as in
(bucket)/(ciphertext). Bucket represents the number of buckets of messages encrypted
which signifies the OB result. And ciphertext represents the result of symmetric
encryption.

Problem Existing

The problem in which system doesn’t consider the privacy threats arising from the
creation of bucketization-based indices to support range queries is study in this paper.
With bucketization and the EOB construction various range ofqueries encryption are
defined amd made it possible. Bucketizationallowbucketing of number of buckets
from the data and then encrypt the data. This number of buckets obtain from the
database are assigned with a unique number to each bucket. We can discuss this paper
by taking the query operation in which the client encrypted the data and sends request
to the server. The encrypted data assigned into bucketand concatenated with the
ciphertext with specific range. The server will use the bucket number to execute the
queries operation. Let’s take an example on how the bucketization helps in executing
the plaintext efficiently in sending the request from the client system and retrieval of
the necessary data from the server in secure manner. The original plaintext is divided
into multiple buckets (1-n). This can be illustrate as 1, 2, 3, 4, ...n numbers of buckets
with the plaintext space (0,n). This will be allotted in random permutation as shown.

Bucketization approaches for multiple number of buckets:
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Figure 1 (i): Random permutation bucketing function (0-n)

0 10 20 30 40 ....... n

1 2 3 4

Figure: 1(ii): Order-preserving bucketing (0-n)

The above bucketing approach shows bucketing functions from [0, n] in the both
cases. The first approach used permutation for random number of buckets, while in
the later follows permutation of order-preserving approach. In table one the client
request range of query to the server in random manner where the server responds to
the requested query and send the required data to the client. The server will process
the range of query and sends back the results to the users. This deals with the possible
bucketization method in querying and in security measures.

In random permutation when the client sends the query request to the server, the
bucket numbers is allotted with a plaintext each say (5, n) that includes 1, 2, 3, 4...n.
On receiving the request from the user in an encrypted format the server will compute
the encrypted data and check the bucket numbers where they are assigned and send
the results to the client. Here the server will check all the data in which bucket
number they are assigned. In the receivers end the client will perform post processing
to see whether the retrieved data is correct or not. With the help of decryptions
process the user will decrypt all received data in the range of query and then remove
the unwanted messages that are included in the bucket. The range of query the client
received say 5 and n may contains false positives. Whereas data within the range of
query 10 and 20 i.e., [1, 3] as in table contains the data user request absence false
positive. By performing post processing in the client side the valued data information
is retrieve after removing the unwanted range of query. In query optimized bucketing
system the false positive are reduced. The experiment that covers the greatest number
of the altered lines is given most astounding need, and executed first [17].

When the query request is made by the client in case of order-preserving
bucketing, a minimum number of buckets with the maximum rate bucket number
consisting of plaintext will be send. The range of query is always in and order manner
in this type. As in the table given the bucket numbers including plaintext ranging from
(5, n) with 1, 2, 3, 4....n will be fetched to the server system in an encrypted format.
The server will accept the requested range of query from the client and compute them
to generate the information. The bucket number in the range of [1, 2, 3, 4] will be
send back to the client in order to find whether the data has a maximum value or equal
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values to 1, or has minimum value or equal values to 4. Here the number of false
positive are increased and the bucket number are decreased.

Analysis of Existing System

The existing techniques focus on encryption of block of buckets using order-
preserving encryption. Initially client will encrypts all the data set using order
preserving encryption and keep in the server database. Client will encrypt data for a
selected range of query at the minimum number and the maximum number and
generate a single key. The generated key is used by the client during encryption of
data in the server system. Once the data is retrieve from server in encrypted format,
client will decrypt the data received and get the correct message absence false positive
value. Even though there is less occurrence of false positive in OPE system, this
cannot be perform for higher range of queries resulting to inefficiency in security
measures. Since OPE does not support the weaker version of IND-OCPA security
model. The OPE method do not provide a secure and efficient query results to the
users because this system does not consider threats to users privacy. Therefore this is
not IND-OCPA-P secure because it will not support any version of the security
model. Hence the existing system does not deal with the security features.

In the existing Order-Preserving Encryption (OPE) techniques the key generation
is limited to one time and it is usually done for a single block of bucket containing set
of data at a time. Encryption is done in terms of bucket that contains data set. The
OPE techniques generates probabilistic proofs of possession by sampling random sets
of blocks from the server. The led to reduce in execution costs, but the user has to
keep the amount of set of data about data to verify the results provided.

Analysis of Proposed System:

The proposed system used the Encryption with Ordered Bucketization (EOB)
techniques with the Ordered bucketization (OB) where the security features and its
efficiency are overlooked and deals to provide a secure model. In EOB the encryption
are carried out for each data in the bucket in regards to the desired rows or columns.
Bucketization allows multidimensional range of query to be encrypted. In the
proposed system any version of IND-OCPA security model is support. So the level
security of the encrypted data is studied and provides secure manner for the client.
Consequently it turns into a key to minimize the test suite and pick a subset of
experiments from test suite which will be executed in slightest time and has the ability
to cover all the shortcomings. Thus reordering the experiment on the premise of time
issue [16].

Techniques Used

The Encryption with Ordered Bucketization (EOB) techniques can generates
encryption keys for each data within the selected bucket. A bucket consists of a set of
data collection in rows and columns. Encryption is performed for a particular rows
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and columns. The result of encryption in EOB is in the form of bucket and ciphertext.
Bucket represents the number of buckets of messages encrypted which signifies the
OB result. And ciphertext represents the result of symmetric encryption.

1. The user queries are converted into range of queries over the encrypted data in
the database and sends request to the server database.

2. The retrieval data from the database are in encrypted format. The data are
didvide into several buckets sizes and assigned with a unique bucket numbers
and convert the ciphertext into plaintext.

3. The ciphertext does not contain false positives, but if detected ignored by the
EOB. On the receiving end the encrypted data are then decrypted into
plaintext to obtain results.

Encryption order bucketization aims at increasing the efficiency rate. This
proposed method has no false positive value during data sending and receiving
encryption process inspite of the increased in efficiency.The data is less corrupted
during the encryption and decryption processes between the client and server
database. The system ought to be equipped for discovering the best set of streamlining
systems for any project that is given as info. Since there are more number of systems,
discovering the best set is not plausible physically. The procedure of choice is
mechanized to minimize the execution time, arrangement time, tuning time and
standardized tuning time [18]. Since multiple keys are generated each time the client
encrypts and decrypts the data. The data to be encrypted from the bucket are
randomly selected and queried.

Diagrammatical Representation
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Figure 2: The overall processing of data between the user and server database

Data Owner:-Authentication

In this part of modules the data owner must provide the correct username and
password in the login page available. On giving the username and password the
system will check in the database whether the given inputs are right or wrong. If the
login is successful then it will proceed to the next page that is main page. Otherwise it
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will remain in the login page itself if the inputs are wrong. It allows only the
authenticate users to log in.

Encryption& Bucketization

The data owner will encrypt the company details of the employees and stored in the
database. In this phase the data owner will select the columns and rows in the tables
and perform encryption. The data columns and rows are assigned with a unique
bucket number before encrypting the columns and rows. This will help decryption of
the selected rows and columns in the future.

Handle User Request:

This will enable the data owner to handles the data user request. The client will send
the bucket number to the data owner for decrypting the particular data column in the
database. Then the data owner will views the request and sends the key to decrypt the
data in the database table for the particular data user.

Log Management:

Here the data owner will views all the bucket details and its corresponding encrypted
table column details. In this module the data owner can delete unwanted buckets from
the database and can also reconstruct the existing tables in desire form.

Data User:-

Registration:

In order for the new user to login into the application, first it must register by
providing necessary details of the user into the database. Once the new user has
completed his sign up process, by using correct username and password the user can
login into the application.

Login:

The user has to fetch correct username and password which was provided during the
time of registration in order to login. If input is wrong the user will not be able to
enter into the application. If the login is success the user will move in to the next page
that is main page.

View Sample Data:

In this module the user will be enabled to view the sample of data tables that is
provided by the administrator. The tables seen is the encrypted multiple records and
multiple subsets that are present in the database.

Send Request:
The data user will select necessary table from the lists of tables that are made
available by the data owner. This module allows the data user to select table and view
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the encrypted columns of the table and also get the bucket number for the encrypted
columns. Then the data user will send buckets number to the data user for decrypting
the column values from the database.

View Decrypted Data:

Here the data user will gets the key from the data owner for decrypting the data
column. Using this key the user will shows the original decrypted data from the
encrypted database.

Results & Description

Graphical representation between Existing and Proposed system
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Figure 3 (i): Time and memory is reduced in EOB, while OPE has increased usage of
time and memory.

OPE

W EOB

O R N W b U1 OO

EFFICIENCY SECURITY

Figure 3 (ii): Better efficiency and security in EOB than in OPE.

Since EOB techniques corroborate with any version of IND-OCPA-P security
model, it provides better secured measures. Encryption of the sensitive data from the
table is done through stored procedure. In stored procedure everything is done in the
database in a more secured way.
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Finally the outputs will be viewed in Graphical Users Interface (GUI) of the
selected column. It will automatically generate the query for the encrypted data using
the key provided by the data owner. The output will be displayed in a tabular format.

Conclusion

An experiment was conducted to overcome the problem in the efficiency and security
over the range of query to encryption data, by implementing the Encryption with
Ordered Buctization (EOB). In the experiment we found out that by using the
encryption with ordered bucketization the security level is drastically improved and
the efficiency to support range of query is effectively increased. The proposed EOB
system with Ordered Bucketization (OB) was successfully implemented on any IND-
OCPA-P security model. From our experiment a drastical improvement has been
observed.
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