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Abstract

Advances in hardware technology like mobile phones, GPS enabled devices etc., have
increased the capability to locate and store the spatio-temporal data of moving objects
and thereby obtain information about individuals and their behavior. Data leakage
from such Location Based Services (LBS) is increasing with the exponential growth
of technology, resulting in an innate risk of privacy threats. Data, thus obtained, may
be used for a variety of intrusive and malicious purposes and privacy attacks, such as
user identification attack, sensitive location tracking attack, sequential tracking attack,
etc. A framework is essential to the preserve location privacy of moving objects. In
this paper, a two-tier security framework is proposed. In the first tier, algorithms
SSET and SIMET are implemented to provide efficient means to encrypt the SIM and
IMEI numbers respectively, thus protecting user identity. In the second-tier, Enhanced
Privacy Framework (EPF) is used which is a combination of HERMES framework
and Statistical framework that protects users against the major attacks on location
privacy. Combining these two approaches, a new method named TTPP (Two Tiered
Privacy Preservation) is proposed.

Index Terms—moving object database, privacy, anonymity.

l. INTRODUCTION

1.1 LBS

With the increasing need for location specific services such as traffic management and
store locator services, the prevalence of Location Based services (LBS) has been
established. A location-based service (LBS) is a software application for an IP-
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capable mobile device that requires knowledge about where the mobile device is
located. [1] LBS typically provide information or entertainment. They have two major
actions, obtaining the location of user and utilizing this information to provide a
service.

LBS services can be used in a variety of contexts, such as health, work, personal life,
etc. Examples of such services include position-enabled tourist services, traffic
coordination services and management, rescue operations, safety and security
services, targeted advertising etc. LBS deal with large amount of user-movements
related spatio-temporal data [2]. Thus, Moving objects databases (MOD) [3] are
employed.

MODs are used to store and represent different kinds of moving objects such as
moving point, line, or region. Data analysis and data mining is performed on the
moving objects to obtain meaningful patterns. A diverse and huge volume of
individual location records has to be collected for such data analysis. In this scenario,
an individual’s participation in a moving objects statistical database substantially
increases risk to his privacy.[4]

A user's location can also be acquired from his/her mobile phone and used to facilitate
privacy related attacks. With the developments in the field of wireless
communications and with the vast availability of RFID chips, a digital trace is mostly
left whenever there is a user or object movement thereby resulting in a digitized
environment. The knowledge induced from this data through intelligent analysis could
reveal sensitive patterns and therefore simple de-identification of the data is not
sufficient. [5]

1.2 Classification
LBS systems can be broadly divided into four categories, based on how the location
of a user is identified.[6]

o Network Based Techniques
They make use of the service provider's network infrastructure to determine the
location. They can be implemented non-intrusively, without affecting the handsets.

o Handset-based technology

Client software must be installed on the handset to determine its location by cell
identification, and signal strengths of the home and neighboring cells, which is
continuously sent to the carrier. Accuracy is improved if the handset is also equipped
with GPS.

o Using SIM

In GSM and UMTS handsets, information such as serving Cell 1D, round trip time
and signal strength can be acquired. The type of information obtained using the SIM
can differ from what is available from the handset. For example, it may not be
possible to obtain any raw measurements from the handset directly, yet still obtain
measurements using the SIM.
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o Hybrid positioning systems

A combination of network-based and handset-based technologies is used for location
determination. For example, Assisted GPS (A- GPS) uses both GPS and network
information to compute the location more precisely.

1. LITERATURE SURVEY

2.1  Disclosure

Disclosure relates to improper attribution of information to a respondent, i.e., an
individual or an organization. There are three types of information disclosure. [7]

o Identity Disclosure

It occurs when a respondent is identified with the help of released data. Revealing that
an individual is a subject of a particular data collection may violate confidentiality
requirements.

o Attribute Disclosure

It occurs when sensitive information about a respondent is revealed through released
data. Confidential information is either directly revealed or can be closely estimated.
It comprises identification of the respondent.

o Inferential Disclosure

The released data makes it possible for the attacker to determine the value of some
attribute of the respondent with more accuracy than otherwise would have been
possible. It is difficult to consider inferential disclosure because if disclosure is
equivalent to inference, then no data could be released. Also, inferences are used to
predict aggregate behavior and not individual attributes. Hence, it is a poor predictor
of individual data values.

2.1 Framework Analysis
The following are some of the common attacks as per framework analysis.

TABLE |. ANALYSIS OF FRAMEWORKS

Models Attacks

Statistical framework Traffic Analysis attacks.

Privacy Aware Monitoring | Spatio temporal correlation

framework (PAM) inference attacks.

Hermes framework User identification attack,
Sequential  tracking attack &
Sensitive location attack
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Traffic analysis is a special type of inference attack technique that looks at
communication patterns between entities in a system. It is the process of intercepting
and examining messages in order to deduce information from patterns in
communication. It can be performed even when the messages are encrypted and
cannot be decrypted. In general, the greater the number of messages observed, or even
intercepted and stored, the more can be inferred from the traffic.

But here, traffic analysis attacks is emphasized in the context of location based data
where patterns could be generated from one’s movement in a given region in a given
time.

Spatio Temporal Correlation Inference attacks where spatiotemporal event correlation
approach to capture the abnormal patterns of a wide class of attacks, whose activities,
when observed individually, may not seem suspicious or distinguishable from normal
activity changes. This approach correlates events across both space and time,
identifying aggregated abnormal event patterns to the host state updates. By exploring
both the temporal and spatial locality of host state changes, our approach identifies
malicious events that are hard to detect in isolation, without foreknowledge of normal
changes or system-specific knowledge.

User identification, Sequential tracking & Sensitive location attacks with their names
itself it is clear as to what actually mean. Basically these are related to authentication.
By such means, the attacker could generate patterns like frequent visits, timings, etc.
of a particular user.

1. TTPP IMPLEMENTATION

3.1  Tier One
Enhanced Privacy framework Tier Two
SSET and SIMET algorithms Tier One

Figure 1.Architectural Diagram

The architecture and depiction of the two tiers is represented diagrammatically
in the above figure. In the first tier, identity disclosure is dealt with. By encrypting the
SIM and IMEI numbers using the algorithms SSET and SIMET [8] respectively, the
probability of identifying the individual is reduced. In the second tier, EPF framework
is implemented which prevents attribute disclosure because the probability of
identifying the location and other sensitive attributes of the individual is minimal.
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Figure 2.Architectural Diagram

The mechanism for implementation of Tier One is depicted in Figure 2.

3.2  Tier Two

Enhanced Privacy Framework is implemented as an android application. The
framework is an integration of two other frameworks namely Statistical framework
and HERMES framework. The top tier is the Statistical framework and the output
from the Statistical framework is fed as input to the HERMES framework which is the
second tier of the Enhanced Privacy Framework. The input is the Latitude and
Longitude coordinates which is collected by tracking persons using an application
named WAYGPS TRACKER. This input is used by the Statistical framework. Once
this framework is implemented, a level of privacy is achieved. To obtain an increased
level of privacy the output coordinates from the Statistical framework is given as
input to the HERMES framework.

Statistical Framework

For any analysis, it is mandatory to begin with statistics. Statistics is the study of the
collection, organization, analysis, interpretation and presentation of data. It could
either be descriptive or inferential. Descriptive is the one which involves methods of
organizing, picturing and summarizing information from data while Inferential
involves methods of using information from a sample to draw conclusions about the
population. Statistics basically gives a rough idea on how to proceed with the required
implementation. It acts as a prototype. To begin with, statistical framework is
implemented first, after which the anonymization part is applied so as to provide
security from traffic analysis attacks. This implementation is a step by step process for
providing maximum security to moving objects such as mobile, tablets, etc. which are
generally GPS enabled.
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Application Of Statistical Framework

For applying statistical framework, k-means algorithm is chosen. K-means clustering
is @ method of vector quantization, originally from signal processing, that is popular
for cluster analysis in data mining. K-means clustering aims to partition n
observations into k clusters in which each observation belongs to the cluster with the
nearest mean, serving as a prototype of the cluster. Here, observations will correspond
to location based datasets i.e. latitude and longitude. K-means clustering would
involve the following steps in order.

Collection of datasets

Determination of Seed points

Computation of Euclidean distances

Clustering of datasets

Prediction Analysis

YVVVVYVY

I. Collection of datasets
In this module location based datasets are tracked and collected with the help of an
android app named Latitude Longitude. Seven coordinates have been considered
starting from source to destination respectively for trial purpose.

il Determination of Seed points
Three seed points have been chosen. Choice of seed points is based on the number of
clusters to be obtained as number of seed points chosen is equal to number of clusters
obtained. Here, two of the three seed points are source location point and destination
location coordinate point respectively. The last seed point would be the critical point
where probability of changing standard route is maximum.

iil. Computation of Euclidean distances
After determining the seed points, Euclidean Distance is computed among the all
seven coordinates with that of seed points. Euclidean distance is calculated using the
following formula,

d(ab) = /(xp— xa)2 + Vb — Ya)?

wherex, &x  correspond to latitude while y, &y, correspond to longitude.
After computing the respective distances, the results are tabulated in a predefined
format. The format for tabulation of results is given in Table II.
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TABLE |l.FORMAT FOR CLUSTER TABULATION

Seed Points — Seed PointAl Seed Point A4 Seed point A7
Coordinates | (source) (critical point) (destination)

Al
A2
A3
A4
AS
A6
A7

Clustering of datasets
After computation of Euclidean distances, we group all the seven coordinates in their
respective clusters.
Say,
d (Al, seedl) = x
d (Al, seed2) =y
d (A1, seed3) =z
If x is smallest among all the other three values, then:
Al € clusterl
If y is smallest among all the other three values, then:
Al € cluster2
If z is smallest among all the other three values, then:
Al € cluster3
Likewise, the same computation is carried out until all the coordinates have been
grouped into various clusters.

Prediction Analysis
Prediction analysis has been done using Rapid Miner tool which is a part of Data
mining Toolkit of the output phase. Predictive Analytics encompasses a variety of
statistical techniques from modelling, machine learning, and data mining that analyses
current and historical facts to make predictions about future, or otherwise unknown,
events.
With the generation of the three clusters, traffic can be very well predicted on that
respective location at a given time. Frequently visited places can also be well
analyzed.
In rapid miner, there are various parameters which performs various functions. In the
Figure 2 given below, parameters are Read Excel, Generate Attributes & Select
Attributes.
The parameter Read Excel reads the log file which contains location based datasets.
Log file must be in excel format. To perform this function, path can be set with help
of Import configuration Wizard which would import the required log file. In the log
file, attributes such as location name, latitude, longitude and time are stored. With the
help of Generate Attributes parameter, Euclidean distances, Smallest and Clusters (to
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which it belongs to) are computed. Generate Attributes accepts user defined functions.
After running the program the output obtained is shown in Figure3.

For better understanding, plot view can also be generated, as shown in Figure 4. Since
here, four seed points have been considered, hence four clusters are generated. With
this view, frequently visited located location of a particular user are tracked.

This analysis will act as an input for next framework which is the Hermes
Framework.

A
Be B P ELON
AWEY A
¢-Gtéd
| Reads the Log File
Generates new i
attributes from
exisling ones

Displays sclected
attributes alone

1§ rpcrbns
Bi-a8a»
F srrns

E @ Lezd 2wz

maens Log

Figure 2.Rapid Miner Input Screen

File Edit Process Tools View Melp

SJHEY rA SPNE UTO

% Resull Ovenview 13 Exampleset (Selact Atibutss) 3 EvampleSet (Generata Atrioutas)

) Data View || Meta Data View (| Plot View () Acvanced Charts Annotations

ExampieSet (19 examples, 0 specta atibutes, 10 regular amibutes)

Row No. Localicn Name Lathude  Longitude Time ED1 ED2 ED3 ED4 Smalest  Cluslers
1 THAY 11.013 76.923 07.31.03(GMT) 0 0.032 0078 0015 2 1
2 Lantey Rozd 11014 76942 O73G2GMT) 0003 0.030 0078 0018 0,002 1
3 Gandhi Park 11.000 76.950 07.44:24(GMT) 0017 0.015 0.064 0026 0.018 2
4 Toanhal 10692 76.951 0751:27(GMT) 0024 0011 0055 0031 0.011 2
5 Ukadam 10,890 76,961 075G39(GUT) 0032 0 0054 0041 0 2
[} Asthupalam 10.978 76.962 02.02:13(GMT) 0.044 0.014 0.041 0.050 0.014 2
7 Nacukkaral 10813 76.943 08 19.43(GMT) 0101 0.078 0024 0100 0.024 3
13 ETM Raitway Stason Road 10,685 76910 0629:04(GMT) 0132 0116 0065 0126 0,056 3
] Aczdemic Block 10.008 76808 08 45.37(GUT) 0115 0.104 0.061 0.107 0.051 3
10 T Carigen 10505 76899 10:30:22(GHT) 0115 0105 0.061 0108 0.051 3
1 Libeary 10,808 76899 ASA2GUT) 0116 0.108 0061 0108 0.051 3
12 Nain Block 10.801 76.003 01.05.59(GMT) 0119 0.108 0.060 o1 0.050 3
13 Kovalpudur 10.836 76.951 04 31:39(GMT) 0078 0.054 0 0078 0 3
14 Sundakamuthur 10.85¢ 76923 04:48:29(GMT) 0057 0.04¢ 0035 0081 0.036 3
15 Perur Bain Road 10.838 76.035 05.00.03(GMT} 0.026 0.028 0.054 0.024 0.024 4
16 Sullivan Street 10,897 76950 0505:03(GMT) 0020 0013 0061 ooz 0012 2
17 Thacagam Road 11.00¢ 76.945 054 147(GMT) 0007 0.025 0073 0020 0.007 1
13 Botenical Gardens 11.013 76.032 05.18.23(GUT) 0.007 0.038 0.079 0.008 0.007 1
19 Home 11010 76925 0529:29(GMT) 0015 0,041 0078 0 0 4

Figure 3. Output Screen
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Figure 4. Plot View
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Figure 5. Implementation of HERMES Framework

HERMES framework comprises of anonymization and data mining approach.The
implementation of it is shown in Figure 5. Anonymization involves generation of fake
trajectories for the original trajectory and data mining used in generation of clusters
hence aiding in comparison and evaluation. HERMES [9] framework which is
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implemented as an android application is integrated with the Google Map to display
the path of the tracked person from source to the destination. Integration with the
Google Map involves the following steps:

o Create a new android application (Compile with Google API).

o Import the Google Play Services Lib.

o Obtain the application’s SHA1L fingerprint.

. Extract the map key by using the obtained SHA1 key.

o Create the AndroidManifest.xml.

o Once the new application is created, the Google Play Services Lib has to be
imported and the procedure is,

o Google Play Services Lib is found under the path:

o “....\android-sdk\adt-bundle-windows-x86 64-20130522\adt-bundle-windows-
x86_64-20130522\sdk\extras\google”. It is moved to the workspace.

o Import Google Play Services library into Eclipse: “File\Import\Existing
Android Code into Workspace”

o Add Google Play Services to the application by choosing the library from the

properties option.
o Obtain the API key.

Now, NWA [9] algorithm is applied which results in the generation of fake
trajectories, corresponding to the original trajectory. The fake coordinates are random
coordinates with the source and destination restricted to a particular range with
respect to the original trajectory, say 1000 meters. Now the fake coordinates are
plotted as fake trajectories in the map thereby unable to distinguish between the
original and fake trajectory ensuring an increased level of privacy.

Clusters are already generated for the original coordinates using the Statistical
framework. Further clusters are generated for fake coordinates using the K-means
algorithm by using the Euclidean distance. Steps involved in K-means algorithm in
HERMES framework are:

o The algorithm proceeds by collecting the real-time data sets and using it as
fake coordinates for the coordinates resulting from the Statistical framework.
o Three fake seed points are chosen. The first and the last seed points are the

original source coordinate and destination coordinate respectively. The last
seed point is chosen as a random coordinate that deviates much from the
original coordinates.

o Five fake trajectories are generated by collecting the coordinates of five
persons.
o Now, Euclidean Distance is computed for each of the fake trajectories.

Euclidean distance is calculated using the following formula,

d (a,b) = /(x5 — %2)* + (Vb — Ya)?

o Once the Euclidean Distance is calculated clusters are generated.
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The final output screen with the HERMES and Statistical framework integrated is
shown in Figure 6.

The clusters for both the original and fake coordinates are plotted in the Google Map
using markers in green and red colour respectively using the “Marker Options”. The
trajectory and cluster generation is shown in Figure 6.

In Figure 6, only the green trajectory is the original trajectory and the blue, red and
pink are fake trajectories.
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United Kingdom .
Poland
. . anu Ukreo
Euclidean Distances L. Clasters
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Algeria Libya Egup
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South Africa
Argentina
Enter Map 7

®2014 Google

Figure 6.0utput Screen of Enhanced Privacy Framework.
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Figure 7.Generated Real and Fake trajectories and clusters.

I11.  CONCLUSIONS

Though the growth in mobile devices provide numerous benefits, it has brought
privacy threats. By implementing TTPP, it is possible to prevent the attacks from
malicious users and improve security of moving objects. SIMET and SSET
algorithms protect the privacy of the user at the basic level. Enhanced Privacy
Framework is thereby implemented with the integration of HERMES framework,
Statistical framework and PAM framework. This framework resolves almost all the
common attacks on moving objects. By combining the above two, an increased level
of privacy is ensured.

Future work concentrates on extending this application as a query based engine to
respond to the location based queries of the users.
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