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Abstract

With developments in the mobile technology over recent
years, SMS texting has become more popular than before.
This has led to increase in the number of spam messages
communicated via mobile phones. Even though email was the
main source for spam in earlier days, SMS service is not far
behind in contributing to spam messages these days. But
nobody wants their mobile phones to get filled with spam
texts. Various strategies have been developed to detect and
reduce spam messages and researches are still going on
regarding this topic. In this paper, a hybrid framework to
detect mobile spams is proposed. Our approach is a
combination of different techniques like number based
filtering, URL based classification, machine learning
approach, text based filtering and detection based on
challenge response. Performance of the proposed system was
evaluated at the end and we observed that a combination of
different methods is more effective rather than using a single
method. The proposed methodology was implemented in
Android platform and tested using an Android device.

Keywords- Spam, Ham, Blacklist, Machine learning, Support
vector machine, Challenge response, Text based filtering,
Confusion matrix, Precision rate, Recall rate, Short URL

. INTRODUCTION

Short Message Service (SMS) has become a popular means of
communication and the low cost of SMS has led to a large
number of spamming attacks using text messages. SMS spam
refers to unsolicited or unwanted text messages sent to cellular
devices through text messaging. It is also referred to as mobile
spam, m-spam or text spam. An example of SMS spam is
shown in Fig. 1.

There are different categories of SMS spams. Most popular
kinds of SMS spam include SMS consisting of free gift offers
and commercial messages. Commercial messages are those
which include advertisements about goods or services for sale.
This is also referred to as cell phone advertising or mobile
marketing. Social engineering, another type of SMS spam, is
the art of manipulating people so that they give up confidential
information. This type of attack makes use of victim's trust and
curiosity. For example if a malicious link or image comes from
a friend, out of trust and curiosity, the victim will click that link
leading to a malicious page. SMS containing urgent requests
for disaster relief funds are common on the phone. Some

messages may also consist of travel packages for a 'free of
cost' vacation; schemes to lower your credit card interest rates
etc.

Following are the major effects of SMS spams:

. Fills your inbox with unwanted messages

. Slow down the phone performance by utilizing
phone's memory space

Tricks people to disclose their personal information
May charge the user for receiving text messages
Malicious URLs may install malwares in the phone
Identity theft

Consumption of useful time

Reduce effectiveness of legitimate advertising

Some of the popular anti-spam solutions include blacklisting,
white listing, grey listing, real time black hole listing, content
based filtering and challenge response. But it will be less
effective when we use a single method. We propose an anti-
spam technique where we combine different methods —
detection based on phone numbers and URLS, machine
learning approach, text based filtering and challenge response
method, in order to improve the performance of the
application.
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Fig.1.  Spam SMS Example

This paper is organized as follows: section 2 includes the work
done as part of the literature survey. Section 3 describes the
hybrid framework to solve the problem. Mitigation of spam
SMS is discussed in section 4. Details about SMS dataset
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collection is given in section 5. Section 6 includes the findings
on the proposed methodology’s performance and test results in
Android platform. Finally, the paper concludes in Section 7
and the future scope of our work is presented in Section 8.

1. RELATED WORK

Various spam filtering technologies have been proposed by
people and researches are still going on regarding this topic. A
user-centric spam SMS filtering application i.e. SMSAssassin
is proposed in [1]. It uses content based machine learning
techniques with user generated features. Initial version of
SMSAssassin was implemented in android and Symbian
phones. Based on the feedback a new version was designed in
this paper. Machine learning technique used is Bayesian
filtering and the user generated features include blacklisted
numbers, words etc. A two-level stacked classifier for short
text messages is demonstrated in [2]. Two versions of the two-
level stacked classifier are implemented: (i) using Bayesian
classifiers at both levels, and (ii) using Bayesian classifier in
first level and Support vector machine in the second. The
algorithm FIMESS in [3] performs simple, yet effective checks
on the message headers so as to classify an sms as spam or not.
It involves comparing smsc numbers, matching timezone of
smsc with that of mobile phone, blacklisting smsc numbers,
non-numerical senders ID, keywords, urls etc.

Various spam filtering algorithms like Naive bayes, SVM, K-
nearest neighbor, random forest, adaboost were used in [4].
The best classifier is the one utilizing SVM as the learning
algorithm. Next best classifier in their work is boosted naive
Bayes. Methods used in [5] are blacklisted numbers and words
along with classification based on spam score (if spam score is
greater than a threshold, SMS is considered as spam).
Experimental results presented in this paper are based on
iPhone Operating System (iOS). An anti-spam framework
based on the hybrid of content-based filtering and challenge-
response is proposed in [6]. Content based filtering is used to
minimize the extra traffic needed for challenge response and
thereby reduce the expense. It also reduces the number of
SMSes subject to challenge response. Two solutions including
a general filter at server level and user specific filter at mobile
level were proposed in [7]. Server level filter makes use of a
neural network and this filter can be mainly used by feature
phone users. Mobile level filter makes use of Bayesian filtering
and black lists for the purpose of classification and this can
benefit smart phone users.

Content based filtering is proposed in [8] which make use of
SMS specific features as well as Linguistic Inquiry and Word
Count (LIWC) features. Various machine learning algorithms
were applied and the best performance was given by SVM.
The work proposed in [21] make use of Bayesian algorithm
which calculates Bayesian score based on the spam keywords
in SMSes and classification is done based on this score. They
also tried SVM and observed an improvement in spam
classification accuracy. Various machine learning algorithms
were used for SMS spam filtering in [9]. Out of all algorithms,
support vector machines showed the best performance. The
work in [19] concentrates on creating a dataset without any
near-duplicates. The paper evaluates many existing machine
learning algorithms and concludes that SVM outperforms other

evaluated methods. Online classification which involves
indexing part and online filtering part is proposed in [14].
Incoming messages are represented as a set of tokens and by
searching these tokens in its index pair, a spamminess score is
calculated. Based on spamminess score SMS is classified as
spam/ham.

According to the Bayesian classifier used in [12], while
training, a hash-map of words associated with their counts is
created and based on the frequency of occurrence of words in
spam and genuine messages, spam probability of each word is
calculated. If overall spam probability is more than 0.5 then an
SMS is classified as spam. The author of [10] proposes a
method by combining blacklist and Bayesian Algorithm. A
probabilistic Bayes classifier using word occurrences is
applied in [11]. Support vector machine is proposed in [16] to
filter spam messages. A comparison of SVM and Bayes with
input varying from 10-150 messages is performed in [18]. The
work in [13] analyses the impact of various feature extraction
and selection methodologies on SMS spam filtering. It
concludes that the combination of Bow (Bag of words) and
structural features contributes to better performance, rather
than using BoW features alone. Different feature representation
techniques are mentioned in [15] and their experiments reveal
that it is better to use binary features with SVM machines. The
work in [17] deals involves evaluation of many existing
machine learning algorithms and they observe that SVM
outperforms other evaluated methods. A literature review on
different approaches available for SMS spam filtering is
presented in [20]. They observed that supervised learning
algorithms can be effective for SMS spam classification.

I1l. HYBRID FRAMEWORK

We propose a hybrid SMS spam detection framework for
Android, which combines the following methods:

Number based filtering

Detection based on URLs

Text based filtering

Machine learning approach

Challenge response method

A o

Features used while implementing the proposed methodology
are mentioned in table | and the framework for the proposed
methodology is shown in Fig. 2.

A. Number based filtering

Number based filtering is based on blacklists, unknown
numbers and non-numerical numbers. Blacklist refers to a list
of invalid entries. We make use of blacklist of numbers which
contain those phone numbers that have been previously used
to send spam. If sender's number is present in the blacklist, the
SMS is identified as a spam. We also identify SMS from
unknown numbers and non-numerical numbers as spam SMS.

B. Detection based on URLS

A set of blacklisted URLs were downloaded from
http://urlblacklist.com [23]. This data set consists of URLs
from many different categories like URLs related to
advertisements, adult content, entertainment, porn, malwares,
phishing etc. If the sender's number is present in the blacklist
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or if any URL extracted from the SMS is present in the
blacklist, it is considered as a spam.

C. Text based filtering
In this method, we classify the SMS as spam/ham based on
the following spam specific features present in the SMS :

. Presence of common spam phrases (eg: click the
link, you are awarded, free call, subscribe today
itself)

o Length of SMS : Average length of spam SMS was

calculated from a set of spam SMSes in the dataset
and all SMSes whose length was greater than or
equal to the average length, were considered as
spam.

. Occurrence of uppercase words

If a message contains any of the above features, it is
considered as spam.

D. Machine learning approach
Machine learning [24], a branch of artificial intelligence, deals
with the construction and study of systems that can learn from
data. It is mainly of three types:

1) Unsupervised learning
o Training based on unlabelled examples
. Artificial neural network is an example

2) Supervised learning

. Training based on labeled examples

. Support  vector machine(SVM)
network are examples

and Bayesian

3) Semi-supervised learning
. Combines both labeled and unlabelled examples

We make use of support vector machines (SVM) [24] for
spam detection. It is a type of supervised machine learning
method which deals with inferring a function from labeled
training data. Training data consists of a set of training
examples where each example is represented as a pair of input
(feature vector) and desired output (label or class). Algorithm
analyses training data and produces an inferred function
which can be used for mapping new examples.

Feature vector is a set of features describing the input object.
There will be a feature vector representing each SMS in the
dataset. A collection of these feature vectors is termed as
feature matrix. Each feature vector will be of the form

< value 1 value 2..... value 'n’ class >

where value 1,value 2..... value 'n' corresponds to the values of
feature 1, feature 2..... feature 'n' respectively and class
corresponds to spam/ham. Following SMS spam features were
used while implementing SVM:

) Non-alphanumeric characters
) Spam keywords
) Numeric strings

TABLE I. FEATURES USED

Spam SMS Features

Unknown numbers

Non-numerical numbers (eg: BT-064122)

Blacklisted phone humbers

Blacklisted URLs (eg: www.wintricks.it/image/banner)

Non alphanumeric characters (eg: !, #, @)

Spam keywords (eg: Congrats, winner, awarded)

Numeric strings (eg: 9765674678, 76566)

Length of SMS

Uppercase characters

Spam phrases

Human verification mechanism (eg: Captcha)

E. Challenge response method

Challenge response is based on the response of the sender to
the challenge sent by the recipient of the SMS. It is used to
verify whether the sender of an SMS is human or not. It can
be described as follows: when a message is received, the
recipient sends back a code to the sender and waits for a
response from him. If a response is received, we can ensure
that the sender is a genuine user and the message is classified
as ham else it will be classified as spam. Spam generation is
usually automated, so we won’t get a reply back from the
spammers. But genuine users will most probably respond to
the challenge.

SMS Extract data

s the no:
blacklisted or
unknown or non
aumerical?

Yes

Contains
blacklisted urls?

uppercase words or
spam phrases or
length> avg spam
length?

No

SVM classifier
l Ham

Send challenge to the
sender of SMS

!

Got response?

Fig.2.  Hybrid Framework
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IV. MITIGATION OF SPAM SMS

After detecting the spam SMSes using the above methods, the
sender of all those SMSes will be blacklisted ie. the number
will be entered into the blacklist of numbers. This way, the
blacklist of numbers get extended each time the application is
run. The extended blacklist will be helpful in detecting spam in
future more accurately.

V. COLLECTION OF DATASET

A good SMS dataset is always necessary for training and
testing various spam filtering systems. Dataset used for our
experiment is SMS Spam Collection v.1 which is available at
http://www.dt.fee.unicamp.br/~tiago/smsspamcollection [22].
Fig. 3 shows a set of spam /ham examples from SMS Spam
Collection v.1.

ham Thanks a lot for your wishes on my birthday. Thanks
to you for making my birthday truly memorable.

ham Is that seriously how you spell his name?

spam  Please call our customer service representative on
0800 169 6031 between 10am-9pm as you have WON a
guaranteed £1000 cash or £5000 prize!

ham Lol your always so convincing.

ham I call you later, don't have network. If urgnt, sms me.

spam  Your free ringtone is waiting to be collected. Simply

text the password "MIX" to 85069 to verify. Get Usher and
Britney. FML, PO Box 5249, MK17 92H. 450Ppw 16

Fig.3.  Examples of SMSes in Spam Collection v.1

VI. TEST RESULTS

The framework was implemented in Android platform and
was tested using an Android device. For testing purpose, we
populated the inbox with 100 SMSes (by sending messages
from other phones). Performance of the proposed
methodology was evaluated based on the confusion matrix
which is shown in Table Il. Confusion matrix [25] refers to a
table which shows the number of true positives, true
negatives, false positives and false negatives.

TABLE 1. CONFUSION MATRIX

Predicted
Spam|Non-Spam
ActualiSpam a b
Non-Spamic d
a-Number of True Positives

b-Number of False Negatives
c-Number of False Positives
d-Number of True negatives

Based on the confusion matrix, we measured the precision
rate, recall rate and overall accuracy [25] of the proposed
methodology.

. Precision rate (also known as specificity) refers to
the proportion of the predicted positive cases that
were correct.

. Recall rate (also known as sensitivity) refers to the
proportion of positive cases that were correctly
identified.

The formulas to calculate above values are given in Table I1I:

TABLE I111. PERFORMANCE MEASURES

Precision rate = a/ (a+c)
Recall rate = a / (a+h)
Accuracy = (a+d) / (a+b+c+d)

The observed results for our experiment are shown in Table
IV and Table V.

TABLE IV. PERFORMANCE
ANDROID APPLICATION

MEASURES OF

Precision rateRecall rate|Overall accuracy
98% 100% 99%

The accuracy of Android application was calculated in two
stages of our implementation, after implementing first three
methodologies and at the end. The results are represented as a
graph shown in Fig. 4.

Acciracy
]

MNumber & UFL based filtering = Text

Tbasad filtering SVM = Challengs responsa

Fig.4.  Accuracy of Android Application

VII. CONCLUSION

With the increased popularity of mobile phones, there has
been a rapid growth in the number of junk messages received
by the mobile phone users. As a solution to this problem, we
have proposed a hybrid framework for SMS spam detection in
Android phones. The framework uses variety of spam features
distributed among different spam filtering methodologies —
detection based on phone numbers and URLSs, machine
learning approach, text based filtering and challenge response
method. We have evaluated and observed a good
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improvement in spam classification using the hybrid
approach.

VIIl. FUTURE WORK

As part of future work, the Android application can be added
with more features like detecting blacklisted short URLs,
deleting spam SMS and considering SMS with images.

URL shortening refers to the technique of converting a long
URL to a shorter one which will be more convenient to use
and read. URL shortening services are also being utilized by
spammers for redirecting the users to malicious websites or
for some other illegal internet activities. Since the number of
characters in an SMS is limited, spammers mostly use short
URLSs instead of the long ones.

In most cases, the users get affected by opening the spam
SMS in their inbox. So deletion of spam SMS from the inbox
is another feature which can be added as part of mitigation of
spam SMS. This will reduce the effect of spam since the SMS
will be deleted from the inbox, once detected as spam and
hence the users won't be able to open the SMS.

Currently we have considered only text messages for our
experiment and we would like to consider messages
containing images i.e. Multimedia messaging service (MMS)
in future.
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