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Abstract 

Communication through Internet from a source to a 

destination always needs security measurements. Generally 

encryption methods with authentication are used for message 

transmission, which enables secure sending and receiving of 
message with validity. Traditional methods have limitations 

such as transmission overheads and less economical when a 

huge volume of messages has to be communicated. The above 

said two issues are taken care by the proposed method which 

overcomes the limitations, notably when compared with 

existing methods. In addition to that the proposed technique is 

extended to handle voluminous message passing securely by 

handling reordering of message blocks, replication and/or 

dropping of blocks or messages during transmission. 
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1. Introduction 

The exponential growth of Internet usage and communication 

necessitates secured transmission of information. So the 

significance of the issue is, how to prove the sender and 

assure the integrity of the message transmission. To achieve 

this, confidentiality, non-repudiation and authenticity are 

necessary which are provided by encryption and digital 

signature. Encryption and digital signature are the two base 

mechanisms for public key systems. An authenticated 
encryption technique follows a logical step to satisfy the basic 

security properties which are given below. 

 Authenticity: Based on computation, it is not 

possible for an adaptive advisory to retrieve secret 

content from a ciphertext. 

 Confidentiality: Based on computation, it is not 

possible for an adaptive advisory to act as the sender 

in communicating messages. 

 Security: If the signer’s private key is exposed in an 

instant of time, the constructed signature of the 

authenticated encryption message key cannot be 
retrieved before releasing the private key. 

 Non-repudiation: it is computationally possible for a 

third party to resolve an issue between the sender and 

the receiver in the when the sender rejects the fact 

that he is the creator of the message. 

 

The encryption of huge message by the existing studies is to 

split the information into segments and each segment is signed 

and encrypted separately. But the limitation of this method 

leads to copy or destroy some signature segments by an 

intruder in such a way that the receiver does not get the 

information about the changes. To avoid such situations, a 

new encryption method is proposed using information link to 

each segment to follow the flow [1]. But in this method 

forgery of valid signature and lack of non-repudiation is 
identified [2]. Then an adaptable encryption method with 

authentication is proposed [3] and its limitation of security 

lack is identified which leads to the proposal of two different 

authenticated methods [5]. In this study, a new secure 

authentication encryption is proposed and is robustly secure in 

random oracle model [4, 5, 6]. Random oracle is a black box 

which reacts to questions (unique) based on random approach. 

When compared with similar methods, the proposed technique 

includes many advantages in terms of cost and computational 

complexity. Also it is extended into authenticated encryption 

technique based on message connection. 
 

 

2. The Preamble 

This section describes the notations used in security and the 

attributes of the proposed message connection technique. 

Lemma 1: Set (H, Ʃ , R) as base signature scheme that 

includes security parameter c. Set M as Probabilistic 

Polynomial Time machine with only public data input. If M 

can pick a valid signature (n, h, d, α) by including non-

negligible probability, the machine can provide two valid 

signatures (n, h, d, α) and (n’, h’, d’, α’) with similar random 

tape and different oracle such that d ≠ d’ in expected time slot. 
Description 1: The message connection of authenticated 

encryption technique can be described using following 

properties. 

Parameter generation: Takes security parameter c as input and 

provide common parameter CP 

Key generation: Gets CP as input and outputs a public key 

pair (sky; pky) for all users 

Authenticated encryption code: inputs the keys (ssky; spky) of 

signer, the nth message and public key rpky of receiver, 

outputs an encrypted signature α, which is authenticated. 

Verification code and decryption: the nth message is retrieved 
by the receiver through his/her private key rsky. When the 

receiver inputs (rpky; rsky), the public key spky from the 

signer with encrypted sign, outputs a condition for verification 

as b ϵ  {0, 1} and if b=1, signature will be accepted otherwise 

rejected. 

Description 2: An authenticated encryption technique with 

message connection is assured to be secure by protesting 

extended forgery for information attack if no polynomial 

margin opponent M succeeds with potential positives. 
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a) The competitor L executes parameter production 

code using parameter c and sends common parameter 

CP to opponent M. 

b) The allotted receiver R executes key production code 

to produce key pair (Rpky; Rsky) and presents Rpky. 

The opponent M is permitted to get the secret key 
Rsky. 

c) The opponent M carry outs a polynomial limited 

count of inquiries to the competitor L. 

d) At the end the opponent M provide a valid signature 

α on message n. M succeeds if n is not at all 

questioned by M in step (b). 

 

 

3. Proposed Encryption Technique 

In the proposed technique, the authenticated encrypted 

signature can be retrieved and checked by the receiver only. 

The technique includes key generation code, authenticated 
encryption code and verification code. Based on the 

robustness of resolving the discrete logarithmic problem the 

security level of technique can be measured. The technique is 

more secured in random oracle model. 

 

Key generation pseudo code: 

a) Let p, q be the largest prime numbers, such that q|p-

1, tϵ  F(p) is a producer of order q. p, q, t are the 

public parameters for system. 

b) Set alpha and beta as signer and receiver, where 

alpha selects random number as private key 

and calculates the public key , at the 
same time beta selects uN ϵ  Xq as private key and its 

relevant public key is calculated using, 

 

 (1) 

 

c) Select a secured hash function f(. ):Xp×Xp→Xq 

 

Encryption pseudo code: 
When signer alpha needs to generate a secured encryption 

signature for the message n which is to be sent to the receiver 

Beta, Alpha has to follow the signing steps as given below: 

Step 1: The signer Alpha selects c ϵ  Xq, a random number 

and calculates 

 

 (2) 
 

 (3) 

 

Step 2: Calculate r  (4) 
 

Step 3: Now the signer Alpha sends (h, g, r) to the receiver 

Beta 

Signature Verification pseudo code: 

While Beta receives the signature (h, g, r), message n needs to 

be recovered and verifies the validity of the signature for the 

message n. 
 

Step 1: Calculate the message  (5) 

 

Step 2: Check the equality exists as follows, 

 (6) 

 

or 

 

 (7) 

 

Beta accepts the signature (h, g, r), If the equation (6) or (7) 

exists. Since the private key is needed for verification, only 

Beta can verify the process. 

 

 
4. Analysis of Proposed Technique on Security 

The proposed technique is based on discrete logarithmic 

computation and the details are given below. 

 

Theorem 1. Set M as opponent who can generate a forgery 

for a selected message attack in time instant Ʈ  with the 

success probability ɛ  ≥ 10(dg+1)(dg+dF)/2l. For the execution 

of queries qg, qF, it takes Ʈ ' < 120686  time. Random 

oracle model solves the quries on signature oracle and discrete 

logarithmic computation solves the hash oracle function f(. ) 

in the above said time. 
 

Proof: Based on the theorem 1, let opponent code A, is taking 

at most time i and creating at most qF hash queries and qg, 

signing queries can falsify authenticated encryption with ɛ ’ 

probability. Hence Beta can use A as sub module to generate 

code L to obtain signer’s private key. Alpha takes this as the 

code L can find the solution for discrete logarithmic 

computation. 

Code L selects dM ϵ  Xp, as a random public key for signer, 

Alpha and gives qM to the opponent A along with common 

parameters. Let Beta control the code L, and it simulates the 
oraclof encryption and random for L as given below. 

Answering F-Oracle queries: At any instant of time, the query 

from opponent A to the random oracle f(. ), by Beta’s 

simulation along with list of tuples (nj, hj, ej). During the query 

execution for the input (hj, nj), code L performs as given 

below. 

 If F-list defines query (hj, mj), then Beta recover (hj, 

mj) and outputs ej. 

 Otherwise, Beta chooses a random number ejϵ Xq and 

provide ej by recoding (hj, nj, ej) in the F-list. 

 
Answering authenticated encryption queries. If the opponent 

A queried encryption oracle for the message n, then Beta 

should produce a valid signature tuples without the knowledge 

of private key uA of Alpha. 

1. Using two random integer values, calculate 

 

 (8) 
 

2. Calculate   (9) 

 

3. Verify the H-list for hash oracle query and if (m, h) 

got query, then Beta gets the hash value (n, h) and 

terminate protocol. Otherwise Beta provides 

encryption text (g, h, r) on n. Then Beta reinitialize 

all the list and execute the above process for the 
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second time with different f(. ). Based on this 

Forking lemma [10], Beta will get two different 

signature for same message and data such as (h, g, r, 

e) and (h, g’, r, e’) on the condition to satisfy the 

following relation. 

 

  (10) 

 

and 

 

  (11) 

 

From equation (10) and (11) the following relationship (12) 
can be derived. 

 

 (12) 

 

Based on group knowledge the following relationship can be 

derived. 

 

  (13) 
 

Here  and q is prime, where gcd() 
represents greatest common devisor. Hence, based on t, 

discrete logarithm uM of uM is obtained as follow 

 

  (14) 

 

Let Beta terminate the simulation with the probability ɛ abort. 

The simulator shows to the opponent the similar distribution 

compared to the opponent communication with original 

signature and random hash except for ɛ abort. In this process 

the termination occur at step 3 of this phase. If beta chooses 

(g, i) to calculate h, then the event occurs. The probability of 

termination is at most qF/2l, since maximum (g, i) at Hq. Thus 

Beta terminates at step 3 with the signature query less than 

 for any qg signature. The inference is that Beta can 

resolve the uM, the discrete algorithm of dM, the random 

number based on t with probability . 

Hence, the proposed technique is capable of working against 

forgery attacks in random oracle model. This provides the 

inference that the proposed technique is non-repudiation, in 

such a way that Beta cannot repudiate the signature, when 

Alpha provide valid signature. This method also offers 

forward security such that all messages from Alpha to Beta 

will be secret, in case of private key uM from M is stolen or 

disclosed by accident. Note the format for message encryption 

is r , here c ϵ  Xq – a random number. 

Even if the opponent has a chance of getting the private key 
uM from Alpha, based on the format of r, opponent cannot 

retrieve the message from the sender and receiver. 

 

Notations for evaluation: 

Ʈ e- time of exponentiation calculation 

Ʈ n-time of modular calculation 

Ʈ f- running time of hash function 

|n|- bit length of n 

 

The computational cost from three studies is compared in 

Table 1. From the comparison it is clear that the proposed 

technique is more efficient than existing methods. 

 

Table 1 

 

 Existing 
Method [7] 

Existing 
Method [8] 

Existing 
Method [9] 

Proposed 
Method 

SL 2|q|+|p| 2|q|+|p| 2|q|+|p| 2|q|+|p| 

CSP 2Ʈ f+4Ʈ e+3Ʈ n 3Ʈ f+3Ʈ e+3Ʈ n 3Ʈ f+Ʈ e+Ʈ n Ʈ f+2Ʈ e+2Ʈ n 

MRV 6Ʈ e+2Ʈ n 3Ʈ f+3Ʈ e+3Ʈ n 3Ʈ f+Ʈ e+Ʈ n 3Ʈ f+2Ʈ e+2Ʈ n 

SL- Signature Length; CSP- Computation of Signature 

Production; MRV- Message Recovery & Veirfication 

 

 

5. Message connection in Authenticated Encryption 

Technique 

In addition to the above efficient technique, handling of big 

message is also considered in this paper. For this purpose, the 

signer split the big message A into A1, A2, … Ai where . 

The further process sequence is given below. 

1. Set random number c ϵ  Xq 

2. For k=1, 2,.. i do 

3. h k= Ai×f1(hk-1 ⊕ Ai-1  (15) 

here, h1=0 and f1(. ) is hash function. 

 

4. , shows message concatenation 

5. Signer computation is as follows 

 (16) 

 (17) 

 (18) 

6. Signer sends (h, h1, …hi, g, r) to the receiver. 

 

Decryption and Verification: 

The recovery of the message A1 and message segments A1, A2, 

… Ai is required, when receiver receives (h, h1, …hi, g, r). The 

execution of validation for message (  

verification is given below. 
1. Let the message segment is  (19) 

2. For k=2, …, i, calculate 

A k= hi.. f1(hk-1 ⊕ Ai-1  (20) 

3. Message Ak and  are to be 

concatenated 

4. Verify the validation of the received message  
using equation 

 (21) 

 

 

6. Conclusion 

The proposed technique allows the receiver to simultaneously 

retrieve and verify message. The computational and 
communication cost are reduced and the proposed method 

becomes suitable to low storage devices. The proposed 

authenticated encryption technique is secure in random oracle 

model. This is proved by comparing the existing methods. 

Finally it is extended to handle big message by challenging 

against segment duplication or detection during transmission. 
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