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Abstract 

Financial market security in the era of big data is the major 

challenge. Data requires for the financial forecasting is not 

been shared due to privacy and security concerns of the data 

owners. Owners of the valuable data are hesitating to share 

data in the public domain. Even most advanced tools of 

information technologies are fail disseminate desire 

information to the customer because of scarcity of desire data. 

Lack of faith among data owners on share data based 

technologies is becoming main hindrance. Decision making in 

the financial market is continuous process and it is based upon 

various socio – economic – political factors. Cost effective 

green technologies like cloud and big data is efficient enough 

to deal with data analytics for financial forecasting. To deal 

with the share data security in efficient market hypothesis 
based financial market needs new customized information 

security model to ensure various security concerns of the data 

owners. User-friendly information technology in the secure 

environment will create long term faith in the financial 

market. This paper deals with the security issues of share data 

in the era of green computing and provide customized model 

by data revocation. 

 

Key words: financial market, Green computing, efficient 

market hypothesis, financial data security, decision making, 

financial forecasting, data revocation. 

 

 

Introduction: 

Data sharing is barren truth of the day and industries will not 

survive without dealing with the shared data. We are living in 

the era of global village and so all are connected in every 

respect. Financial market is not an exception. Analytics of the 

shared data available in unstructured manner is the big 

challenge for us. We are banking on the various technologies 

developed for the shared data but availability of relevant data 

is one of the major concerns for the data scientists. Data 

owners are still hesitating to share their data in the public 
domain due to various concerns of ownership and security of 

data. In this environment, dissemination of desired 

information to the public is tough. Financial market 

forecasting is an area where we need various data from socio 

– economic – political situation of the globe. Availability of 

data in the third world countries is very less and it creates 

unfaithfulness in the investment scenario in the market. 

Majority of people is not taking part the stock markets and 

markets are run by few peoples. Mass participation in the 

stock markets will be only ensure by taking more preventive 

majors in the stock market and create long term faith. Indian 

market has its own socio – economic challenges like low 

education rate, poverty, malnutrition etc. Human Index 

parameters are very low. Traditionally, active intermediaries 

in the market are working under a close environment where 

sharing of data for the decision making is less. Indian national 

exchanges like NSE (National Stock Exchange) and BSE 

(Bombay Stock Exchange) is shifting towards cloud 

computing. Efficient market hypothesis advocates reaction of 

market on each information. For the stable and efficient 

market, it’s quite compulsory that data must be integrated at 

the large extent and to be shared among every stack holders. 
Cloud computing data inculcates many challenges also like 

ownership, security, authenticity of data. Security of share 

data in the financial market is the major concern and need to 

address properly. Cloud computing is providing many benefits 

like SaaS, IaaS, Pay as you go etc but cloud computing used 

in the stock market decision making process is different from 

other computational areas. Financial marking forecasting 

needs various interrelated data and it doesn’t meant for only 

prices of the stock but it is an integrative approach of stock 

prices, socio – economic - political factors. Dissemination of 

information to the public is only being ensured by sharing of 

connected data and applying technologies to analyze the same. 

Multi read and multi write environment of shared data based 

technologies will be fit for the market analyst but security 

concerns of the shared data environment among data owners 

are the big hindrance. Security concerns of the data are 

stopping relevant data to be shared among people. And finally 

it stops common people to participate in the market which 

ultimately leads to the chaotic market conditions. To create 

stability in the financial market, we must ensure larger 

participation of the people in the financial market. To stop 

chances for misbehavior of financial market, this paper deals 

with the security issues of the share data in the financial 
market by ensuring data revocation. 

 

 

Literature Review: 

There is dearth of literature available on the information 

security issues of financial market in the era of green 

technologies. Till now IT security measures used in the 
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market are conventional and based on traditional values and 

ethos. Emergence of Big Data and related technologies are 

shifting towards new arena. River information model for 

integration of scattered financial information is one of the 

efficient ways to deal with shared data of financial market and 

its refinement in cloud computing and other green 

technologies [6 - 9]. Security measures of financial 

information need more customization to meet current 

demands in the era of efficient computing. The privacy of 

personal data in RFID systems by extending the framework of 

Online Personal Data Licensing (OPDL) and applying the 

framework to RFID environment was introduced then after. 
Licensing issues may occur while collecting data via RFID 

technologies. Personal data will only collect after valid license 

and permission from the concern authority. Individuals can 

control who have licenses and the content of the licenses 

easily [13]. Privacy and security is a key issue for financial 

data in cloud based data storage technologies. Efficient 

framework for cloud storage is design which includes an 

interactive protocol and an extirpation-based key derivation 

algorithm, which are combined with lazy revocation, multi-

tree structure and symmetric encryption to form a privacy-

preserving [11]. Online social networks (OSNs) are attractive 

applications which enable a group of users to share data and 

stay connected. Facebook, Myspace, and Twitter are among 

the most popular applications of OSNs where personal 

information is shared among group contacts. Due to the 

private nature of the shared information, data privacy is an 

indispensable security requirement in OSN applications. For 

the security of OSNs a new privacy-preserving scheme for 

data sharing in OSNs is implemented, with efficient 

revocation for deterring a contact’s access right to the private 

data once the contact is removed from the social group. In 

addition, this scheme offers advanced features such as 

efficient search over encrypted data files and dynamic 
changes to group membership [4]. Still, authenticity and 

integrity of messages are primary requirements in a tactical 

operation of mobile network, so identity management must be 

offered in some form. This requires that the identity 

management operating in the tactical zone is able to 

authenticate principals and control access privileges across 

security domains. For the sole purpose of authentication (and 

subsequent access control), authentication protocols are often 

over engineered since they also provide privacy protection, 

DOS protection and even non-repudiation. A cross domain 

identity management protocol which relies on less 

connectivity is already introduce, it sends fewer messages and 

maintains a weaker binding between domain authorities. 

Identity statements do not offer a revocation mechanism and 

circumvent the familiar certificate validation problem [1]. 

Revocation in cloud based distributed computing is the core 

issues of security in the contemporary era. Literature is full of 

security issues but few are available on cloud security issues 

for financial market data. For the mobile social network, an 

efficient and secure data revocation scheme was address to 

inside attacks based on an attribute-based encryption 

technique. As a result, proper data behavior is encouraged, 

inside attacks are reduced, and network security is enhanced 
[14]. In 2010, By using online Personal Health Record (PHR) 

as a case study, search capability authorization has introduce 

that reduces the privacy exposure resulting from the search 

results, and establish a scalable framework for Authorized 

Private Keyword Search (APKS) over encrypted cloud data. 

Two novel solutions for APKS based on a recent 

cryptographic primitive, Hierarchical Predicate Encryption 

(HPE) exist but APKS enable efficient multi-dimensional 

keyword searches with range query, allow delegation and 

revocation of search capabilities [10]. In order to meet the 

authentication requirement of the revoking frequently and 

dynamic network environment, a new revocation scheme for 

the cloud computing environment is proposed that’s include 

entering, leaving, revoking and authentication of entities are 
implemented based on the public key cryptography [15]. A 

new CP-ABE scheme that the data owners can fully control 

their outsourced shared data. It also resolves the issue of 

revocation including the entire data access privilege and just 

partial access right of the data, i.e., a subset of his/her 

attributes [16]. The rewriting query algorithm using a privacy-

aware model like PrivOrBAC is being also used [12]. We can 

now outsource data backups off-site to third-party cloud 

storage services so as to reduce data management costs. 

However, we must provide security guarantees for the 

outsourced data, which is now maintained by third parties. A 

new design and implement FADE, a secure overlay cloud 

storage system that achieves fine-grained, policy-based access 

control and file assured deletion. It associates outsourced files 

with file access policies, and assuredly deletes files to make 

them unrecoverable to anyone upon revocations of file access 

policies. To achieve such security goals, FADE is built upon a 

set of cryptographic key operations that are self-maintained by 

a quorum of key managers that are independent of third-party 

clouds [17]. In a paper by Prof. Jin Li and his team, aimed at 

tackling the critical issue of identity revocation, he introduced 

outsourcing computation into IBE for the first time and 

proposes a revocable IBE scheme in the server-aided setting. 
His scheme offloads most of the key generation related 

operations during key-issuing and key-update processes to a 

Key Update Cloud Service Provider, leaving only a constant 

number of simple operations for PKG and data to perform 

locally. This goal is achieved by utilizing a novel collusion-

resistant technique [3]. Proxy re-signature is the one of the 

methods for revocation and implements security. In addition 

to it, a public verifier is always able to audit the integrity of 

shared data without retrieving the entire data from the cloud, 

even if some part of shared data has been re-signed by the 

cloud. Moreover, this mechanism is able to support batch 

auditing by verifying multiple auditing tasks simultaneously. 

In addition, a public verifier is always able to audit the 

integrity of shared data without retrieving the entire data from 

the cloud, even if some part of shared data has been re-signed 

by the cloud [2]. An expressive, efficient and revocable data 

access control scheme for multi-authority cloud storage 

systems, where there are multiple authorities co-exist and each 

authority is able to issue attributes independently. 

Specifically, revocable multi-authority CP-ABE scheme was 

introduce and apply it as the underlying techniques to design 

the data access control scheme. Attribute revocation method 

can efficiently achieve both forward security and backward 
security [5]. All this development contributes to the security 

of the cloud computing based financial data but financial 
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market in the third world countries are facing different 

problems. Data revocation method will be one of the best 

methods to secure data in the shared environment. 

 

 

Problem Statement: 

Information security is the major concern for the investment 

markets and Indian stock market is not an exception. Quality 

of decision is solely based on the information and its 

processing capabilities. Decisions are based on integrated 

information from all corners of life. Sharing of information is 

common in the efficient informative market. In the sharing 
information environment, authenticity and privacy of data 

requires more customized information security framework. 

Integrated model is requires to deal with the data in financial 

market. This paper introduces model of information security 

which deals with security issues of shared information of 

financial market with efficient data revocation in the cloud. 

 

 

Security Model: 

Cloud based integration of financial data are facing great 

challenges on various fronts. Various security models is being 

introduce but it need more customization to fit in the Indian 

financial market. In this paper we are introducing security 

model with the cloud based integrated data for the Indian 

stock market. Retention, identification and sustainability of 

ownership of the data in the cloud computing is the major 

cause of concern. In the broader green cloud model we show 

that ownership can’t be transfer and owners are not agreeing 

to transfer its data. So, mechanism which integrates data by 

retention of ownership of the data will more applicable. 

Introduction of third party auditor is one of the mechanisms. 

In this mechanism, a new neutral third party will assigned 

after the consensus of all the owners and it plays a role of 
authenticator. It will also maintain confidentiality of data and 

user. In the online payment system, a role of middleware 

infrastructure providers are playing similar role to connect 

bank account. In this system, bank account details are kept 

confidential and transaction happens. In the stock market 

scenario, big data analytics will introduced and required to 

take forecasting decisions. In fig. 01, model of stock market 

data security with revocation of data in the cloud frame is 

being proposed. In this figure, heterogeneous and temporal 

big data is integrated and transfer to the cloud. Cloud server 

can responsible to maintain ownership table, security 

management protocols, authentication tools, analytical tools 

and existing cloud technologies like HDFS, Pig, Hive etc. 

This data can be transfer to the data after validation and 

verification of the third party auditor’s clearance. To maintain 

security and ownership of the data, key based revocation 

methodology is come into play. Market regulators and all 

other users like intermediaries and investors have defined 

domain to excess data. This can be maintain and revoke by the 

key based revocation method. Analytical based tools in the 

cloud will help to generate customized reports for the decision 

making with the check by data revocation. There are more 

than 83, 000 intermediaries registered with the Indian stock 
market regulators. One of the major jobs of these 

intermediaries is to provide analytical data to the investors. 

All data can be provided in the big data environment with 

introduction of key based data revocation security model. 

 

 
 

Fig. 01: Revocation Model for Stock Market 

 

 

In this green model, data from all walks of life which has 

capability to affect the market can be introduce by integration 

and provided through the cloud computing. Security 

introduction in the cloud model will generate confidence 

among investors. 

 

 

Conclusion and Future work: 

Forecasting of financial market behavior on the basis of cloud 

computing sharing data needs new framework under which 

privacy and authenticity must be protected. Proposed security 

model deals with the security and authenticity of cloud based 

data. Efficient handling of data revocation in the financial 

market’s shared data will improved confidence level of the 
investors and other active players. Middle class population in 

the third world countries are untouched with the ups and down 

of the market directly. In the one hand they are victims of the 

price fluctuations in the market & its direct impact on their 

life’s and on the other hand they have’s confidence to 

participate in the market. Customized privacy framework will 

help to maintain the privacy of the user’s personal data in the 

cloud. Data for the stock market has been integrating and 

became bigger and bigger. Forecasting requires all types of 

data like socio – economic – political as well personal to 

informative investment. More innovative and customized 

security framework is required to deals with the issues of 

information security in the stock market. 
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