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Abstract  

Cloud computing is renowned for its storage services. Today 

organizations are interested in outsourcing their data to cloud 

storages to obtain the significant benefits of cloud services 

and also to overcome the burden of building and managing the 

required infrastructure on their own. Being shared and 

accessed by several users, data stored in third-party cloud 

storages must be protected against unauthorized access, 

where, authentication and access control plays a crucial role. 

The data owner must enhance the security facility for 
authentication and access control in order to protect data from 

unauthorized access. In this paper, a combination of secure 

mutual authentication between data owner, data user and 

cloud service provider with hierarchical access control 

protocol based on Elliptic Curve Cryptography is proposed. 

The proposed protocol receives data request from the users, 

authenticates the data users in a hierarchy and ensures fine-

grained access to the classified encrypted data stored in cloud 

storage by providing access token. 

 

Keywords-access control, authentication, cloud storage, data 

outsourcing, data security, elliptic curve cryptography. 

 

 

Introduction 

Cloud computing is fast emerging paradigm which is a 

ubiquitous internet based computing service. With this 

technology, users can experience the powerful computing 

resources and avail ample storage spaces. Today many 

organizations outsource the data to cloud storages to reap the 

significant benefits of cloud including reduced cost, 

scalability, efficiency and service responsiveness to meet the 

changing business requirements and commercial conditions. 
Organizations acquire storage and compute resources at 

minimized operational cost on demand from the service 

provider without spending much cost in owning the required 

infrastructure internally. Also a business may opt for 

outsourcing to experience the innovations of techniques and 

technologies available with the service provider and also upon 

outsourcing, an organization can concentrate on prime 

activities of the business [1,2]. 

But at the same time, outsourcing sensitive data to third-party 

cloud storages involves risk in handling the data security 

issues which includes confidentiality, integrity and availability 

of data stored in the cloud environment. As the data are stored 
on third-party premises, data owner lacks full control over 

their data. Also, since sensitive data are stored on shared 

servers and are being accessed by various internal and 

external users, it is mandatory for data owners to build a 

security system to defend their data against unauthorized 

access. Authentication and Access control is the fundamental 

mechanism that provides solution against unauthorized access. 

To ensure fine-grained access to the outsourced classified 

encrypted data, an authentication with hierarchical access 

control protocol using Elliptic Curve Cryptography [3,4,5,6] 

is proposed in this paper. The proposed protocol is adaptive to 
the scenario in which, the data owner outsources the classified 

and encrypted massive data into cloud storage. The data users 

are also classified into different security classes based on their 

security clearance which results in a hierarchical tree. The 

proposed scheme receives data request from users; 

authenticates whether the user belongs to the corresponding 

security class; authenticates whether the user has permission 

to access the requested data and ensures that the stored data is 

made available only to the authorized users thereby holding 

fine-grained access control. 

 

 

Related Work 

The purpose of access control technique is to limit the 

operations that a legitimate user of a system can perform. The 

importance of authentication and access control and its types 

are discussed in [7, 8, 9]. Access control techniques comprises 

of authentication and authorization methods. The different 

types of authentication methods that could be used for a 

multilevel security system is enumerated in [10, 11]. 

Authentication is the process of determining whether someone 

or something is, in fact, who or what it is declared to be [12]. 

An access control technique assumes that the authentication of 
the user has been successfully verified prior to enforcement of 

access control. 

Many researchers have proposed schemes for authentication 

and access control methods. In this section, schemes related to 

authentication and key management for hierarchical access 

control are discussed. Akl and Taylor [13] proposed a 

cryptographic based solution to solve the problem of access 

control in a hierarchy. Harn and Lin [14] proposed a 

cryptographic based solution for the key generation scheme 

for multilevel data security. Chang and Buehrer [15] proposed 

solution for hierarchical access control using a one-way 

trapdoor function. Jeng and Wang [16] proposed a key-
management scheme for hierarchical access control using 
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elliptic curve cryptosystem. Chung et al. [17] proposed an 

ECC based solution for Access control in user hierarchy. 

Nikooghadam et al. [18] proposed solution for hierarchical 

access control using elliptic curve cryptosystem which is 

assimilated effectively in our scheme. Many authentication 

schemes have also been proposed by researchers. Peyravian 
and Zunic [19] proposed methods for protecting password 

transmission using collision resistant hash function. Liao et al. 

[20] proposed a password authentication scheme over insecure 

networks based on the properties of discrete logarithm 

problem and one-way hash function. Peyravian and Jeffries 

[21] proposed a secure remote user access over insecure 

networks using Diffie-Hellman based protocol. Holbl et al. 

[22] proposed an improved Peyravian-Jeffries‟s user 

authentication protocol by employing additional exclusive-or 

operations. Zhu et al. [23] proposed an improved mutual 

password authentication scheme over Hwang et al.‟s scheme. 

Lin et al. [24] also proposed an authentication scheme based 
on one-way hash function over Hwang et al.‟s scheme. 

Observing both Zhu et al.‟s and Lin et al.‟s scheme, we 

propose an authentication scheme based on elliptic curve 

cryptography to overcome few security attacks over their 

scheme. 

 

 

Review of Lin et al.’s authentication scheme 

Lin et al. proposed an authentication scheme to overcome the 

security problems that exist in Hwang et al.‟s scheme [25]. 

The Authentication Protocol proposed by Lin et al.[24] is 
enumerated in this section. 

The scheme consists of the following steps: 

 

Step 1:  
A client (C) sends to a server (S), its id, and password pw and 

a random number  by encrypting them using S‟s public key 

. 

 

Step 2:  
S with its private key decrypts the received content and 

retrieves pw and , and compares whether the hashed result 

of the retrieved pw is the same that is stored in S. Then S 

performs XOR operation with  and a random number  and 

sends the result and the hashed value of  to C. 

 

Step 3:  

C performs an XOR operation with and ⊕  to get . Then 

the hashed result of the retrieved  is compared with the 

received for equality. C now computes  and 

sends it to S with its id. 

 

Step 4:S → C: Access is granted or denied 

S computes  with its and  values, and compares it 

with the received hash result to determine to grant or deny the 

C‟s login request. 
 

Lin et al.‟s scheme is vulnerable to the following attacks: 

 

 

1. Impersonation attack 

Consider Step 1 of the scheme,  

Server upon receiving the content from the client, decrypts the 

content thereby can notice the original pw value. Any 

privileged or malicious user on the server side can 

impersonate client knowing the original pw value. The 

malicious user can replace  with his own  value and can 
proceed further. That is, the malicious user can run the 

authentication protocol with the server in the same manner as 

that of the original client. Since all the authentication 

computations will be proceeded without errors, finally, server 

will grant access permission to client‟s account which could 

be used by the malicious user. 

 

2. Insider attack 

There are possibilities that a client may use the same identity 

and pw value for more than one login enrolled with more than 

one server. Since pw can be retrieved on decryption, any 

privileged user on the server side knowing the identity and 
original pw value can try to access other accounts of the client 

with the same. 

 

 

Mathematical background of ECC 

The public key cryptosystem, Elliptic curve cryptography 

relies on the believed difficulty of the elliptic curve discrete 

logarithm for its security. An elliptic curve E over  is a 

plane curve defined by an equation of the form:  

where a, b ∈ and , with a special point 

O, called the "point at infinity". The set  consists of all 

pairs of integers (x,y) that satisfy  
together with a point at infinity O. The co-efficient a and b 

and the variables x and y are all elements of . Given two 

points P, Q in , there is a third point, denoted by P+Q on 

 , and the relations commutativity, associativity, 

existence of an identity element and inverse hold for all P, Q, 

R in  [3, 4, 5, 6, 26, 27]. 

The rules for addition over  correspond to the algebraic 

technique described for elliptic curves defined over real 

numbers. For all points P, Q ∈  : 

1. P + O = P. 

2. If P = , then P + - = O. The point 

-  is the negative of P, denoted as -P. 

3. If P =  and Q =  with P ≠-Q, then R = P 

+ Q =  is determined by the following rules: 

 

 

               where 

 

 

4.  Multiplication is defined as repeated addition; for 

example 4P = P + P + P + P. 
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Proposed System 

Preliminaries: 

An adaptive and secure authentication and access control 

protocol using Elliptic Curve Cryptography is proposed in this 

paper. The proposed protocol is designed using ECC in order 

to improve and also to overcome the security attacks that exist 
in Lin et al.‟s authentication scheme. The aim in designing the 

protocol is to ensure authentication and to provide fine-

grained access to encrypted data outsourced into untrusted 

cloud environment. The importance of securing data at rest 

and a multilevel security framework for the classified data 

stored in cloud is elucidated exhaustively in [11]. Fig.1 shows 

the overview of cloud storage scheme. 

 

 
 

Fig.1. Overview of Cloud Storage Scheme [11] 

 

 

The Data Owner (DO) outsources the data to cloud storage. 

The data files are classified and encrypted accordingly before 
moving into cloud. Initially, Data Users (U) registers with the 

data owner and thereby they are classified into security classes 

based on the privileges assigned to them. Whenever a user 

sends request to access data, the data owner has to 

authenticate the user and has to verify to which class does the 

requested data belongs to and to which security class the user 

exist in. 

Once authentication verifications are done, data owner 

generates token for the requested data and send it to data user. 

Data user submits the credentials and token to Cloud Service 

Provider (CSP) for verification. Upon successful verification 
the user is allowed to access the requested data. Since the 

cloud storage contains only encrypted data, data owner can 

ensure confidentiality of the data. Authentication, class 

verification and token generation based on the type of 

requested data constricts the access privilege and thereby fine-

grained access control is achieved. The goal is to ensure that 

the stored data is made available only to authorized users with 

respective access privileges. To accomplish this, an ECC 

based secure and efficient authentication and access control 

protocol for user hierarchy is proposed. The following Table.1 

depicts the notations used by various entities in the proposed 
protocol. 

 

 

 

 

 

 

 

TABLE.1. Notations used by various entities in the 

proposed protocol 

 

Notation Description 

Data Owner (DO) 

 Secret value of DO 

 Public key of DO;  

 Secret value of a security class, say  

 Random number chosen from [1,n-1] 

 Token for the requested data 

 Mapping details for the partitioned data 

 Shared key between DO and CSP 

 AES symmetric encryption technique 

 Secure one-way hash function 

Data User (U) 

 Identity of Data User, say user A 

 Secret value of User A 

 Public Key of User A;  

 Shared Key between Data User A and DO 

 Random number chosen from [1,n-1] 

 Requested Data 

 Request index 

Security Class (C) 

 Secret Value for each security class 

 Public key of each security class;  

 

 

Setup Phase : 

Step 1: The DO determines  an elliptic curve with 

parameters a, b and q, where q is a prime or an integer of the 

form . Also a base point  in  which is the 

largest order n such that  is chosen. DO publishes 

, G and n to users. 

 

Step 2: The DO classifies the data files, say, 

based on their sensitivity and are 

encrypted and stored in cloud storage. 

 

Step 3: The data users, say,  registers 
with the DO. DO classifies the registered data users into 

security classes, say,  based on their 

security clearance which results in a hierarchical tree 

structure. The set of security classes can be partially ordered 

by a binary relation . In this,  where i, j ϵ  n,  is 

considered to be a security class with higher clearance than 

, therefore are allowed to access the data of  and the 

reverse is not possible. 

 

Step 4: Based on the classification of data files and data users, 
DO defines access matrices as shown in Table.2 and Table.3 

which enumerates the association between security classes 

and data files, and data users and security classes as follows: 
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TABLE.2. Security classes-Data files 

 

      

 1 0 0 1 0 

 0 0 0 0 1 

 0 1 0 0 0 

 0 0 1 0 0 

 

TABLE.3. Data users-Security classes 

 

     

 1 0 0 0 

 0 0 1 0 

 1 0 0 0 

 0 0 0 1 

 0 1 0 0 

 

 

The ECC based Authentication protocol consists of the 

following phases. 

 

Registration Phase : 

 
 

Let user A registers with DO by providing his user identity 

 and public key  and receives the class details. 

 

Authentication Phase : 

Step 1:  

where   

 

 User A submits his identity  and the details for 
authentication and the data to be accessed all 

encrypted with the key  . 

 UV is used for user verification which is computed 

as  , where  is a random number, is the 

secret value of user A and  is the public key of DO. 

 CV is used for class verification which is computed 

as  where  is a random number,  is the 

secret value of the security class to which the user 

belongs to and  is the public key of user A. 

 User A computes encryption key which is the hashed 

value of the coordinates. 

. 

 

Step 2:  

 DO receives ; 

 Computes ; DO 

uses this key  to decrypt the received content. 

 Verifies the received user identity with the decrypted 

user identity. 

 DO computes and verifies 

based on bilinear pairing 

proof, to authenticate that the user is an authorized 

user and to verify his class details and thereby 
verifies user A has access privilege to the requested 

data RD. 

 Computes  and sends the user-class 

verification challenge,  to user 

A. 

 

Step 3:  

 User A calculates the final verification V = 

(UV+UCV)-UV. 

 Computes hash code as h(V). 

 Compares the computed h(V) with received h(UCV). 

 Computes h(UV,V) and sends to DO with  

 

Step 4:  

 DO computes h(UV,UCV). 

 Compares it with received h(UV,V) 

 If the comparison satisfies the condition, user A is 

granted access permission else access is denied. 

 

Token distribution Phase : 

Step 1: Token  
Once Access is granted for user A, DO generates a token for 

the requested data to be submitted to CSP by user A. This 

token (T) contains information regarding user identity, data 

files to be fetched, all encrypted with the shared key used 

between DO and CSP. 

 

Step 2: User A and DO computes the session key as follows. 

DO computes the session key as . 

A computes the session key as . 

DO uses this session key for sharing the token for the 
requested data with A. 

 

Step 3:  

User A can decrypt the received content with the key  and 

checks that he has received the content for the intended 

request by verifying . DO sends , only if the actual data 

files are partitioned and stored in cloud storage. With user 

A can merge the partitions to get back the actual data. 

 

Step 4:  

The encrypted token is submitted to CSP along with the user 

credentials. CSP verifies the received user identity with his 
user credential list as well as with the decrypted user identity 

from the token. If conditions are satisfied, CSP retrieves the 

data files listed in the token and returns the same to user A. 

 

The following Fig.2 depicts how a DO authenticates data 

users and the way a data user access the encrypted data stored 

in cloud storage. Also it shows the method of deriving secret 

keys for decrypting the requested data. 
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Fig.2. Overview of proposed authentication with 

hierarchical access control protocol 

 

 

Key Generation Phase : 

Step 1: Each security class, say,  selects a secret value , a 

random number from the interval [1, n−1] and publishes its 

public value . 

 

Step 2: For each security class , the DO selects a secret 

value , a random number from the interval [1,n−1] and 

computes . The secret key for each security class is 

computed as , where  is a one-way hash 

function [3] that is used to transform a point on elliptic curve 

 into hash value. DO uses symmetric crypto algorithms to 

encrypt the classified data files with the corresponding secret 

key for each class before storing into cloud storage. 

 

Step 3: DO computes  and declares it publicly for 

all security classes  that satisfies  where . 

 

Key derivation Phase : 

Consider , where , the security class  

determines secret key  of its own and for its successor  

as follows: 

Step 1: Security class Ci determines its secret key as follows: 

 

 

Security class Ci determines its successor Cj„s secret key as 

follows: 

 

 

where 
-

 is the modular inverse of  in elliptic curve. 

 

Step 2: Ci then computes the key,  for its own and 

 for its successor . 

 

 

Security and Performance Analysis 

Security Analysis 

The proposed scheme withstands the following attacks which 

are not possible in the existing schemes discussed earlier. 

 

Masquerade Attack 

A masquerade attack is a form of active attack and it takes 

place when one entity pretends to be an another entity [27]. 

Attack 1 : Parameters published in the public domain 

Data owner publishes  which is declared as a public 

parameter that can be accessed by the security classes having 

corresponding security clearance. Since there are 

opportunities that an attacker can masquerade to be the data 

owner and can publish some parameters, say in public 

domain which is derived using a key, say . Data 

users suppose uses this to derive the secret key of a security 

class and encrypts their data, then the attacker can be able to 
decrypt and access the data. Hence the data owner must 

authenticate the public parameters listed in the public domain. 

For this an authentication scheme is proposed as follows: 

DO publishes the public parameter as , where 

is the shared secret key between DO and security class . 

For example, if there exists  where i, k, j ϵ  n,  is 

considered to be a security class with higher security 

clearance than which in turn has higher security clearance 

than . Then  is allowed to access the data of  and  and 

its own. Security class  is allowed to access the data of  

and its own. Security class  can access the data of its own 

and not its predecessor security classes. 

Now, data owner has to publish the public parameters , , 

, , , , where security class utilizes , ,  

and derives the secret key of its own and its successors  and 

, security class  utilizes ,  and derives the secret key 

of its own and its successor , security class  utilizes  

and derives the secret key of its own. So DO publishes the 

above list of public parameters as follows: 

 

 

 

 

 

 

Before utilizing the public parameters, security classes must 

verify whether the public parameters are published by DO. 

Since the hash code of each public parameter is encrypted 

with the shared key between DO and corresponding security 

classes, the security classes thereby ensures that the 

parameters are from authenticated DO. Each security class can 
decrypt the content with the shared key of its own. Then the 

decrypted hash value is compared with the hashed result of 

the published parameter. If conditions satisfy, security classes 

are ensured with authentication and can utilize the public 

parameter for further processing. The adversary cannot 

publish his parameter as the shared key between data owner 

and each security class is unknown. 

 

 

 

Attack 2 : Token processing phase of CSP 

In the token distribution phase, DO issues token for the data 
requested by the user. In the content of token along with the 

data files to be fetched, identity of the user who requested the 

data is also included to avoid masquerade attack. For example, 

any authorized user, say B in the security class if accidently 
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knows the token of its predecessor may try to submit the token 

along with his credential to the CSP. In the absence of user 

identity in the token content, CSP would check the credential 

with its user database and since B is also according to CSP is 

an authorized user, will retrieve and returns the requested data 

to user B. Since user identity is included in the token, now 
CSP checks the submitted credentials not only with his user 

database but also verifies with the received identity which 

helps to avoid masquerade attack. That is, in the token, since 

user A‟s identity is present, it mismatches while checking and 

CSP can intimate this token dispute to DO to proceed further. 

 

Attack 3: Masquerade to know secret value 

An intruder pretends like a server to know the user‟s secret 

value. But the user‟s secret value is not stored explicitly, 

instead the user is verified using the public key . To 

retrieve  from  is not possible for any intruder. Also the 

symmetric key  cannot be computed without 

knowing DO‟s secret value  or user‟s secret value . 

Therefore the intruder cannot proceed with step 2 and hence 

the masquerade attack results in failure. 

 

Replay Attack 

Replay attack is the passive capture of information by an 

adversary and subsequent transmission of it to produce an 

unauthorized effect [27]. 
In the proposed scheme, consider an adversary captures the 

earlier sent message 

and submits to data 

owner. Since throughout the authentication scheme, all the 

steps involves with the secret value of either the client or the 

data owner, an adversary should know the values of da and dd 

which is impossible. If da is known then only the adversary 

can compute UV from (UV+UCV) and in turn to verify 

h(UCV). To get  from , the adversary should solve 

discrete logarithm problem for elliptic curves. Prior to this, 

since the authentication message is encrypted with , the 

adversary has to find and compute  

which is highly impossible and hence the adversary cannot 

proceed further and the replay attack results in failure. 

 

Impersonation Attack 

An impersonation attack is an attack in which an adversary 

successfully assumes the identity of one of the legitimate 

parties in a system or in a communications protocol [28]. 

A "replay attack" can be considered as a specific kind of 

impersonation. Consider an adversary tries to impersonate a 

legitimate client. The adversary performs a replay attack and 

sends the authentication message to server. It is not possible 

for the adversary to determine UV or UCV values without the 

knowledge of  for decryption and  and  for computing 

UV or UCV. Any submission of wrong computation will be 
identified on the data owner computation and accordingly 

access permission will be denied to the adversary. 

 

Insider Attack 

An insider attack is made by an entity with authorized system 

access which is perpetrated on a network or on a computer 

system [29, 30]. 

 

Insider attack on the data owner side: 

The privileged user on the data owner side cannot determine 

the secret value of the client from , since it requires to 

solve elliptic curve discrete logarithm problem. Without 

knowing , the privileged user cannot compute the shared 

key , and hence cannot impersonate the legitimate client 

and the insider attack results in failure. 

 

Insider attack on the CSP side : 

The data owner stores the classified data in encrypted form. 

The key management is done by the data owner and the data 

user can compute keys for decryption. Any privileged user on 

the CSP side, without the knowledge of the type of data stored 

and the method for deriving keys is impossible to derive any 

information regarding the data stored in cloud servers. 
Table.4 gives the summary of security analysis between 

existing schemes and the proposed protocol. 

 

TABLE.4. Security Analysis 

 

Security Attacks Lin 

et al.’s 

scheme 

Zhu 

et al.’s 

scheme 

Proposed 

protocol 

Masquerade Attack Yes No No 

Impersonation 

Attack 

Yes Yes No 

Insider Attack Yes No No 

Replay Attack Yes No No 

Cryptosystem used Hash based Hash based ECC 

based 

Session Key used No No Yes 

 

 

Performance Analysis 

The Elliptic curve cryptography has received significant 
attention by academicians and researchers due to its high 

security level with small key size, high performance and low 

computational cost. The proposed scheme is based on elliptic 

curve cryptography. The computational overhead involved in 

this scheme is discussed in this section. The computational 

cost includes both the authentication scheme and the 

hierarchical access management based on Elliptic Curve 

Cryptography [5] is described below. Table.5 depicts the 

notations used in the performance analysis. 

 

TABLE.5. Notations used in performance analysis 

 

 Time to execute multiplication in an elliptic curve point 

 Time to execute addition of two points in an elliptic 
curve 

 Time to execute subtraction of two points in an elliptic 
curve 

 Time to execute hash function 

 Time to execute modular inverse 

 

 

Total computational amount for authentication scheme is 

given as follows: 

 

where, 
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-  includes the amount for computing 

verification parameters UV which is , CV which 

is , computing encryption key  which is 

, computing verification parameters,  which 

is . 

-  includes the amount for computing 

2.h(x+y), h(UCV), h(V), h(UV,V) and h(UV,UCV). 

- is the amount for computing UV+UCV. 

- is the amount for computing V. 
 

Total computational amount for hierarchical access scheme is 

given as follows: 

 

+ 2.  

where 

- includes the amount for computing 

public key  for n security classes which is 

 and computing  for n security classes is 

. 

- includes the amount for computing secret 

keys  by the data owner for n security classes 

which is  and computing secret keys  for 

n security classes by the user which is . 

-  includes the amount for computing inverse 
-

 for n security class keys which is . 
- 2. includes the amount for 

computing for key generation which is 

 and computing to derive all 

values of the secret keys which is 

. Here,  refers to the number of 

predecessors of each security class. 

 

Therefore, 

 

 

Total computational amount for the proposed scheme = 

 

 

Conclusion 
A combination of secure authentication with efficient 

hierarchical access protocol based on Elliptic Curve 

Cryptography is proposed to access the encrypted data stored 

in cloud storage. In the proposed scheme, the cloud storage is 

used to store massive volume of data that is classified and 

encrypted based on its sensitivity. The data owner receives 

data request from users, authenticates and verifies whether the 

user has access privilege and issues token for the requested 

data if the user is an authorized user. In this proposed scheme, 

an adversary cannot impersonate the legitimate user, because 

the adversary cannot obtain any information during the 
authentication phase since the protocol is based on ECC and 

all communications between data owner and user are 

protected with encryption technique. Also to access the data, 

the authorized users derive secret keys using their private key 

of the security class. Here too an adversary cannot obtain any 

information regarding the secret keys of the security class. 

Since the data are stored in encrypted form, any privileged 

user on the cloud service provider side also could not obtain 

any information regarding the stored data. At any point of 

time, an adversary trying for any kind of attack has to solve 

the elliptic curve discrete logarithm problem in order to obtain 

secret values used in this proposed scheme. The strength of 

the proposed scheme is that it is designed based on the 
strength of ECC. Thus the proposed ECC based authentication 

with hierarchical access control protocol is a secure and 

efficient protocol which provides fine-grained access to the 

data stored in cloud environment. 
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