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Abstract

Many organizations establish and operate their own security
plan to provide an appropriate information protection to keep
their information assets safely. The risk management is
important procedure to select a cost-effective information
protection plan. We should perform a risk assessment
procedure to manage the potential risk efficiently. These risk
analysis and assessment method are effort to measure and find
out the degree of risk within scientific and formal process.
There are many studies associated with these effort based on
the qualitative method. Although studies have been made on
the degree of risk, there is little agreement on how the degree
is divided and defined without the subjective opinions of
estimators. Therefore we propose an enhanced method based
on the quantitative measurement to provide an objective and
common criteria. In this paper, we focus on the risk of
distributed denial of service attacks. As an initial effort to
address this problem, we suggest a loss scale and probability
of occurrence for risk using some mathematics methods.
Through the performance evaluation, the proposed method is
shown that it is useful to estimate the degree of risk correctly.
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1. Introduction

Many organizations establish their own information security
management system to protect their information assets against
numerous external security threats. This system is conFig.d
five processes and it includes a policy establishment, range
establishment, risk management, implementation, and post
management. In these components, risk management
processes makes that an administrator can select a
cost-effective plan of information security and protect
information assets by more efficient manner [1].

In this paper, we analyze the elements which are affected to
the risk and propose an appropriate risk assessment method.
In particular, we focus on the distributed denial of service
attacks. We theoretically analyze the loss scale and use the
probability distribution function of distributed denial of
service attacks. Also, we propose a quantitative risk
assessment method using statistical risk analysis. Distributed
denial of service attacks are malicious attempts to make a
network resource unavailable and it is caused critical damage
to provide stable services [2, 3]. The cause of these attacks is
the difference of physical resources such as a buffer and

bandwidth between upper layer and lower layer in the system.
This distinction causes a buffer overflow and traffic loss. The
distributed denial of service attacks are occurred at an input
point of a queue in a traffic processing node [4, 5, 6]. Since
most of the risk analysis methods are depends on the
qualitative evaluation and this evaluation is based on the
subjective decision, this is not the proper way to estimate the
risk degree exactly. In next chapter, we suggest the efficient
risk assessment method with a quantitative way.

The remainder of this paper is divided into four sections. In
section 2, we discuss several Eq.s related to a single source
and multi-source distributed denial of service attacks. Also,
we propose a suitable risk assessment method to provide
objective criteria. In section 3, we evaluate the risk of DDoS
attack under the various environments. Finally, section 4
concludes this paper.

2. Proposed Method for Risk Assessment

In this study, it is assumed that the distributed denials of
service attacks are occurred in a single source. Generally,
effective bandwidth means that it can accommodate the traffic
of abnormal attack sessions or overload attack sessions to
maintain the stable services of a system. When we know the
maximum bandwidth of a system considering service requests
and an inner buffer capacity of target node, we should make
the model by supposing the worst case to calculate the
effective bandwidth. Also, this bandwidth should ensure the
availability of service without consideration of delay and
traffic loss.

In this paper, on-off model is used to the proposed method.
This model is used to allocate resources and control call
admissions. It can be generalized as a set of on-state and
off-state. On-state means the situation that traffic is entered as
maximum input rate, and off-state indicates the case that
traffic does not occur [7, 8]. As shown in Fig. 1, an occupancy
time of each state can be expressed as follows in on-off
model.
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In Eq. (1), ~P is the rate of maximum input trafficand ¢
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indicates a maximum burst size. Also, in Eg. (2), "
represents an average input traffic. The Eq. between effective
bandwidth and buffer capacity can be expressed as follows. In

Eg. (3), let b denote an effective buffer capacity and A is
an effective bandwidth. This Eg. can be represented
differently as Eq. (4). Note that a given buffer capacity
divided by effective bandwidth equals a maximum delay time.
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As another case, we discuss distributed denial of service
attacks by distributed sources. In this environment, the traffic
of distributed denial of service attacks has the same
characteristic. Thus, when N independent and abnormal attack
traffics occur in the system, we should find out a required
buffer capacity and proper service bandwidth to provide stable

services. These elements are represented Eg. (6) and (7),
respectively. We use the fluid flow approximation to induce
these Eq.s [9, 10]. On the contrary, if buffer capacity and
service bandwidth is fixed, then acceptable number of attack
sources is defined as follows.

C:noloss:{ /110wer J

ﬁe(attack) (8)
C _ ﬂ10wer B ﬂ'usage _ ﬂ'surplus
loss — -
ﬂ’e(attack) ﬂ“e(attack) (9)

The denial of service by traffic loss occurs at the end position
of an input buffer. If the normal average traffic usage of

sublevel bandwidth is Ausage, then point at which the loss
occurs due to attack session traffic is case that the traffic
exceeds the permitted capacity at average surplus bandwidth

without average traffic usage. Let Closs denote the minimum
number of potential attack sources.

Finally, because abnormal attack session of distributed denial
of service attacks occur traffic with same features, traffic loss
scale for surplus bandwidth is represented as follows. Let

Ploss denote the traffic loss scale.

N
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This Eq. indicates sum of probability that causes the traffic
loss when there are some attack attempts (N) occur more

than the minimum number of potential attack sources( CIOSS).
The load monitoring is essential element to respond quickly
when distributed denial of service attacks occur. The load
monitoring can identify appropriate time which expected
overload. It runs periodically and maintains statistics
associated to traffic load and the number of attack sessions.
Also, it controls the existing connection by using stateful
session inspection based on session. Traffic overload should
be defined as input traffic load to the network. Thus, the
Poisson distribution can be used to this method.

In this Eq., X is traffic load and X is random variable of
traffic load. P is probability that traffic load is less than X .
Let P denote cumulative probability of the Poisson

distribution that can be recognized as normal traffic. M is
average of traffic load. Administrator decides that the value of

normal state is P and it is overload state when traffic
load( X) occurs in excess of the P . This value uses as
threshold to cognize an abnormal state like an Eq. (12).

Xp

-m

€ (12)

X"=log ,
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4. Performance Evaluation
We simulate each case that the number of attack attempts (N)

is from 1 to 50. We assume that the maximum traffic rate (p)
is 0.3. Also, we assume that the number of minimum attack

sources which cause traffic loss (C'Oss) is from 2, 5, and 10
in each case. Table 1 shows simulation environment of the
proposed method.

Table 1. Simulation Environment

Type Parameter | Value
Traffic loss scale (Poss) P 0.3
N 1~50
CIoss 2’ 5’ 10
Possibility of risk occurrence (Pogeuyr) | M 5,10, 15
X 1~50

Fig. 2 shows the traffic loss scale. In this Fig., the solid line,
dot-dashed line and dotted line indicate the change of the
number of minimum attack sources is 2, 5, and 10
respectively. We can recognize that the minimum number of
potential attack sources increases as the number of attack
attempts increases.
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Fig. 3. Possibility of risk occurrence

Fig. 3 shows the possibility of risk occurrence. In this Fig., the
solid line, dot-dashed line and dotted line indicate the change
of the average number of sources is 5, 10 and 15, respectively.
It is likely that the average number of sources increases as the
number of attack attempts increases.

Let Prisk denote risk degree and it is represented the product
of traffic loss scale and possibility of risk occurrence. It is
defined as shown in Eq. (13).

Rrisk = Ross X Foccur (13)
Based on the Eq. (13), we evaluate the risk degree in three
cases that the average number of sources is 5, 10 and 15,
respectively. Fig. 4 shows the risk degree when the average
number of sources is 5. In this Fig., the solid line and
dot-dashed line indicate change of the minimum number of
potential attack sources is 2 and 5 respectively. The Fig.
shows that the risk degree increases as the number of attack
attempts increases in general. If the number of attack attempts
is 13, then risk degree is 0.2 and 0.8 when the minimum
number of potential attack sources is 2 and 5 respectively.
Thus, the risk degree is greatly influenced the minimum
number of potential attack sources.
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Fig. 4. The risk degree (m=5)

Fig. 5 and Fig. 6 shows the risk degree when the average
number of sources is 10, and 15 respectively.

11

09 1
08 +
0.7 +
06 +
05 +
04
03
02
01

Probability (Pyisc)

10 15 20 25 30 35 40 45 50
The number of attack attempts(N), m=10

Fig. 5. Risk degree (m=10)

39406



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 10, Number 18 (2015) pp 39404-39407
© Research India Publications. http://www.ripublication.com

Probability (Prig)

10 15 20 25 30 35 40 45 50

The number of attack attempts(N), m=15

Fig. 6. Risk degree (m=15)

As shown these Figs, the risk degree is influenced the average
number of sources. In particular, if the minimum number of
potential attack source is low, then the risk degree is more
affected the average number of sources.

5. Conclusions

Many organizations define the information security
management system to protect their assets safely. In general,
the system has five procedures such as policy establishment,
range establishment, risk management, implementation, and
post management. In these components, a risk analysis is
important procedure to support security against threat by
unauthorized attacker and wvulnerability of systems in the
organization. There are many methodologies associated with a
risk assessment. However, most of them depend on a
qualitative assessment based on the grade which estimated by
experts.

In this paper, we assume that the risk is the product of traffic
loss scale and the possibility of occurrence to provide a
quantitative evaluation. In the many attacks, we focus on the
distributed denial of service attacks and propose the efficient
risk assessment method by quantitative way. As shown in the
simulation results, the risk degree is affected by an average
number of attack sources and the minimum number of
potential attack sources. Also, we can estimate the risk degree
to the values exactly.
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