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ABSTRACT

VANET (Vehicular Ad-Hoc Networks) plays a vital role between Ad-Hoc
and vehicles. The main characteristic of VANETsisto increase traffic safety,
efficiency and also increase the environmental friendliness, high mobility,
rapidly changing network topology, unbounded network size, frequent
exchange of information, time critical, better physical protection. It is a
subtype of the MANET. It’s also provide a variety of services like passenger
safety, avoiding traffic congestion by mounting the environmental
information and communication technologies. The VANET can send the
information between the vehicles using simplex mode is known as “One Hop
Communication”. In other way, the vehicles shares and retransmit the
information using full duplex mode is known as “Multi Hop communication”
with the help of vehicles and road side unit.

The Road side units also act as gateway and, thus, collect the stored
information and processed in cloud environment. In this paper we survey
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some of the application for vehicle safety communication and security
challenges.

Keywords— VANET,; Safety Applications, Road side Unit, EEBC, FCW,
BSwW, LCW, DWPW, IMA and CLM.

. INTRODUCTION

In recent years, the number of vehicles usage rate has been increasing day by day,
when compare to previous decade with the effect of these critical traffic problems like
accident, traffic congestions are occurred. In order to avoid this critical problem the
Intelligent Transportation System (ITS) has been introduced to improve the coverage
and robustness of communication. The main features of ITS isroad safety and traveler
safety application. It gives alert message for types of communication ‘One Hop
(V2V) and ‘Multi Hop (12V)" communication. There several applications are
encountered to address the crash scenarios [3]. Those applications are EEBC, FCW,
BSwW, LCW, DWPW, IMA and CLM.

The way of communication and information sharing used here is Vehicle to
Infrastructure (V21) in which peer mode through ADHOC communication. In other
hand vehicle to vehicle (V2V) and vehicle to Roadside unit (V2R) provides flexible
communication and content sharing.

According to the National Crime Records Bureau (NCRB) report every year,
more than 135,000 occurs due to traffic collision-related deaths in India in 2010. In
UN declared 2011-2020 as "Decade of Action for Road Safety . But in India not even
a single steps have been initiated regarding road safety. This shows our seriousness
about the issue,”

Vehicular network is a kind of wireless Ad Hoc Network. These networks
have maximum similarity for mobility or movement and self organizing of nodes and
also they have some different. VANET have high mobility and unreliable channel
condition. VANET have many challenging research issues such as data dissemination,
beaconing, security issue etc., In addition to energy consumption more compare to
MANET and aso no battery constrains for VANET is suitable for long
communication through vehicle [1].

The security challenges in VANET are Denial of Service (DoS), Message
Suppressions attack, timing attack, Sybil Attack, ID Disclosure, Sending false
information etc., the necessary Safety application must be protected from intruder.
Compromising safety application is lead to loss human life [6].

2. VANET SAFETY RELATED APPLICATIONS

Nowadays VANET has gained lot of popularity among research and industry for
improving the efficiency and safety for future transportations. The Generation of
mobile communication has been emerged from first generation to third, fourth and
fifth generation (5G) [12]. Here we have classified VANET applications three broad
categories. They are safety related, Internet connectivity related and user based.
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Safety Related: These application are used improve the road safety on the
roads. These applications taken care of collision avoidance. According to
National Crime Records Bureau (NCRB) 70% of accidents can be avoided
driver. If a driver receive warning message prior to the collisions [12]. Then
cooperative driving in these driver receive signals related to road conditions
warning like curve speed warning,lane change warning, forward collision
warning etc., and also optimize the traffic by the use of sending signals like
jams, accident, snow fall inroad etc.,

Internet Connectivity Related: The way of communication and information
sharing used here is Vehicle to Infrastructure (V2I) in which peer mode
through ADHOC communication. In other hand vehicle to vehicle (V2V) and
vehicle to Roadside unit (V2R) provides flexible communication and content
sharing.

There several applications are encountered to address the crash scenarios in V2V
safety application. Some of these applications are :
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Lane Change Warning (LCW),

Do Not Pass Warning (DNPW),

Forward collision warning (FCW),
Interaction Movement Assist (IMA),

Blind Spot Warning (BSW)

Control Loss Warning (CLW) and
Emergency Electronic Brake Lights (EEBC).

Table 2.1. Mapping of V2V Safety Application
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In Infrastructure to Vehicle application gives a solution distanced vehicular
networks and also it make use of already available network infrastructure E.g., Road
side Units (RSUs). This application warns the driver, when the driver violates the
rule.
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Fig 21 VANET ARCHITECTURE

. User Based Application: This application provides the user based information.
It shares information among vehicles. It also collect and locate information
related toll taxes, restaurant, nearest fuel station etc.,

3. SECURITY REQUIREMENTSIN VANET

The security challenges in VANET are high mobility, frequent disconnection,
anonymity of support, Limited bandwidth, Limited transmission power, Energy
storage and computing etc., The security system in VANET should satisfy following
requirements[4], [5].
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Authentication: It ensures that the information has been received or sent by
authorized user or not. In VANET, the vehicle or RU reacts upon the
information came from the other vehicle or RUSs, it acts accordingly.
Availability: the context information must be available to al the authorized
users. The network must aware attacks else it will make network down and
information can’t be shared. When attacker causes network availability. It can
be protected by interconnection of public and private keys between RSUs and
vehicles.

Confidentiality: To avert the information from the unauthorized users and
disclosure the information to the legitimate users. It's also broad concept of
data privacy, o that it limits the individual personal information. It requires
message delay attacks.

Integrity: The legitimate user must ensure that that data has not been altered
wrongly, whether by accident or deliberately slander activity. It also ensures
the message actually came from the intended user.

Non Reputation: The sender and receiver parties cannot deny that the sending
and received message as accident or unauthorized ones.

4. ATTACKSON VANET
The attacks on VANET are classified in three broad categories. They are threat to
availability, threat to authenticity and threat to confidentiality.

4.1. CLASSIFICATION OF ATTACKERS
The attackers are classified according to their behavior of attack. Some of them are
discussed below:

1.

4.2.

If the attacker is a member of node and he communicates the other node of
same network, called as insider attack. Otherwise the attacker who is not
authenticated to communicate directly the node of a other network, called as
outsider attack.

An attacker directly damages a network or message is considered as active
attack and generates a new packet. If the message is eavesdrop the channel,
but it cannot generate new packet is considered as passive attack.

If the attacker affect or disrupts the network without any personal intention.
These attacks called as Malicious. On other way, if he/she tries to find any
benefit and intentionally attack the network. These attacks are known as
rational.

If an attacker launches an attack with a limited scope and the attack is
restricted to a particular area, it's known as local attack. If an area of attack is
extended with several entities and distributed across the network is known as
extended attack.

TYPESOF ATTACKS

There are several types of Attacks are available and identified on the basis of layers

[8]. [9].
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Denial of Service (DOS): The main objective of DOS is to attack the communication
medium. It causes the channel jam or to create problem to access network. The On
board Unit (OBU) and RSU is unable to access the network or channel with the effect
of this deviation, eaves dropping and overtiredness of network or nodes.

DDOS: It is more harmful than DOS attack. The attackers use different location to
inject the false information. The main objective of DDOS is to down the network or
make the network unavailable to vehicular network.

BOGUS INFORMATION: The bogus information may insider or outsider. The
attacker broadcast false information in OBUs and RSUs to deviate the vehicular
network. E.g., a vehicle may intimate traffic jam or an accident in the road to
preventing the other vehicles choose the alternate route.

SPAMMING: It consumes bandwidth and increase the transmission latency and also
attacker sends spam message. It aso disseminates spam message to group of user.
BLACK HOLE: Inthis problem when a node refuses to participate in network or a a
group of users it continuously drops the node and also the traffic has been redirected
to particular network or node.

MALWARE: In this problem a node or a network has been injected with virus. It has
been infected by software. Mogtly this attack will occur at malicious (insider) rather
than outsider.

SYBII ATTACK: It forges identities of vehicles with effect of this it create illusion
to the vehicle on the road [ 10].

MESSAGE SUPPRESION: It is similar to black hole attack in addition to that it
holds the critical information of the receiver. For example particular network or node
as congestion alerts it refuses to remove this alert even after the congestion has been
removed [10]. It may leads to unnecessary traffic jam or network has been over
loader. So the node has been forced to choose the aternate path.

SOCIAL ATTACK: Basic idea of this attack is to disturb the network or legitimate
user with an unethical and unmoral message. The Legitimate user reactsto it. It leads
to create unnecessary network traffic.

ID DISCLOSURE: It is kind of passive attack. In this attack, the attackers send
malicious code to the network and get the useful information. It gets information
about targetID and its location.

CONCLUSION

In this paper we have analyzed about safety related application and various attacks in
VANET. The table provides the mapping information of vehicle to vehicle (V2V)
along with few crash scenarios. This safety related application used to improve the
safety of vehicles and users. Then we have discussed about security requirements in
VANETSs and attacks on VANET. We expect that the above attacks may helpful to
identify various attacks and attackers.
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