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Abstract

In this paper, we propose STRU by using sedenion algebra which is a non alter-
native and multi-dimensional public key cryptosystem based on the NTRU. Our
scheme STRU encrypts sixteen data vectors in each encryption procedure. The
underlying algebraic structure of STRU is a non associative and non alternative but
power-associative 16 dimensional algebra with a quadratic form and whose element
are constructed from real number R by iterations of the Cayley—Dickson Process.
Moreover, it is neither a composition algebra nor a division algebra because it has
zero divisors. Further, we provide the details of the key generation, encryption and
decryption algorithms and discuss the object about key security, message security,
and probability of successful decryption.
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1. Introduction

NTRU is a probabilistic public key cryptosystem that was first proposed by Jeffrey
Hoffstein, Jill Pipher and Joseph H. Silverman in the rump session of Crypto’ 96 and the
first official paper was published in 1998 [15]. Compared to more well-known systems
such as RSA or ECC, the greatest advantage of NTRU is that it is based on a class of basic
arithmetic operations whose inherent complexity is rather low, amounting to O (N 2) in
worst-case. Computational efficiency along with low cost of implementation have turned
NTRU into a very suitable choice for a large number of applications such as embedded
systems, mobile phones, portable devices and resource constrained devices [1].

As arough comparison, NTRU is hundreds of times faster than RSA and has a much
faster key generation algorithm. However, there is an obvious drawback in using NTRU
in that sometimes the decryption process fails to give the plaintext back with a very small
probability (e.g., smaller than 2780y [3.

NTRU is classified as a lattice-based cryptosystem since its security is based on
difficulty of hard-problems in certain types of lattices, contrary to RSA and ECC. On the
other hand, NTRU is also classified as a probabilistic cryptosystem as each encryption
involves a random vector (ephemeral key) and, hence, messages do not have unique
encryptions.

During the past ten years, NTRU has been strictly analyzed by researchers and its
main core is still assumed to be safe. Most sophisticated attacks against NTRU are
based on lattice reduction techniques. Two famous lattice problems, Shortest Vector
Problem (SVP) and Closest Vector Problem (CVP), have shown to be among NP-hard
problems [12, 5, 7, 4]. However, the lattice problem arising in NTRU is classified as a
Convolution Modular Lattice (CML) and it is not determined, yet, whether or not the
cyclic structure of CML is going to help reducing the complexity of CVP or SVP. This
issue has been considered in new versions of NTRU [8, 9].

In this paper by introducing a non-alternative and multidimensional public key cryp-
tosystem. We will prove that a lattice based public key cryptosystem based on non-
alternative algebra is not sufficient but also possibly more secure then Ntru, because its
lattice does not completely fit within Circular and Convolutional Modular Lattice.

In completely even circumstances, i.e., choosing the same parameters for both NTRU
and STRU, STRU works sixteen times slower than NTRU and the data are encrypted
simultaneously as sixteen vectors. Other than changing the underlying algebra, no other
change has been made. In particular, STRU keeps the probabilistic properties of NTRU.
Hence the main advantages of the proposed cryptosystem would be higher security and
the increase of parallelism levels. Since sixteen vectors of data are encrypted simultane-
ously in each system call, STRU can be considered as a multidimensional cryptosystem.
As aresult of high complexity of the STRU lattice, the dimension can be reduced. Hence,
the imposed speed reduction caused by sedenionic processing, can be compensated.

This paper is organized as follows: Section 2 summarizes the NTRU cryptosystem.
Then, Section 3 includes a brief introduction to sedenion algebras. We dedicate Section
4 to introducing the algebraic structure of STRU. Then, Sections 5 and 6 are devoted to
the description of STRU and general analysis of the scheme.
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2. The NTRU Cryptosystem

The basic operations in NTRU take place in the ring Z[x]/(x" — 1), which is known
as the ring of convolution polynomial of rank N, where N is a prime [16] Let define
the following three rings RN = Z[x]/(xN - D, R, = (Z/p2)lx /(x — 1), and

Ny = (Z/q2)[x 1/(x™ — 1). An element f of the rings ‘R Np, N, can be written

as a polynomial or a vector of coefficients: f = ENOlf, Xi = [fo, fi,..., fyv—1]. In
the convolution rings, addition corresponds to the ordinary polynomials addition, i.e.,
element-wise vector addition. But multiplication, is denoted by * is explicitly defined

as follows,
N—1

f) =) fix' =1fo. fi..os fu—ilixn fi € Z.
i=0
N-1

gx) =) gix' =[g0,81....gn-1lixn. & € Z.
i=0
N-1

h(x) =Y hix' =[ho. hy,.... hx_1lixn. hi € Z.
i=0

hi —Zﬁgk P+ Z fignkei= Y fi-g).

i=k+1 i+j=k

Clearly, addition and multiplication in ), or ), are equivalent to performing the same
operations in N and ultimately reducing the resulting coefficients mod p or mod q.

Letdy,d,,dy, and d,, be constant integers less than N. These are the public parameters
of the cryptosystem and determine the distribution of the coefficients of the polynomials.
Based on these constants, we shall define the subsets L ¢, L,,, L4, Ly C N according to
the criteria presented in Table 1. With this notations and definitions, the Ntru public key
cryptosystem can now be described as follows.

Public Parameters: The public parameters (N, p, g, d) in NTRU are assumed to be
fixed and must be agreed upon by both the sender and the receiver. N and p are prime
numbers such that gcd(p,q) = gcd(N,q) = 1 and ¢ >> p. Usual value include
N = 167 for moderate security, N = 251 for high security, and N = 503 for very high

security along with p=3 and d ~ E
Key Generation: To create an NTRU key, first two small polynomials ¢ € L, and
f € Ly are randomly generated. The polynomial f must be invertible in R, and R,.
When f is randomly selected from the subset L ¢, the probability for this polynomial to
be invertible in R, and R, is very high. However, in rare event that f is not invertible, a
new polynomial f can be easily generated.

The inverse of fover R, and R, are computed using the extended Euclidian algorithm.
We call those two inverses f, Iand fq_l, respectively. Hence, we have fx f, I =
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Table 1: Definition of public parameters of NTRU

Notation Definition Typical Value
for N=167, p=3,
q=128
Ly {f € N | f has dy coefficients equal | dy = 61
to +1, (dy — 1) equal to —1, the rest 0}

Lg {g € N | g has dy coefficients equal to | d; = 61
+1, (d; — 1) equal to —1, the rest 0}

Ly {¢ € R | ¢ has dy coefficients equal to | dy = 61
+1, (dy — 1) equal to —1, the rest 0}

Ly, {m € N | coefficients of m are chosen
modulo p, between —p/2 and p/2}

1(modp) and f>x<fq_1 = l(modq). While f, g, fp_1 and fq_1 are kept private, the public
key h is computed in the following manner

h= f;'*g(modq).

Encryption: The system initially selects a random polynomial ¢ € Lg, called the
ephemeral key, and cipher the input message to a polynomial m € L,,. The ciphertext
is computed as follows:

e=p.hx¢+m@modq).

Note that p is a constant parameter and we can pre-compute the polynomial p.h. Hence,
disregarding the time required for generating the ephemeral key and transforming the
incoming message into the polynomial m, the encryption process demands N 2 multipli-
cation and N addition mod q.

Decryption: The first step of the decryption process starts by multiplying (convolving)
the received polynomial e by the private key f

a= fxe(modq).

a=fx(phx¢+m)(modq)

a=p.fxhx¢+ f*xm@modq)

a =p.f>l<fq_l xg*x ¢+ fxm(modq)

a=p.gx¢+ fxm@modq)

In the second step, the coefficients of a € R, are identified with the equivalent repre-

sentatives in the interval [—q /2, +¢/2]. Assuming that the public parameters have been
chosen properly, the resulting polynomial is exactly equal to p.g x ¢ + f xm(modq) in

9. With this assumption, when we reduce the coefficients of a mod p, the term p.g * ¢
vanishes and f % m(modp) remains. In order to extract the message m, it is enough to



STRU: A Non Alternative and Multidimensional Public Key Cryptosystem 1451

multiply f * m(modp) by f, .

Decryption Failure: If the public parameters (N, p, g, d) are chosen to satisfy g >
(6d 4 1) p then decryption process will never fail. However, to have a better performance
and also to reduce the size of the public key, smaller value of ¢ may be chosen for g such
that the probability of decryption failure be very small of order 2780 [3]. Successful
decryption depends on whether or not |p.g x ¢ + f * m|oc < g. Through a few
simple probabilistic calculations [17], the approximate bound for successful decryption
probability can be calculated as follows

1 N
Pr(successfuldecryption) = <2¢ (qz—) — 1)
o
where ¢ denotes the distribution of the standard normal variable and

36d;.d
G%\/ rdy 8y
N 6

3. A Brief Introduction to Sedenion Algebra

The algebras C (complex numbers), H (quaternions), and O (octonions) are real di-
vision algebras obtained from the real numbers R by a doubling procedure called the
Cayley-Dickson Process. By doubling R (dim 1), we obtain C (dim 2), then C pro-
duces H (dim 4), and H yields O (dim 8), The next doubling process applied to O then
yields an algebra S (dim 16) called the sedenions. The world sedenion is derived from
sexdecim, meaning sixteen.The real sedenion or hexadecanions is denoted by S. The
sedenion is a non-commutative, non-associative, non-alternative, but power-associative
16 dimensional algebra with a quadratic form and whose elements are constructed from
real numbers R by iterations of the Cayley-Dickson Process [10, 11]. Moreover, it is
neither a composition algebra nor a division algebra because it has zero divisors. This
means that there exist sedenions a, b # 0 such that ab = 0. The sedenions have multi-
plicative identity element and multiplicative inverse.

Notation: Let 2* = 16 basis elements of the sedenion algebra S be represented by

the set Sg = {eg, €1, 2, ..., e15}, where e is the identity element and ey, ..., e;5 are
called imaginaries. Then every sedenion is a linear combination of the unit sedenions
eo, e1, €2, . .., e15, which form a basis of the vector space of sedenions. Every sedenion

can be represented in the form,

S = xpeo + x1€1 + x202 + x3€3 + - - - + x14€14 + X15€15
15
S = {xo+ le'eilxo, .o Xx15 €0

i=1
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15
where x; € N. Here x is called the real part of S while Z x;e; 1s called its imaginary

i=1

part.

The addition of two sedenion is performed by adding corresponding coefficients (i.e.,
element-wise) but multiplication is defined by bilinearity and the multiplication rule of
the base elements. Thus, if x, y € S, we have:

15 15 15 15
xy =D xiei | (D yjei ) = D xiviteiey) Y fuvie

i=0 i=0 i,j=0 i,j,k=1

where e;, e, ex € Ej6, fij = x;y; € N, and the quantities yfj € N are called structure
constants. The multiplication rule of the sedenion base elements is given by

15
k=0
and is summarized in Table 2 [13]

Table 2: The multiplication Table Of The Sedenion element

X €0 ‘1 €2 €3 €4 5 €6 7 8 €9 €10 €11 €12 €13 €14 €15
€0 €0 ] €2 €3 €4 5 6 7 g €9 10 ‘11 12 €13 14 15
€l 1 —€0 €3 —€ s —e4 | —e7 | €6 €9 —€8 —el1 | €10 —e13 | €12 €15 —¢14
€2 €2 -3 —€0 1 6 ¢7 —e4 | Tes5 | €10 €1l —e8 —€9 —€14 | —els | €12 €13
€3 €3 €2 —°1 —°0 ¢1 —% | ¢ —4 | €1l —°¢10 | €9 —8 —e15 | cl4 —e13 | €12
¢4 4 ¢ —¢6 —°7 —0 1 €2 €3 €12 €13 14 €15 —e8 —€9 —€10 | 11
s 5 €4 —e7 6 | e | Te3 | € €13 —€12 | €15 —€14 | €9 —€8 €1l —€10
€6 6 €7 €4 —¢ —€ €3 —e0 | el | €14 —e15 | —e12 | €13 €10 —l1 —e8 €9
°7 ‘1 —¢6 s 4 —€3 —e | —¢0 | €15 14 —e13 | —e12 | el €10 ) ]

€8 €8 —€9 —€10 | —ell —e12 | —e3| —el4] —es| —eo | €l € 3 4 s 6 ‘7

€9 €9 8 —el1 | €10 —€13 | €12 €15 —€l14] e —€0 —e3 €2 €5 €4 €7 —¢6
€10 €10 11 €8 —°9 —€l4 | —e15] €12 €13 L K] —€0 | —¢6 —€1 €4 s
€1l 1l —€10 | €9 8 —e15 | ¢14 —e13| €j2 —e3 | —e 1 —€0 —¢7 6 —¢5 ¢4
€12 €12 €13 14 €15 €8 €9 | Telol el —e4 | es 6 ‘7 —€0 —el —€2 —e3
€13 €13 —€12 | €15 —€l14 | €9 8 €1l —€l0f "¢ | —e4 e7 — €1 —€0 €3 —€
€14 14 —e15 | —e12 | €13 €10 —el1| €8 €9 —¢ | —¢7 —°4 s €2 —e3 —€0 1
15 15 14 —e3 | —e2 | el €10 i —¢71 ¢ —¢5 —e4 €3 €2 —el —€0

Multiplication is neither commutative nor associative but is power-associative and

15
have zero divisors. The conjugate and square norm of an sedenion x = xq + Z Xie;
i=1
15 15
are given by [18] x* = xg — ine,- and N(x)=x.x" = x*x = Zx,z respectively.

Every non-zero element in S has a unique multiplicative inverse which is given by
x =N Xt

Now, suppose that N is an arbitrary finite ring of odd characteristic. We can define
the sedenion algebra A over N as follows

15

A=1{xo+ ) xeilxo,....x15 € R} (3.1)
i=1



STRU: A Non Alternative and Multidimensional Public Key Cryptosystem 1453

with the same multiplication defined for the real sedenion. The algebra A is a non-
associative algebra with a norm and multiplicative inverse that has much the same prop-
erties as the real sedenion algebra S.

Note that the sedenion algebra is non-associative and consequently does not have
any matrix representation because ordinary matrix multiplication is always associative.

4. Algebraic Structure of STRU

Consider the convolution polynomial rings % := Z[x]/(x" —1), % p = Zplx]/ (xN=1),
and N, = Zy[x]/ (xN — 1) that are used in Ntru. "We define three sedenion algebrasA,
Ap and A, as follows

15

A = {ap(x) + Za,-(x).e,-mo(x), o a15(x) € N 4.1
i=1
15

Ap = {ag(x) + ) _aj(x).eilao(x). ... ais(x) € Ry (4.2)
i=1
15

Ay = {ap(x) + Zai (x).eilap(x), ..., a;5(x) € Ry} 4.3)

i=1
For simplicity, p, g and N are assumed to be prime numbers and ¢ >> p. Since
Zplx]/ (xN — 1) and Z,[x]/ (xN — 1) are finite rings with characteristics p and g,
respectively, one can easily conclude that A, and A, are sedenionic nonassociative split
algebras similar to S. Let us detailed more on algebras A, and A,.

15
Ap={ao(x) + Y _ai(x).eilao(x), ..., ais(x) € Ry

i=1

={fo+ fi.e1 + -+ fis-e15] fo-eeeeee. fis CAp)

15

Ay = Hap(x) + Zai (x).eilag(x), ..., ai5(x) € Ny}
i=1

={go+ gi-e1 + -+ gi5-€15/80-------- g15 C Ag}
Now assume that s1, so € A, (or A;) where,

s1 = fo(x) + fi(x).e1 + -+ fis(x).e1s,

52 = go(x) + g1(x).e1 + - - - + g15(x).eys.

Then, the Addition, Multiplication, Norm, Trace and Multiplicative Inverse are defined
in the below:
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* Addition: The addition of two sedenions corresponds to the usual addition of
sixteen polynomials including 16N modular addition mod p (mod g), i.e.,

s1+ 52 = (fo(x) + go(x)) + (f1(x) + g1(x)).e1 + (f2(x) + g2(x)).e2 + (f3(x)
+ g3(x)).e3 + (fa(x) + ga(x)).es + (f5(x) + g5(x)).e5 + (fo(x)
+ g6(x)).e6 + (f7(x) + g7(x)).e7 + (f3(x) + gs(x)).es
+ (fo(x) + g9(x)).e9 + (fi0(x) + g10(x)).e10 + (f11(x) + g11(x))-e11
+ (f12(x) + g12(x)).e12 + (f13(x) + g13(x)).€13 + (f14(x) + g14(x)).€14
+ (f15(x) + g15(x)).e€15.

* Multiplication: The multiplication of two sedenions is defined by
s1*52=(fogo — f181 — f282 — [383 — faga — f585 — feg6 — f187 — [888 — fogo —
f10810 — frign — f12812 — f13813 — f14814 — f15815)
+(fog1 + f180 + f283 — f382 + fa85 — [584 — fe&1 + f186 + [f389 — fogs —
Sr0g11 + f11810 — f12813 + f13812 + f14815 — f15814).€1
+(fog2 — /183 + 280 + f381 + fage + f587 — fega — f185 + f8810 + fog11 —
1088 — f1189 — f12814 — f13815 + f14812 + f15813)-€2
+(fogs + 182 — f281 + f380 + fag7 — f586 + feg5 — f184 + f3&11 — fogio +
Sf1089 — f1188 — f12815 + f13814 — f14813 + f15812)-€3
+(foga — f185 — f286 — f387 + fa80 + f581 + feg2 + f783 + f3&12 + fogi3 +
S10814 + f11815 — f1288 — f1389 — f14810 — f15811)-€4
+(fogs + f184 — f287 + f386 — fag1 + [580 — feg3 + f182 + f8&13 — fogi2 +
Sf10815 — f11814 + f1289 — f1388 + f14811 — f15810)-€5
+(foge + f187 + f284 — f385 — fag2 + f583 + fego — f181 + [f3814 — fogis —
fiog12 + f11813 + fi2810 — f13811 — f1a88 + f1589)-€6
+(fog7 — f186 + f285 + f384 — fa83 — [582 + feg1 + f180 + f3815 + fogia —
fiog13 — fi1g12 + fi2811 + f13810 — f1489 — f1588).€7
+(fogs — f189 — f2810 — 3811 — fag12 — [5813 — feg14 — f1815 + f3go + fog1 +
S1082 + f1183 + f1284 + f1385 + f1486 + f1587)-€s8
+(fogo+ f188 — f2811 + f3810 — fag13 + f5812+ feg15 — f1814 — f881+ fogo —
S1083 + f1182 — f1285 + f1384 + f1487 — f1586)-€9
+(fogro+ f1811 + f288 — 389 — fag1a — [f5815+ feg12+ f1813 — fsg2 + fog3 +
Sf1080 — f1181 — f1286 — f1387 + f1484 + f1585)-€10
+(fogi1 — 1810+ f80+ f388 — fagi5s+ fs81a — feg13+ f1812 — f383 — foga +
S1081 + f1180 — f1287 + f1386 — f1485 + fi584)-e11
+(fog12+ 1813+ f2814 + f3815 + fa88 — f589 — feg10 — f1811 — f88a+ fogs +
1086 + f1187 + f1280 — f1381 — f1482 — f1583)-€12
+(fog13 — 1812+ f2815 — f3814 + fa89 + f588 + feg11 — f1810 — f885 — foga +
S1087 — f1186 + f1281 + f1380 + f1483 — f1582)-€13
+(fogia — f1815— f2812+ 3813+ fag10 — f5811 + fegs + f189 — f886 — fog7 —
f1084 + f1185 + f1282 — f1383 + f1a80 + f1581)-€14
+(fogis+ f1814 — 2813 — f3812+ fagi1 + f5810 — fe&o + f188 — f387+ fogs —
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f1085 — f1184 — f1283 + f1382 — f1481 + f1580)-€15,

Here » denotes the convolution product. sedenion multiplication in A, (or A,)
needs 256 polynomial convolutions and 240 polynomial addition modulo p(g),
which together account for 256. N 2 modular multiplications and (256N(N-1)+240N)
modular additions.

* Conjugate: The conjugate of sedenions which is defined as below needs 15N
negations mod p or q.

s* =4 fo(x) — filx)er — fa(x)es — f3(x)ez3 — -+ — fis(X)ers
e Norm: we define the norm of a sedenion S, defined as follows

N(s1) = 51 x s1% = s1% x 51 = (fo(x)* + (f1(x)* + (f2(x))?
+ (fo)? + -+ + (fis(x))?

Totally, 16 N 2 multiplications and (16N(N-1)+15N) additions are required for cal-
culating the squared norm of an sedenions.

* Multiplicative inverse:

*

NG #0— s = NS (lm = ((fo))* + (1)) + (LN + (fo(x)* + - -

+ (fiseNH T (fox) — fix).er — fr(x).ea
— f3(x).e3 — -+ — fi5(x).e15)

Thus, the following operations will be needed for calculating the multiplicative
inverse of an elementin A, or A,

1. Calculation of g(x) < N (s) over the ground ring (Z/pZ)[x1/(xN = 1) and
(Z/qZ)[x1/(xN — 1) at the total cost of 16N 2 multiplications and (16N(N-
1)+15N) additions.

2. Finding the inverse of g(x) over the ground ring using the extended Euclid
algorithm with a running time of O (N 2) [14].

3. Conjugation of s including 15N negations.
4. Calculation of g~!(x).s* including 16 N? multiplication and 16N (N — 1)

addition modulo p or g.

After setting up the required notation and algebras A, A, and A,, we describe
STRU.
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S. Proposed Scheme: STRU

Inthe STRU cryptosystem, encryption and decryption are taken place in a multi-dimensional
vector space and similar to Ntru, the security of the cryptosystem depends on three pa-
rameters (N, p, q) and four subsets L ¢, L;,, Ly, Ly C A as defined in Table I. N, p and
q,dy, dg, dy are constant parameters which play a similar role as in Ntru except that for
simplicity these constants are supposed to be all prime numbers. Now proposed scheme

is divided into three parts: Key Generation, Encryption and Decryption as follows,

a) Key Generation: In order to generate a pair of public and private keys, initially, two
small sedenion F and G are randomly generated.

F:=fo+ fie1r+ frea+---+ fise;s5€ A JOoeeeennnn fiseLfCA

G:=go+gre1+g.er+---+gi5.e15€ A 80wenrernnnns giIs€L, CA

The sedenion F must be invertible over A, and A,. If such an inverse does not exist
15

i.e., when )~ f7(x) is not invertible in Z,[x]/(x" — 1), and Z,[x]/(x" — 1), a new

1=
sedenion F will be generated. The inverses of F over the algebras A, and A, are denoted
by F p_l and Fq_1 The public key, which is an sedenion, is computed as follows

H=F,+G (5.1)

The sedenions F, F), and F, are kept secret in order to be used in the decryption phase.
One can estimate that the key generation of STRU is 256 times slower than that of Ntru,
when the same parameters (N, p, g) are used in both cryptosystems. However, in STRU,
we can definitely work with a lower dimension N, without reducing the system security.

b) Encryption: In the encryption process, the cryptosystem initially generates a random
sedenion, called the blinding sedenion. Incoming data must be converted into a sedenion
including sixteen polynomial in Ly based on a simple conversion. The ciphertext E is
then calculated as follows

E=pHxp+McA, (5.2)

¢) Decryption: The received encryption E is first multiplied by the private key F

FxE=(Fx(p.Hx¢+ M))ymodg
=(F*xp.Hx¢+ FxM)modg
=(p.FxFy;xGx¢+ FxM)modg
=(p.Gxp+FxM).

The coefficients of the sixteen polynomials in the resulting sedenion must be reduced
mod ¢ into the interval (—¢/2, +¢q/2]. Upon suitable selection of the cryptosystem
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constant parameters, the coefficients of the sixteen polynomial in (p.G x ¢ + F x M)
will most probably be within (—¢q/2, +¢q/2] and the last reduction mod g will not be
required. With such an assumption, when the result of (p.G x ¢ + F x M) is reduced
mod p, the term p.G x ¢ vanishes and the F * M (modp) remains. In order to extract
the original message M it will be sufficient to multiply '« M mod p by F), and adjust
the resulting coefficients within the interval [—p/2, +p/2].

One can estimate that the encryption and decryption algorithms in STRU with the
same dimension N are about 16 and 32 times slower than that of Ntru, however, in
STRU we can work with a lower dimension N, without reducing the cryptosystem
security. Also, similar to Ntru, STRU can be optimized for efficiency based on the
various optimization methods proposed in [6]. In addition, there are multiple parallelism
levels in the proposed scheme that can be exploited to improve encryption and decryption
speed.

6. Analyzing of STRU cryptosystem

In this section, we analyze STRU and discuss the probability of successful decryption,
key security, message security, and the message expansion rate.

Successful Decryption: Probability of successful decryption in STRU is calculated in
the same way as NTRU and under the same assumptions considered in [16] and [17].
Moreover, for successful decryption in STRU, all sedenion coefficients of F' x E =
(p.G x ¢ + F x» M) must lie in the interval [—g + 1/2, +q — 1/2]. Hence, we obtain

A:=FxE=(p.Gxp+ FxM)
=ag+aj.e; +ax.ex +as.ez + ag.eq + as.es
+ ae.e¢ + aj.e7 + ag.eg + ag.eq + ajp.eio

+ air.e11 +apn.ep +aiz.e;s +ajs.e14 + ajs.eis

where

ao = p(8odo — 8191 — 8202 — 8393 — 8aP4 — 8505 — 86P6 — 87%7 — 88P3
— 899 — g10910 — 11911 — &12P12 — 813P13 — g14P 14 — &15P 15
+ fomo — fimy — fama — famz — fama — fsms — feme — frm7 — famg
— fomg — fiomio — fuumi1r — framiz — fizmiz — flamig — fismis)
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ar = p(goP1 + 8190 + 8203 — 3¢ + 8495 — 8504 — 86P7 + 8796 + 88D
— 89¢Pg — 810911 + &11P10 — 812013 + &13P 12 + 814P15 — 815014
+ fomi + fimo + fam3z — fama + fams — fsma — femy + frme + fymo
— fomg — fiomi1 + fuumio — frzmiz + fismiz + flamis — fismia)
P(godr — 8193 + §2b0 + 8301 + gabe + 8507 — 86Ps — 8705 + 83010
+ 89011 — 1098 — 81199 — L12P14 — 13915 + L1aP 12 + 815013
+ fogm — Sim3 + famo + famy + fame + fsm7 — fema — fims + fzmio
+ fomi1 — fioms — fiimg — fiomia — fiamis + fiamiz + fismi3)
a3 = p(8oP3 + 8192 — 8201 + &3¢0 + 8497 — 8506 + 86b5 — 81%4 + 88P11
— 89910 + 81099 — g11P3 — 12915 + 13014 — 14913 + &15P 12
+ foms + fima — fomy + famo + fam7 — fsme + fems — fima + fsmiy
— fomio + flomo — frimg — framis + fizmig — flamiz + fismi2)
P(8od4 — 8195 — 2006 — 8307 + 8aPo + 8501 + 86P2 + 8703 + 3012
+ g9d13 + 810014 + &11015 — 12008 — &13%9 — g14P 10 — &15P11
+ foma — fims — fame — fam7 + famo + fsmy + fema + fimz + fsmiz
+ fomiz + fiomia + fuumis — froms — fizmg — fiamio — fismi1)
as = p(8oPs + 8104 — 8297 + 8306 — 4P + 8500 — 8693 + 87P2 + 83013
— 89%12 + 810015 — 811914 + 81209 — g13dg + L1411 — 815910
+ foms + fima — fom7 + fame — famy + fsmo — femsz + frma + fzmi3
— fomx + flomis — fiimia + fizmg — fizmg + flami — fismio)
as = p(809P6 + 8197 + 8204 — 8305 — g4y + 8503 + g6Po — &7¢1 + 88P14
— 89915 — 10912 + 811913 + 812010 — 813D 11 — 81498 + &15¢P9
+ fome + fim7 + fomg — fyms — fama + fsmz + fomo — frmy + fsmia
— fomis — fiomiz + fuimiz + fizmio — fismir — flamsg + fismo)

ar

as

a7 = p(80P7 — 8196 + 8205 + 8304 — 8493 — 8502 + 86b1 + 87P0 + 8815
+ 89P14 — 109013 — 11912 + 812011 + 813P10 — 81499 — &15P3
+ fom7 — fime + fams + fama — famz — fsmay + fem) + frmo + fsmis + fomia
— flomiz — fiimiz + fromiy + fiamio — flamo — fismsg)

ag = p(gops — 8199 — 82010 — 83911 — 84912 — 85013 — 6914 — 87915

+ g8¢o + god | + g10Po + 1193 + &12¢4 + &13P5 + g14Pe + 15P7
+ fomg — fimg — fomig — fami1 — famiz — fsm1z — femia — frmis + fsmo
+ fomy + fioma + fiimsz + fiomg + fizms + flame + fism7)
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ag =

al =

al =

ap =

aiz =

ais =

ais =

P(&od10 + 1011 + 8208 — 83P9 — 84d14 — 85015 + 6P 12 + 87013

— 88¢2 1 89¢3 + 81090 — L1191 — 81206 — 81397 + 814P4 + 1505

+ fomio + fimii + famg — famg — famia — fsmis + femiz + frmiz — fsmo
+ fomsz + fiomo — fiimi — fizme — fiam7 + flama + fisms)

P(god10 + &1911 + 82P8 — 83P9 — 8aP1a — 85015 + 6P 12 + 87913 — &892

+ 8993 + g10¢0 — 811¢1 — 81206 — 81307 + 81404 + 81505

+ fodio + f1é11 + famg — famg — famig — fsmyis + femix + frmiz — fsmo
+ foms + fiomo — fuimi — fiame — fiamy + flama + fisms)

p(fod11 — [ig10 + fabo + [3¢3 — fadis + fsdia — fed3

+ f1912 — f393 — fopo + frod1 + fi1do — fi2¢7

+ 1306 — f14P5 + f1504

+ (fom11 — fimio + famo + famg — famis + fsmig — femiz + frmia — fams
— foma + fiomi + fiimo — fiam7 + fizme — fiams + fisma)

P(8od12 + 81913 + 82014 + 83015 + 845 — 8509 — L6P10

— 87011 — 88P4 + 8995 + 81006 + g11P7 + 1200 — &1391 — g14P2 — 81503

+ fomiz + fimiz + famia + famis — famg — fsmg — femio — frmi — fsma
+ foms + fiome + fiim7 + fiamo — fizmy — fiamaz — fism3)

P(god13 — 819012 + 82015 — 83014 + 8abg + 8505 + 6P 11 — 87910 — 8895

— 89P4 + 81007 — 81196 + 1201 + 813P0 + 1493 — gi5P2 + fomiz — fimi2
+ famis — famia + famg + fsmg + femi

— fimio — fsms — fomg + from7 — frime + fiomi + fismo + flams — fismz)
P(&0P14 — 81915 — &2P 12 + 83013 + 4P 10 — 85011 T 86P3g + &7P9 — &3P6

— 89%7 — 81004 + 81195 + 81202 — 81393 + 8140 + 81591

+ fomia — fimis — famia + famiz + famio — fsmi + fems + fimo — fsme
— fom7 — fioma + frims + fioma — fisms + framo + fismi)

(80®15 + 81914 — 82013 — &3P 12 + 84911 + &5P 10 — 86P9 + 8708 — 83P7

+ 8906 — 1095 — 81104 — 81203 + g13P2 — 81401 + g15%¢

+ fomis + fimia — famiz — famiz + fami + fsmio — femo + fims — fsmy
+ fome — froms — fiima — firomz + fiama — fiamy + fismo)
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Now, according to the definition of the subsets L 7, L, Ly and L,, from Table 1, we
obtain

dy dr —1 N dy N —2dy
Pr(fi,jzl)zﬁy Pr(fi,j:_l):T’\’N, Pr(fi,j:O):T»
P =1) = Pgi, = —1) = & Pogi; = 0) = N 2%
r\&i,j = = ry\8i,j = =N’ r\&i,j = = N )
dg N —2dy
Pr((bi,j:l):Pr(Qbi,j:—1):ﬁ, Pr((bi,j:O):T,
N . -p+1  +p—1
Pmij=j)=—, i=0..15  j= p2 ..... p2

where

fi=1fio, fixs--os fin-1l i=0,... 15
g =180, 81,8 n-1] i=0,.... 15 (6.1)
¢i = [¢i,0, ¢i,17""¢i,N—1] i=0,.... 15

Under the above assumptions, we get E[f; ;] ~ 0, E[g; ;] = 0, E[r;j] = 0, and

E[m;, j] = 0.
Therefore, we have

Ela;jl=0 i=0....15 j=0....N—1

In order to calculate Var[a; ;], analogous to NTRU, it is sufficient to write

Varlg; r-gji1l = NI i,j=0,1,.... , 15 k,l=0,....,N—1,
d —1). 1
Varlfixam,] = P =D+ 015 k=0, N—1.

6.N

As a result,

Varlao] = Var[ Y (p(g0¢o — 8101 — 8262 — 8303 — gadbs — 85¢5 — 86
i+j=k

— 87197 — 88¢P3 — 9P9 — g10P10 — 11911 — 12012 — 13D 13
— 814914 — 815915 + fomo — fimy — fomy — famz — famy
— fsms — feme — frm7 — fgmg

— fomg — fiomio — fuimir — fiomiz — fizmiz — fiamig — f15m15))}-
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Upon insertion of Var[¢; ;.gji] and Var[ f; x.mj ] values, we obtain

ddyd de(p—1D(p+1D
1% — 256p°N | —L28 ) + 256N =L
arlao il p ( A2 ) + ( 6N
256 x 4p*dsd, 128d¢(p — D(p + 1)
_|_
N 3

1024p%dsd,  128ds(p — D)(p + 1)

N + 3 '

Similarly, we have

Varlaix] = Varlax].........
1024p2dfdg 128ds(p — )(p+ 1)
N + 3 '

— 1 -1
It is desirable to calculate the probability that a; ; lies within |: a+’ . +4 ]

= Varlais] ~

which implies successful decryption. With the assumption that a; y have normal distri-
bution with zero mean and the variance calculated as above, we have

qg—1
P = (Iai,kl < T)

where ¢ denotes the distribution of the standard normal variable and

\/1024p2dfdg 128d,(p — D(p + 1)
o = N : + : 3 .

Assuming that g; ;s are independent random variables, the probability for successful
decryption in STRU can be calculated through the following two observations:

* The probability for each of the messages mq, my, mo, ..., mg to be correctly
decrypted is
1 N
<2¢ (q ) _ 1) , (6.2)
20
* The probability for all the messages mg, m1,ma, ..., migto be correctly decrypted

1S

_ 16N
<2¢ (q20 1) — 1> , (6.3)
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Brute Force Attack: In STRU, an attacker knows the constant and public param-
eters,namely d¢, dy, dy, q, p and N, as well as, the publickey H = F, x G=h( +
hi + - - -+ hys. If the attacker finds one of the sedenions G € L, or F' € L, the
private key can be easily computed. In order to find G or F using a brute force
attack, the attacker can try all possible values and check to see if F « H (G« H™ 1)
turns into a sedenion with small coefficients or not. The total state space for the
two subsets Ly and L, is calculated as follows

N \'® N—dy—1\' N! 10
L = =
L7l (df+1) ( dy ) ((df+1)!df!(N—2df— 1))

N\' N —dp+1\'° N116
ILgl = = 32 16
dy dg (dg)P2(N — 2d,)!

Since d, is generally considered to be smaller than d s , L is smaller than L  and
by trying all possible valuesof G € L, in Gx H ~!, the attacker can find the private
key through searching a space of order |L,|. Using a Meet-In-The-Middle attack
approach, the order of the sea4rch space can be reduced through searching a space
!
of order \/|L,| (dg)!16(N EEYRY
message from the corresponding ciphertext, the attacker must search in Lg. On
Nt
(dp)'O(N — 2dy)!"*
However, with the typical values for dy, d, and N, finding the private key or plain-
text using brute force attack is computationally infeasible.

7 [2].Similarly, in order to find the original

average, the search must be done in a space of order \/|Ly| =

Message Expansion: Analogous to Ntru, the length of the encrypted message in STRU
is more than the original message and that is part of the price one has to pay for gain-
ing more encryption speed in both cryptosystems. The expansion ratio can be easily
log|C| logq"™ logq
log|P| logp'®N logp
space, respectively. For both Ntru and STRU, it seems that this ratio depends merely on
p and g, however, we have to choose ¢ in such a way that the probability of decryption
failure be very small (e.g., smaller than 2780). Thus, the maximum expansion ratio in
STRU is at most about 17.

calculated as

, where C and P are ciphertext space and plaintext

Advantages of STRU: The advantages of using the non-associative algebra in the pro-
posed public key cryptosystem can be summarized as follows:

* The encryption process in STRU compared with Ntru (with an equal dimension)
is almost sixteen times slower than Ntru and its decryption process runs almost 32
times slower. On the other hand, considering that the complexity of the convolution
multiplicationis O (N 2), the reduction of N with the power of two affects the speed
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of the calculations. Therefore, the Ntru cryptosystem with a dimension of 16.N
is almost 256 times slower than Ntru with a dimension of N and is also naturally
much slower than the STRU. Hence, we claim that with the reduction of N within
a reasonable range, one can compensate for the decrease of the speed of STRU in
such a way that a higher security is achieved. One can also compensate for the
fact that the length of the parameter ¢ in the STRU is larger and also that it is not
prime, with an insignificant cost.

* The STRU lattice is not completely convolutional and the open problems and
doubts which exist with respect to the cyclic structure of the Ntru lattice are not there
in the case. The open problem is whether the cyclic structure of the convolutional
lattices can possibly contribute to the improvement of lattice reduction algorithms
and finding the shortest vector in polynomial time.

* The STRU is an operational instance of a public key cryptosystem with a non-
associative algebra which relies for its security on the intractability of finding
shortest vector problem in a lattice. On the other hand, its core (or in other words,
basic operations in the underlying algebraic structure) is fast, efficient and cost
effective, just like the Ntru public key cryptosystem.

7. Conclusion

In this paper, we have introduced sedenion algebra, analogue of NTRU, which is called
STRU. It is non-associative, non-alternative, non division algebra and non-composition
algebra. The sedenion algebra do not have any matrix isomorphic representation because
it is a non-associative and this feature causes for its cryptanalysis with the help of the
system of linear equations, also if the sedenion algebra is represented in the form of lattice
then the dimension of the lattice increases to 32N. To achieve such a level of security in
the Ntru,the parameter N shall be considered sixteen times larger, something that will
cause the decrease of the speed of the cryptosystem at a rate of about 256. Therefore,
even though STRU, with a dimension (N) equal to Ntru, is slower than Ntru, this decrease
of speed can be compensated by the reduction of N Instead. The increase of parameter
q in STRU will lead to the increase of the message expansion ratio and the reduction of
the speed of the modular operations. The complexity of encryption and decryption is the
same in both the cryptosystem (STRU, NTRU) for the same parameter N.
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