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Abstract

In this paper, upper bounds of the decomposition values for the scalar k in
elliptic scalar multiplication are computed. Namely, the scalar k of the scalar
multiplication kP of a point P which has a large prime order n lying on
elliptic curve group E(F,) over a finite prime field F,. Method used to

compute the decomposition values of the scalar k is called the shortest lattice
method and implemented in the integer sub decomposition (ISD) approach.
The conception of the ISD approach depends on the sub-decomposition of the
scalar k to compute the scalar multiplication kP which uses efficiently
computable endomorphisms y,,y, and ¥, of elliptic curve Eover F . The
ISD sub-decomposition can be defined by

kP =k, P+k.p,(P)+k, (P)+k,p; (P),

k| } =i and max{fk |k, k, [{k,[}<CVn

for some explicit constantC>0. The integers k,k.k, kK, .k, .k, are the
decomposition values of the scalark .

for rnax{ ‘ k

b 9| b 9|
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INTRODUCTION

Scalar multiplication plays an important role in elliptic curve cryptosystem and
consumes most of the cryptographic operations and costs. Thus, many methods have
been developed to reduce costs in computing scalar multiplication on elliptic curves.
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One of the latest development is the method called the GLV(Gallant, Lambert &
Vanstone)[2] which was introduced in 2001, and since then, several GLV extensions
and alternative have been developed such as in [3,4,5] and the modification of GLV
which is known as the Integer Sub Decomposition(ISD) method by Ruma &
Kamarulhaili [5,6,7,8,9,10]. Ruma & Kamarulhaili had proposed slightly a different
method of decomposition from the previous techniques as the decomposition of the
scalar k was performed separately. The initial decomposition is in two dimensions
and if the decomposition scalars still exceeded certain limit of upper bounds, they are
then further decomposed.

The decompositions of the scalar K help to reduce the cost of computing point on
elliptic curves on larger field which are represented by kP. The GLV and the ISD
methods also help to accelerate the multiplication computations kP . Both the GLV
and the ISD used efficient endomorphism to decompose the scalar k in the scalar
multiplication KP on the elliptic curve into two scalar multiplications, where Pis a
point on the curve. The bit length of the original scalar k has also been divided into
two which means the bit-length of the decomposed scalars is half of the original
length bits. Hence, this method reduced the cost of computing into halved, and
accelerated the computation by 50%.

The decomposed scalars, k and k, are expected to fall between —/n and +/n for a
large prime n. The initial generator vectors {V,v,} are the kernel of the

homomorphism T where T :[1x[] =[] /n [2,3,4]. In the ISD method, for the initial
decomposition values, k ,k which does not fall within the required range, further sub

decomposition process has to be done on these values [5,6]. It is very important to
keep all the decomposed values fall within the required range as we wanted all the
scalars to be short. Shorter length of scalars required less costs and gives effective and
efficient multiplication operations. In this paper, we attempt to obtain the upper
bounds of all the decomposed scalars in the ISD method. This paper is organized as
follows: Section 2 gives some overview of decomposition method used both in GLV
and ISD methods. Section 3 provides main results on the upper bounds of the
decomposition of scalar k in ISD method. The proofs are divided into two cases as
we have to consider two vectors and choose the shorter one. Section 4 presents the
conclusions.

20 DECOMPOSITION OF THE SCALAR k IN ELLIPTIC POINT
MULTIPLICATION

In this section we revisit the decomposition method introduced earlier by GLV [2]
and also adopted in the ISD method [5,6,7]. Supposed E be an elliptic curve where
E:y*=x+ax+b (mod p) which is defined over prime field F, and let P=(Xy) be a
point lies on E. The order of Pis a prime numbern. In elliptic curve cryptography,
the public key Q=KP is an elliptic point multiplication, where the scalar k is a secret
key chosen from the interval, [1,n—1]. The ISD method appears to be a complement
of the GLV method as those decomposed scalars that does not fall within the required
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range are then sub decomposed into smaller scalars so that they would fall within the
range. At first, the scalar k is decomposed into the scalar kand K, such that

complement to this, the ISD method is proposed, where further decomposition is
performed on those scalars k; and k,, into smaller values that stays within the range

b

kz| } <+/n. However, in most cases this condition is not being satisfied. As a

of —/n and v/n. The decompositions involved the shortest vector problem. That is to
find the shortest vector v, and Vv, such that it belongs to the kernel T , in other words
the transformationT (V,)=0 and T(v,)=0. To generate the component of generating

vectors, the extended Euclidean algorithm [4] is wused. The
transformation, T : (X, y) = X+ Aymaps the vector (X,y) into an integer

(X+ Ay)modn. The decomposition process applied the extended Euclidean
Algorithm on the positive integers n, A to produce a sequence of relations SN+t A=r,
and it also follows the Bezout’s Identity where the ged(n,4)=sn+tA=1, since n,A
are relatively prime. The short vector v, =(r,,,—t,.,) 1s chosen, where m is the largest
~t,.,) and (r,,—t.),
the vector which has the smaller norm. For further details about the decomposition
method one can refer to [2,3,4].

m+2 9

integer for whichr, >+/n . The vector Vv, is chosen between (r

3.0MAIN RESULTS
Before we discuss the main results, we need Lemma 1 to start generating the

sequence, I, S,t , which are needed to obtain the generator vectors for decomposition
operations in both the GLV and the ISD method. The following lemma gives
important properties of the generator vectors components and the sequence
r.=sn+t A . The ISD method requires several decomposition processes. In the first

stage, the scalark is decomposed into k and K,, which involved the first generation

of the sequence r, =§n+t 4. In the second stage, Kk and k, are then sub decomposed

into the scalars k,k;,,k,,k,,. This process involved recalling of the extended

algorithms for which it yields new variables which are the derivation from the
sequence I =§Nn+tA where this time the extended algorithms are executed on the

two pairs (n,4,) and (n,4,)for 4,4 €[l,n—1] which produces the variables, r’,s,t’
and r”,s",t” respectively.

Lemma 1: [Gallant et al, 2001]
Let s,r,t be the sequence of variable generated from the extended Euclidean
algorithm for two positive integers n and 4 such that ged(n,4)=1and 4 <n. Then

the following properties are true.
r>r, >0 forall i>0.

i+1

Is|<|s.,| forall i>1.
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iii. t.|<[t,,| forall i=0.
iv. roft|+rft,|=nforall i>1.

Remarks: Take note that the important assumption in the decomposition operation is
that, mis the greatest index for which the following relations are satisfied.

i. r >Jn
ii. It,.]<~/n
. BN

The following theorem described the upper bound of the decomposition of scalark .

Theorem 1. Supposed E be an elliptic curve where E:y’ =X +ax+b (mod p)
which is defined over prime field F, and let P=(X,y) be a point lies on E. Assume
that 4, is any random integer selected from [1,n—1] such that ged(n,4)=1. Then for
the decomposition of scalar k into two integer scalar k and k, such that
k=(k +k,4 )modn, we have|k|<|n—1-Aland |k,|<~/nD where

tm+2 _tm+1 ; When \/rm+22 +(tm+2 )2 < \/rm2 +(tm)2
A=

t —t . ;when \/rmz +(t,) s\/rm2 +(t,,)

b

and

2|tm+2| ’ When \/rm+22 +(tm+2 )2 S \/rm2 +(tm)2
Lty s when (Jr, 7 (1) <12+ (1)

Proof: Suppose v, and v, are vectors which are obtained from the extended Euclidean
Algorithm where V, =(T, —t,)and
(Mss — .., ) . The extended Euclidean algorithm generates the following sequence of

o—to,) and V, is the shortest vector between (T,

relations as follows.
sn+tA =r for i=0,1...,mm+1,...,Z—1 where z>m

where m is the greatest index such that r_>/n. Let vector v,v,,v=[V +0v, be

linearly independent vectors and T:0x[0 —0/n, such that we have
(k,0)= BV, + BV, [2]. Since the vector V, and V, are chosen from shortest vector, we

divide the problem into two cases:

Ca‘% 1 \/rm+22 +(tm+2 )2 S \/rm2 + (tm )2
Firstly, we need to compute the scalar 5, and 3, for the integer lattice generated by V,

tm+2 k
n

and Vv, which is closed to (k,0), written as (k,0)=Av,+ BV, [4] where [ =
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and f, =—tmT“k. Then, rounded off the value of S and [, to nearest integer to get

the value for ¢ and ¢, where ¢, =[] and ¢, =[ | which being used in the
integer lattice generated by v, and Vv, which is closed to Vv, written as V=CV, +C)\,
[4]. Lastly, we need to find the short vector uwhere u=(k,0)-v and T (u)=Kk which
the vector U returns the value for decomposed scalar k and K,.
u = (k,0)-v

=(k,0)—(cv. +cVv,)

= (k,0) —[Q(fm,—tm )+cz(rm,—tm)]

= (k=ar,, —cr,...ct... +ct ., )=(k.k,)

From the assumption |r,,,| <+/n and from Lemma 1, 1<r_, <r_,,, we now compute

m+1 2

the upper bound for k.

k1 = k_(clrm+1+czrm+2)
<11, (G +C) SN-1-(G +C,).

Since, S = t”ﬁz k and S, :—t”’T“k and ke [1,n—1]= k<n, then we have
lim,_,, 4, =lim, , tm= k=t ..

and,
tim,_,, 4, =lim,_,,~"t k=,

Thus, the upper bound for [k | is [n—1—(t,,—t,.,)|.
Next, we calculate the upper bound for k,. Again, from the Lemma, it shows that
[l <N [trp] <[t
k| = |Ct., +Ct,.]
And from Lemma 1, we have
|k2| = |tw2||tm+1|+|_tw1”th|
< Jn(2|t,, )
Finally, the upper bound for |k |in this case when we choose V,=(r,,,,—t,.,), is

\/ﬁ(2|tm+2|) : -

, and thus we have the following.

tm+1

Case 2 \r +(-t,) <\r.. +(-t,..)
Now, we compute the scalar f and [, where [ :tﬁmk and £, :—tmT“k. Then, we

rounded off the value of  and S, to get the value for ¢ and ¢, where ¢, =| £ | and
¢, =| B, ] for the integer lattice generated by Vv, and Vv, which is closed to v, written
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as V=CV, +G,V, [4]. Lastly, we need to find the short vector u where u=(k,0)—v and
T(u)=k which the vector u returns the value for decomposed scalar k and K, .
u = (k,0)-v
= (k0)-(qv tcw)
= (K,0) =[G fys—tys FC (Tt
= (k=gr,,—cr,.ct. +ct)=(k.k,)
From Lemma 1, we have 1>r_>+/n=>r_ . This in turn gives the following.

K, = k—=(cr,.. +Cr,)

< n-1-r,(c+c,).
K| < [n=1-(c +c,)|
Since, ,[i’lztﬁmk and ,Bzz—tmT“k and ke[l,n-1]=k<n, we then have the
following.

lim, A = 1imm%mk —t
and,

lim, A, =lim

k—n

S
n

Hence, for this case, we have the upper bound for |k |as|n-1-(t, -t,,)

As for the upper bound for k,, we now have the following arguments.
k| =lct,..+ot[.
From Lemma 1, [t,,,|<~/n and since |t,|<[t,.,|, we have the following
k| = faltl et
< [t (sl +lc])
< Jn(t|+-t,.)) -
So, we have the wupper bound for |k2|when we choose Vv,=(r,—t),

as /N ([t,|+-t..|)- .

Theorem 2: Supposed E be an elliptic curve where E:y’ =X +ax+b (mod p)

which is defined over prime field F_ and let P =(X,y) be a point lies on E. Assume

p
that 4, is any random integer selected from [1,n—1]such that ged(n,4,)=1. And, we

have k <|n—1-A, where A as defined in Theorem 1. Then for sub decomposition

of scalar k into k;,,k, such that k =(k, +k,4,)modn, we have |K1|S‘n—l—(A+A')

112

and |k,|<+/nD” where
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o { to., —tn, When \/( )2+(—th')2 S\/(rm')2+(—tm')2
t, —t,., when \/( )2+(tm')2 S\/(rm')2+(tm')2
{ Ao e o] 4] 5] 4]
Lo when o () sl (]

Proof: Suppose V, and Vv, are vectors which are obtained by applying the extended

m+2

Euclidean Algorithm on nand A,, where Vv, = (rm',—tmﬂ') and V, is the shortest vector

between (rm’, )and ( 2 s tmﬂ'). Again, the extended Euclidean algorithm is used
to obtain the following sequence of equations, where now, we choose A, such that
(n4,)=1.

sn+t’A =1 fori=0,1....mm+l1,...,z—1 where z>m
where m is the greatest index such that r>./n.Let vector V,,v,,V =0V, +0v, be
linearly independent vectors and T:[JxJ —[ /n, then we have (k,0)=Av,+ 4V,

Since the vector Vv, and Vv, are chosen from shortest vector, we divide the problem
into two cases:

Case 1: \/(rM')ZJF(—th,)z S\/(rm,)ZJr(_tm,)z

Firstly, we need to compute the scalar B, and f, for the integer lattice generated by Vv,

and v, which is closed to (k,0), written as (K,0)=Av, + v, [4] where :t"‘%kl

and f, :—tmrfll k . Then, we rounded off the value of £, and B, to get the value for c,

and ¢, where ¢, =| £ | and c, =| f,] for the integer lattice generated by Vv, and v,
which is closed to V', written as V' =c\, +C,Vv, [4]. Lastly, we need to find the short
vector u” where U'=(k,0)—V and T(u’)=k which the vector u” returns the value
for decomposed scalar k, and k, .

= (k0)-V

0)—(cv, +c,v,)

) ( ( m+l 2 _tm+1, ) + C4 ( rm+2, s _tm+2, )j

= (k;
= (k;
(K cr, —cr. .ct +ctM) =(k.K,)
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kll = kl_ ermﬂ +C4rm+2

< (n-1-A-r,. (6 +c,).
Similar as the previous case fork; , we have the following arguments.

4

Since, [, = by K and B, = ”F]‘ and k €[1,n-1]=k <n, we have

4

. . t ’
— 2 —
hmkl—m ﬂS - hmkl—m ij] kl - tm+2 ’

and

k —n

. . t
lim,_, B, =lim, , — mr*]‘

Finally, we have the upper bound for |k,| as

n—I1-— A_(tm+z, _tm+l,) .

As for the upper bound fork, , we have the following.

ke =|ot +eit
< ‘tm' ¢ e ke
o)
< ﬁ(z tm’j.

Thus, the upper bound for |k,|in this case when we choose V, :(r ’ —tm') is

et
([t )+

Case 2: \/(rm’)2+(tm’)2 S\/(rm’)2+(tm’)z

Compute the scalar B, and f, for the integer lattice generated by Vv, and v, which is

closed to (k,0), written as (k,0)= 8V, + v, [4] where S, = t;‘] k and S, :—t”‘T“kl.
Then, we rounded off the value of £, and f, to get the value for c, and c, where
c,=| B, 1 and c, =| f,] for the integer lattice generated by V, and Vv, which is closed

to V', written as V' =c\V, +C,V, [4]. Lastly, we need to find the short vector u” where
=(k,0)=V and T(u’)=k which the vector returns the value for decomposed scalar

K, and k; .
v = (k,0)-V
<mo><qv+cv>

( M >~ m+1 (rmla_tm,))
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= (k1 _C3rm+l, _C4rm,ac3trm1, +C4tm,) = (km k12 )
kll = kl_(CBrrrHl,+C4rm,)
< n-1-A-r,./(c+c,).
Similarly as in the previous method, taking the limit of ¢, and c,, we then obtain the

upper bound for|k,| as ‘n—l— A—(tm' —tmﬂ') . Next, repeating the method in the proof of

Theorem 1, we obtained the upper bound for |k,|in this case when we choose

v, =(rm',—tm'), as \/ﬁ(

t ’ ’ .
m .

m+1

+‘—t

Theorem 3: Supposed E be an elliptic curve where E:y* =X +ax+b (mod p)
which is defined over prime field F, and let P=(X ) be a point lies on E. Assume

that 4, is any random integer selected from [1,n—1]such that ged(n,4,)=1. And, we

have k, < \/ﬁﬂ,D , where D 1is defined as in Theorem 1. Then the sub decomposition
of scalar kjinto the scalar k, and k, such that k4 =(k, +k,A4,)modn, we have

|k,,|<Vn|D4, —(A") and |k,|<+/ND” where
t " —t .~ when \/(rm”)z +(tw2”)2 S\/(rm’)2 +(tm’)2
A =
{ t "t~ when \/(rm’)z +(tm’)2 S\/(rm’)2 +(tw2’)2

’| when \/(rm”)2+(tm”)2 S\/(rm’)2 +(tm’)2
+‘—tm" when \/(rm’)z +(tm’)2 Sx/(rm’)2 +(tw2’)2

Proof: Suppose Vv, and Vv, are vectors which are obtained from the execution of the

And

2‘t

m+2

D" = ,
t

m

extended Euclidean Algorithm on the two positive integers, Nnand A, where

v, :(rmﬂ”,—tmﬂ”) and Vv, is the shortest vector between (rm',—tm') and (r ” tmﬁ”).

m+2 2

The extended Euclidean algorithm is used to help generate the following sequence of
relations below.

s'n+t’A4, =r" fori=0,1,...,mm+1,...,z—1 where z>m
n
where m is the greatest index such that r.”>/n. Let vector \,,v,,v =V, +0v, be

linearly independent vectors and T:[x[0 —[/n, such that we have
(k,,0)= BV, + BV, [2]. Since the vector Vv, and V, are chosen from shortest vector, we

again divide the problem into two cases:
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caset: (1| +(t, ) < (1) +[t)
As what we have done earlier, we need to compute the scalar £, and S, for the integer
lattice generated by Vv, and Vv, which is closed to(k,,0), written as (k,,0)= AV, + BV,

[4] where p, :t”‘?zkZ and B = —t””lez. Then, we rounded off the value of £, and S,

to get the value for ¢, and ¢, where c. = | B | and ¢, = | B, | for the integer lattice
generated by v, and v, which is closed to V', written as V'=c\V, +C.V, [4]. Lastly, we
need to find the short vector u”where u”=(k,4,0)—V" and T(u”)=kA which the
vector U” returns the value for decomposed scalar k,, and k,,.

= (k:4,0)-V

= (k4,0)-(qV. +c V)

-

kzil’ O) _[Cs (rmﬂ”’_tmﬂ”j + Ca (rm+2”7_tm+2”jj
= (kzﬂi _Csrm+1” _Cﬁrwz”acstwl” +C6tm+2”j = (kzn kzz )

”

u

. . . 4
Similar assumption use here where by ‘rm ‘<\/ﬁ and from Lemmal,

”

”n 4
1<r,., <r,., =T, <~/n.Now we compute the upper bound for k,, .

” ”
k21 = k211 _(Csrmﬂ +C6rm+2 )

Following the similar method as in the proof of Theorem 2, we then have the
following.

|kzl| <Jn|p4, _[tm*z”_"(_tmﬂ”n
).
Case 2: \/(rm’)2+(tm’)2 S\/(rw2’)2+(th’)2

Firstly, we need to compute the scalar 5, and S, for the integer lattice generated by
v, and v, which is closed to (k,4,0), written as (K,4,0)=4V,+AV, [4] where

b

k| sﬁ(z‘tw”

B, :t”‘?zkz& and £, = —t””T‘ k.4 . Then, we rounded off the value of £, and [, to get

the value for ¢, and ¢, where ¢,;=[f ] and ¢, = | £, |for the integer lattice
generated by Vv, and Vv, which is closed to V', written as V' =C\V, +C,\V, [4]. Lastly, we
need to find the short vector u”where u”=(k,4,0)-V" and T(u")=k,4 which the

vector U” returns the value for decomposed scalar k,, and K, .
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”

u

= (k.4,0)-V"
= (k4,0)-(cv+GV,)
= ( _

kzﬂno) [Cs (rmﬂ,”_tmﬂ”j-i_cb(rm”7_tm”jj
= (kz/aﬂ _Csrm+1”_Cerm”acstwl”+cetm”) = (k21’ kzz)

Now, using the similar argument as in Theorem 2, we obtained the upper bound for
k,, as follows.

k21 = k2/11 _(Csrw1”+cerm”)
<JnDA, —1(c, +¢,).

Repeating the same process as in the proof of Theorem 2, we have

o SN (8, (" and e <A1+, .

4.0 CONCLUSIONS

Integer Sub Decomposition or ISD method helps to accelerate point multiplications
kP on elliptic curves, which complement the GLV method in a way that it helps to
produce the decomposition scalars that stays within the required range. The main
application of this method is in the ECC (Elliptic Curve Cryptography) where the
major operations rely very much on point multiplications. In this work, we managed
to compute the upper bounds for all the decomposition scalars. These upper bounds
are important to ensure the size of the scalars stay within the required range, so that
point multiplications could be computed less costly. The required range here ideally

means, the scalars should fall in the interval[—x/ﬁ,\/ﬁ ] However, most cases in the

GLV method produce decomposition scalars that fall outside this interval. Therefore,
further decompositions are needed as what has been proposed in the ISD method [6].
Technically for each category of decomposition shown in this paper, is divided into
two cases depending on the generator vectors, whichever is the smaller to ensure the
shortness in length of the decomposition scalars produced. From the observation, the
upper bounds for the decomposed scalars k;, ,k,,k,, and k,, differ depending on the

shortest vector V. and V.

i i+1
thatmax{\k11 K|k, kzz\} <CJ/n, where C>0. The value of k, depends on the value

of K and it is expected not to exceed the required upper bound, C/n and, it is also

for 1=1,3,5 and from both cases we have proved

9 9| 9|

expected that the value A+ A'is big so that k , is very much smaller than the value of
k . Though k, does not obviously appeared to be bounded by C+/n. We believed
that by the way it is formulated, the value of |k11| has very high possibility not to
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exceed C</n. However, this will be part of our future investigations. We also will
look into a more refined and sharper upper bound for individual scalar.
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