
Global Journal of Business Management and Information Technology. 
Volume 1, Number 1 (2011), pp. 49-52 
© Research India Publications 
http://www.ripublication.com 

 

 
 

Information Security Through Quantum 
Cryptography 

 
 

Kirti Sendwal 
 

Lecturer, KIIT Gurgaon 
E-mail: Kirtinegi444@yahoo.com 

 
 

Abstract 
 
In the ongoing search for information security, quantum mechanics plays an 
increasingly important role. The cryptography through quantum provides 
security among mutually distrusted parties, this new scheme known as 
quantum cryptography. In this study paper, I will emphasis on the information 
security provided by the quantum. Quantum cryptography exploits certain 
properties of these quantum states to ensure its security. I will also explain the 
advantage, application and future scope of the Quantum cryptography for 
information security. 

This paper has major purpose to define some of the terms and concepts 
behind quantum cryptographic methods, and to offer a way to compare the 
cryptographic schemes being used today. 

 
 
Introduction 
As the network technology increases, the threats and attacks also increase with the 
same speed, which demands for secure communication. During this time when the 
Internet provides essential communication between tens of millions of people and is 
being increasingly used as a tool for commerce, security becomes a tremendously 
important issue to deal with. 

Keywords: quantum key distribution, eavesdropping, Uncertainty Principle and 
entanglement 

A new cryptography technology called quantum cryptography is supposed to be 
absolutely secure in comparison to traditional cryptography. The traditional 
cryptography is based on mathematics and typical algorithms. But the quantum 
cryptography is based quantum mechanism which requires special hardware; it is a 
type of laser that emits polarized light particles (photons) via optic fibre or through 
the air. Some companies and banks are working/testing the system, and trials are 
underway with satellite-TV transmission. 
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Quantum mechanics is the fundamental physical theory of matter. It has many 
numerous features, which are easily observed on small sized physical systems (atoms, 
electrons, photons, etc.). The Quantum communication involves encoding information 
in quantum state, or qubits. Usually photons are used for these quantum states. 

According to quantum theory, light waves are propagated as separate small 
particles known as photons. A photon is a mass less particle. The polarization of light 
is carried by direction of angular momentum or spin of the photons. A photon either 
will or will not pass through a polarization filter, but if it emerges it will be aligned 
with the filter regardless of its initial state; there are no partial photons. Information 
about photon's polarization can be determined by photon detector to determine 
whether it passed through a filter. 

Quantum cryptography exploits certain properties of quantum state to ensure its 
security. According to Heisenberg “Uncertainty Principle”, the certain pairs of 
physical properties are related in such a way that measuring one property prevents the 
observer from simultaneously knowing the value of other one. Based on above 
principle and properties of quantum, we can secure the information in following 
ways: 

 
 
Prepare and measure protocols 
Quantum indeterminacy is a phenomenon which describes change of state, in case 
there is any measurement to an unknown quantum state. Thus disturbance to the 
quantum state of a particular system can easily inform eavesdropping or hacking, 
which can also measure amount of information intercepted. 
 
 
Entanglement based protocols 
Combining quantum states of different objects (two or more) together in a manner 
that they are described by a combined quantum state, is known as entanglement of 
quantum. If an entangled pair of object is shared by the receiver and sender, and 
somebody tries to intercept the communication. His/her presence can be determined 
because the overall system will be disturbed. 

Charles Bennett and Gilles Brassard in 1984 develop a quantum cryptography 
protocol, now known as the BB84 protocol. The system includes a transmitter and a 
receiver. A sender may use the transmitter to send photons in one of four 
polarizations: 0, 45, 90, or 135 degrees. A recipient at the other end uses the receiver 
to measure the polarization. According to the laws of quantum mechanics, the 
receiver can distinguish between rectilinear polarizations (0 and 90), or it can quickly 
be reconfigured to discriminate between diagonal polarizations (45 and 135); it can 
never, however, distinguish both types. The key distribution requires several steps. 
The sender sends photons with one of the four polarizations which are chosen at 
random. For each incoming photon, the receiver chooses at random the type of 
measurement: either the rectilinear type or the diagonal type. The receiver records the 
results of the measurements but keeps them secret. Subsequently the receiver publicly 
announces the type of measurement (but not the results) and the sender tells the 
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receiver which measurements were of the correct type. The two parties (the sender 
and the receiver) keep all cases in which the receiver measurements were of the 
correct type. These cases are then translated into bits (1's and 0's) and thereby become 
the key. An eavesdropper is bound to introduce errors to this transmission because 
he/she does not know in advance the type of polarization of each photon and quantum 
mechanics does not allow him/her to acquire sharp values of two non-commuting 
observables (here rectilinear and diagonal polarizations). The two legitimate users of 
the quantum channel test for eavesdropping by revealing a random subset of the key 
bits and checking (in public) the error rate. Although they cannot prevent 
eavesdropping, they will never be fooled by an eavesdropper because any; however 
subtle and sophisticated, effort to tap the channel will be detected. Whenever they are 
not happy with the security of the channel they can try to set up the key distribution 
again. 

In 1991 Artur Ekert invented quantum key distribution protocol. The Ekert 
scheme uses property of entangled pairs of photons. The entangled states of photons 
must be correlated such as that if sender and receiver both measure whether their 
particles have rectilinear or diagonal polarization, they will always get the same 
answer with 100% probability. An eavesdropper on this communication would have 
to detect a particle to read the signal, and retransmit it in order for his presence to 
remain unknown. However, the act of detection of one particle of a pair destroys its 
quantum correlation with the other, and the two parties can easily verify whether this 
has been done, without revealing the results of their own measurements, by 
communication over an open channel. 

Quantum cryptography exploits certain properties of quantum states to ensure its 
security. It enables two parties to produce a shared random bit string known only to 
them, which can be used as a key to encrypt and decrypt messages. An important 
property of Quantum Cryptography is the ability of the two communicating users to 
detect the presence of any third party trying to gain knowledge of the key. Using 
lasers and photo detectors, light is sent, in a manner in which eavesdropping is always 
detectable, through either fiber optic cable or the atmosphere to distribute 
cryptographic keys that are used to encrypt and decrypt a message. 

 
 
Advantages of Quantum Cryptography 
Quantum-mechanical objects have the peculiar property that they cannot be measured 
upon or manipulated without being disturbed. If somebody tries to copy a quantum-
cryptographic key in transit, this will be noticeable as extra noise. An eavesdropper 
can cause problems, but not extract usable information. 

The basic approach includes sending streams of specially prepared particles of 
light (photons), their measurement by the legitimate parties and the subsequent post-
processing of the measurement data. The output is the cryptographic key consisting of 
identical random bit strings. 

A potential eavesdropper cannot gain any information on this key irrespectively of 
his resources. This property which has no classical counterpart is due to the 
fundamental laws of quantum physics which ensure that any measurement leaves 
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indelible traces behind. These traces manifest themselves in an error-rate that can be 
identified by the users. 

 
 
Application of Quantum Cryptography 
quantum cryptography provide high level of security and robust network for standard 
Internet traffic flows such as web-browsing, e-commerce, and streaming video; and 
100% compatible with conventional Internet technology. 
 
 
Future scope 
Quantum Cryptography will be used in mobile networks, digital homes, any wireless 
networks as well as high capacity optical fiber. It will be a beneficial for the military, 
research & development, academics and industries. 
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