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ABSTRACT
The emergence of large quantum computers running Shor’s algorithm threatens
the security of several cryptographic schemes in current use, including
electronic voting. As a consequence, many post-quantum candidates that are
quantum-resistant are actively investigated. Post quantum schemes based hard
lattice problems are particularly promising. In this paper, we present and
implement a new quantum-resistant electronic voting scheme and prove its
efficiency and security by studying its algebraic complexity. Our scheme is
based on a combination of two techniques: hard lattice problems and
homomorphic encryption with Fan and Vercauteren system.
Keywords: Lattice based cryptography; Homomorphic encryption; Electronic
voting; Fan and Vercauteren scheme.
1.

INTRODUCTION

The process of democratization is rapidly developing and promoting due to electronic
voting. However, the increase of frauds and the increasing amount of attacks launched
by hackers, gave birth to privacy and authentication problems. Cryptography offers
multiple solutions to overcome sensitive data protection issues in e-voting.
The traditional homomorphic encryption schemes based on factorization, discrete
logarithm problem, and elliptic curve discrete logarithm problem are not secure in the
future with quantum computers with Shor’s algorithm [1]. As a consequence, the search
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for new post quantum schemes that are resistant to quantum computers and quantum
computation is extensively and rapidly developing.
Many works have been done on e-voting. Zhao et al. [2] introduced an electronic voting
system based on homomorphic encryption to ensure anonymity, privacy, and reliability,
but there are still some unattended issues in their work, such as how to supervise the
voting process to prevent conspiracy. Cervero et al. [3] presented an efficient
homomorphic E-voting system over elliptic curves. Tohari et al. [4] proposed a mobile
voting scheme where the security of users’ votes is ensured thanks to the elliptic curve
cryptography (ECC). Azougaghe et al. [5] presented an electronic voting system based
on Paillier homomorphic encryption to ensure privacy, confidentiality and integrity.
Semmouni et al. [6] presented a new electronic voting system based on elliptic curve.
For electronic voting based on hard problems in lattices, Del Pino et al. [7] proposed a
lattice-based homomorphic commitment electronic voting scheme that relies on the
hardness of the M-LWE and M-SIS problems. In [8], a new post quantum e-voting
protocol was proposed. The construction of this scheme exploits the LWE-based
homomorphic encryption.
In this paper, we propose to use cloud computing for data processing without any
trusted third party to develop electronic voting. More specifically, homomorphic
encryption is used as a fundamental tool to process Data in a secured way. We present
and implement the new quantum resistant electronic voting scheme and prove its
efficiency and security. Our new scheme is based on the hardness of problems in lattices
and use the scheme presented by Fan and Vercauteren [9].
The rest of this paper is organized as follows. In Section 2, we recall some facts on
lattices, hard lattice problems, and post quantum cryptography. In Section 3, we
describe the homomorphic encryption concept and the Fan and Vercauteren scheme. In
section 4, we present the new electronic voting scheme, give an example of voting, and
study the security of the new scheme. In section 5, we present an implementation of our
new scheme using SEAL library [10]. We conclude the paper in Section 6.
2.

LATTICE BASED CRYPTOGRAPHY

In this section, we briefly describe some facts related to lattices.
2.1.

Lattice

We start with the definition of a lattice.
Definition 2.1. Let B = {𝑏1 , … ,𝑏𝑛 }, 𝑏𝑖 ∈ ℝ𝑚 be a set of n linearly independent
vectors of m coordinates with n ≤ m. The lattice L associated to B is the discrete
additive subgroup of ℝ𝑚 containing all integer linear combinations of the vectors
of B, that is
𝑛

𝐿(𝐵) = {∑ 𝑥𝑖 𝑏𝑖 | 𝑥𝑖 ∈ ℤ}
𝑖=1

(1)
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The integer n is the dimension of the lattice and m is the rank. When m = n, the lattice
is called full-rank. The basis B can be represented as a matrix 𝐵 = [𝑏1 , … , 𝑏𝑛 ]. The
determinant of the lattice is defined by det(𝐿(𝐵)) = √𝐵 𝑇 . 𝐵 Where B is considered
here as the matrix of the vectors 𝑏1 , … , 𝑏𝑛 .
2.2.

Hard lattice problems

The security of various schemes is based on the hardness of specific problems in lattices
such as SVP, CVP and LWE (see [11] for more details). We list below the main hard
problems.
1. The Shortest Vector Problem (SVP): Given a lattice basis B, find the shortest
nonzero vector in L(B).
2. The Closest Vector Problem (CVP): Given a lattice basis B and a target vector
v0 not in the lattice (B), find v(B), the closest vector to v0.
3. Learning With Errors Problem (LWE): Let A be a n×n matrix which is
uniformly distributed in ℤ/qℤ where q is an integer. Let s and e be two
unknown vectors. The LWE problem is to find s and e using A and As +e.
4. Ring-Learning With Errors Problem (Ring-LWE): Ring-LWE problem is
similar to the LWE problem where the unknown parameters s and e are
polynomials from the ring of polynomials R 𝑞 = ℤ𝑞 [𝑥]/(𝑥 𝑛 + 1) where q is an
integer.
2.3.

Post quantum cryptography

In modular arithmetic and quantum computing, Shor’s algorithm, invented in 1994 by
Shor [1], is a quantum algorithm that can solve hard problems in classical cryptography
such as the factorization problem and the discrete logarithm problem. Shor’s algorithm
reduces the problem of factorization to the problem of finding the period of a certain
function using the quantum Fourier transform, which is infeasible with classical
computers. Shor’s algorithm is probabilistic, it gives the correct answer with a high
probability and the probability of failure can be decreased by repeating the algorithm.
Most of the widely used public key cryptosystems, such as RSA [12], ElGamal [13]
and EC-ElGamal [14], are vulnerable if Shor’s algorithm is implemented in a practical
quantum calculator. To overcome this problem, cryptosystems that are resistant to
quantum computer are needed. The cryptography resistant to quantum computers is
called post quantum cryptography. A promising post quantum cryptography is based
on lattices. Lattice based cryptography is a novel and promising area of cryptography
based on the hardness of some lattice problems, especially the shortest vector problem
(SVP), the closest vector problem (CVP) and Learning With Errors Problem (LWE).
SVP, CVP and LWE are known to be NP-hard problems and there are no efficient
quantum algorithms for solving them.
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2.4.

Post quantum Electronic signature

With the progress in cryptanalysis, alternatives for currently used signature schemes
such as RSA, DSA and ECDSA have been invented. More especially, lattice based
signature schemes such as BLISS [15] and GLP [16] have been created. In [17] it is
shown that both BLISS and GLP do not allow for good performance and provably
secure instantiation at the same time as Ring-Tesla [18], so choosing parameters
according to the security reductions for these schemes reduces their performance
significantly.
A promising signature scheme is Tesla# [18], which is a strong candidate for postquantum digital signature. It is provably secure with a security reduction to the Ring
Learning With Errors (Ring-LWE) problem.
3.
HOMOMORPHIC ENCRYPTION AND FAN AND VERCAUTEREN
SCHEME
3.1.

Homomorphic Encryption

Homomorphic encryption is used to process the encrypted data and to ensure its privacy
and confidentiality. A system is said to be homomorphic when computations, mainly
addition and multiplication, can be made on the encrypted data without decrypting it.
If decrypted, the final result is similar as if the computation was done on decrypted data.
Definition 3.1. Let E be a homomorphic encryption algorithm. A cryptosystem is said
partially homomorphic if it verifies one of the following properties:
1.

partially homomorphic additive: E(m1 + m2) = E(m1) + E(m2);

2.

partially homomorphic multiplicative: E(m1m2) = E(m1)E(m2).

3.2.

Fan and Vercauteren Scheme

With the progress in cryptanalysis, alternatives to currently homomorphic additive
schemes such as Brakerski scheme [19], Brakerski and Vaikuntanathan (BV) scheme
[20], Brakerski, Gentry and Vaikuntanathan (BGV) scheme [21], and Fan and
Vercauteren (FV) scheme [9] have been invented. They are all based on the LWE or
the Ring-LWE problems and are considered as secure post quantum schemes. The
arithmetic of Fan and Vercauteren uses various parameters.
•

𝑅 = ℤ[𝑥]/(𝑥 𝑛 + 1) is the ring of polynomials modulo 𝑥 𝑛 + 1.

•

R 𝑞 = ℤ𝑞 [𝑥]/(𝑥 𝑛 + 1) is the ring of polynomials modulo q and modulo 𝑥 𝑛 + 1.

•

R 𝑡 = ℤ𝑡 [𝑥]/(𝑥 𝑛 + 1) is the ring of polynomials modulo t and
𝑥 𝑛 + 1.

modulo
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•

[𝑎]𝑡 is the value modulo t of each component (or coefficient) of the vector a.

•

[𝑎] is the vector where the components are the nearest integers to the
components of the vector a.

•

χ is a distribution on R.

•

𝛥 = ⌊ 𝑡 ⌋.

𝑞

The Fan and Vercauteren scheme is based on the following three algorithms:
(1)

Key Generation:

a ← Rq is sampled uniformly, and e ← χ.
(a)

The private key is an integer 𝑠𝑘 ∈ R 𝑞

(b)

The public key is 𝑝𝑘 = (b, a) ∈ R 𝑞 where b = −(a · 𝑠𝑘 + e) (mod q).

t is chosen following the choice of the clear space to be encrypted (M is the clear
in this case),
(2)
(3)

Encryption: To encrypt a message 𝑀 ∈ R 𝑡

we sample u, e1, e2 ⟵ 𝜒 and compute :
𝐹𝑉(𝑀) = 𝐶 = (𝑐0 , 𝑐1 ) = ([𝑏𝑢 + 𝑒1 + 𝛥. 𝑀]𝑞 , [𝑎𝑢 + 𝑒2 ]𝑞 ) (2)
(4)

Decryption To decrypt C = (c0, c1), we compute 𝑀 = [⌊

𝑡.[𝑐0 +𝑐1 𝑠𝑘 ]𝑞
𝑞

⌋]

𝑡

The correctness of the decryption is guaranteed as follows
𝑡. [[𝑏𝑢 + 𝑒1 + 𝛥. 𝑀]𝑞 + [𝑎𝑢 + 𝑒2 ]𝑞 𝑠𝑘 ]𝑞
𝑡. [𝑐0 + 𝑐1 𝑠𝑘 ]𝑞
[⌊
⌋] = [⌊
⌋]
𝑞
𝑞
𝑡
= [⌊

(3)
𝑡

𝑡. [[−(𝑎𝑠𝑘 + 𝑒). 𝑢 + 𝑒1 + 𝛥. 𝑀]𝑞 + [𝑎𝑢 + 𝑒2 ]𝑞 𝑠𝑘 ]𝑞
𝑞

𝑡

𝑡. [−(𝑎𝑠𝑘 + 𝑒). 𝑢 + 𝑒1 + 𝛥. 𝑀 + (𝑎𝑢 + 𝑒2 )𝑠𝑘 ]𝑞
= [⌊
⌋]
𝑞
𝑡
𝑡. [−𝑒. 𝑢 + 𝑒1 + 𝛥. 𝑀 + 𝑒2 𝑠𝑘 ]𝑞
= [⌊
⌋]
𝑞
𝑡
𝑞
𝑡. [−𝑒. 𝑢 + 𝑒1 + ⌊ 𝑡 ⌋ . 𝑀 + 𝑒2 𝑠𝑘 ]
𝑞
= [⌊
⌋]
𝑞
𝑡

= [⌊𝑀 + 𝑒̂ ⌋] 𝑡
= 𝑀

⌋]
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While 𝑒̂ is small, we can find M. We note that the FV scheme is homomorphic in respect
to the addition law. Indeed, if
𝐶1 = 𝐹𝑉(𝑚1 ) = ([𝑏𝑢(1) + 𝑒1 (1) + 𝛥. 𝑚1 ]𝑞 , [𝑎𝑢(1) + 𝑒2 (1) ]𝑞 ) (4)
𝐶2 = 𝐹𝑉(𝑚2 ) = ([𝑏𝑢(2) + 𝑒1 (2) + 𝛥. 𝑚2 ]𝑞 , [𝑎𝑢(2) + 𝑒2 (2) ]𝑞 ) (5)
then
𝐶1 + 𝐶2 = 𝐹𝑉(𝑚1 ) + 𝐹𝑉(𝑚2 ) = (A, B)

(6)

where
A = [𝑏𝑢(1) + 𝑒1 (1) + 𝛥. 𝑚1 ]𝑞 + [𝑏𝑢(2) + 𝑒1 (2) + 𝛥. 𝑚2 ]𝑞

(7)

= [𝑏(𝑢(1) + 𝑢(2) ) + 𝑒1 (1) + 𝑒1 (2) + 𝛥. (𝑚1 + 𝑚2 )]𝑞
𝐵 = [𝑎𝑢(1) + 𝑒2 (1) ]𝑞 + [𝑎𝑢(2) + 𝑒2 (2) ]𝑞

(8)

= [𝑎(𝑢(1) + 𝑢(2) ) + 𝑒2 (1) + 𝑒2 (2) ]𝑞
from which we deduce
C1 + C2 = FV (m1) + FV (m2) = (A, B) = FV (m1 + m2)
4.

(9)

THE NEW ELECTRONIC VOTING SCHEME

4.1.

Architecture and Scenario of the new Electronic Voting Scheme

In this section, we present our new scheme for electronic voting which is based on
lattices.
The participating parties are the Voters, the Trusted party and the Cloud. The Voters
encrypt and send their votes to the Cloud that calculates the encrypted results using
homomorphic properties, then, the Trusted Party that generates and stores the election
private key, decrypt encrypted result coming from the Cloud and calculate the result of
the vote.
Let v be the number of voters, m the number of candidates, 𝑃𝑖 (x) is a polynomial in
with coefficient in ℤ/2ℤ , and v < t. We describe hereafter a scenario of the new
electronic voting scheme : (the scenario is presented in Figure 1)
(1)
First, each voter j with 1 ≤ j ≤ v must be authenticated, using the electronic
signature scheme Tesla# [18]. Each voter owns a private key for signing, and a
correspondent public key, generated as follows:


The private key : (𝑠, 𝑒1 , 𝑒2 ) ∈ 𝑅𝑞 3 sampled from D a distribution on 𝑅𝑞 .
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The public key: (𝑡1 , 𝑡2 ) ∈ 𝑅𝑞 2 where 𝑡1 = 𝑎1 s + 𝑒1 and 𝑡2 = 𝑎2 s + 𝑒2 , and 𝑎1 ,
𝑎2 ∈ 𝑅𝑞 are two invertible ring elements.

(2)
If the authentication with the Trusted Party is accomplished, the voter obtain the
permission to vote.
(3)
If the voter j wants to vote for candidate number i with 1 ≤ i ≤ m, then the vote
will be Pi where the polynomial 𝑃𝑖 (x) ∈ R 𝑡 [x] with coefficients in ℤ/2ℤ.
(4)

The voter compute FV (𝑃𝑖 ) using the FV scheme and sends it to the Cloud.

(5)

The system will do this process until the end of the voting process.

(6)
The Cloud applies the properties of homomorphic addition encryption to
compute the encryption of the voting result as follows:
𝐶 = 𝐹𝑉(𝑃1 ) + … + 𝐹𝑉(𝑃1 ) + … + 𝐹𝑉(𝑃𝑘 )
+ . . . + 𝐹𝑉(𝑃𝑚 ). . . + 𝐹𝑉 (𝑃𝑚 )

(10)

= 𝐹𝑉 (𝑏1 𝑃1 ) + . . . 𝐹 𝑉 (𝑏𝑘 𝑃𝑘 ). . . + 𝐹𝑉 (𝑏𝑚 𝑃𝑚 )
𝑚

= 𝐹𝑉 ( ∑ 𝑏𝑖 𝑃𝑖 )
𝑖=1

(7)

The Cloud sends the encrypted value C to the Trusted Party

(8)
The Trusted Party decrypts C using the private FV key to obtain R =∑𝑚
𝑖=1 𝑏𝑖 𝑃𝑖
where 𝑏𝑖 is the total number of votes for candidate.
(9)
The Trusted Party applies Algorithm 1 to find each integer bi from R, which
corresponds to the number of votes for the candidate i.

Fig. 1. Scenario of the proposed new voting Scheme based on Lattices.
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4.2.

Votes calculation: General case

We present now the method for solving the equation R=∑𝑚
𝑖=1 𝑏𝑖 𝑃𝑖 for the integers bi.
We start with the definition of Coef(𝑃𝑖 ).
Definition 4.1. We define the function Coef such that for a polynomial Pi =∑𝑑ℎ=1 𝑎𝑖ℎ 𝑥 ℎ
Coef(𝑃𝑖 ) = (𝑎𝑖1 , 𝑎𝑖2 , . . . , 𝑎𝑖𝑑 ).
One can easily check that the function Coef is linear.
Lemma 4.1. For 1 ≤ i ≤ m, let 𝑃𝑖 =∑𝑑ℎ=1 𝑎𝑖ℎ 𝑥 ℎ ∈ R 𝑡 with 𝑑 = max (deg(𝑃𝑖 )) < n
1≤𝑖≤𝑚

representing the vote in favor of the candidate i, with coefficients in ℤ/2ℤ, satisfying,
𝑎𝑖ℎ 𝑎𝑖′ℎ = 0 for 𝑖 ≠ 𝑖’, and v < t. Let 𝑅(𝑥) = ∑𝑚
𝑖=1 𝑏𝑖 𝑃𝑖 be the polynomial representing
all votes. Then, the number of votes 𝑏𝑘 in favor of the candidate k is:
𝑏𝑘 =

〈𝐶𝑜𝑒𝑓(𝑃𝑘 ), 𝐶𝑜𝑒𝑓(𝑅)〉
∑𝑑ℎ=1 𝑎𝑘ℎ 2

(11)

Where 〈𝐴, 𝐵〉, is the dot product of the vectors A and B.
Proof. . For 1 ≤ i ≤ m, let 𝑃𝑖 =∑𝑑ℎ=1 𝑎𝑖ℎ 𝑥 ℎ ∈ R 𝑡 representing the vote in favor of the
candidate i, with coefficients in ℤ/2ℤ and v < t.
Let 𝑃𝑘 =∑𝑑ℎ=1 𝑎𝑘ℎ 𝑥 ℎ . Then Coef(𝑃𝑘 ) = (𝑎𝑘1 , 𝑎𝑘2 , . . . , 𝑎𝑘𝑑 ). Similarly. let
𝑅(𝑥) = ∑𝑚
𝑖=1 𝑏𝑖 𝑃𝑖 .
Then
𝑚
𝑚
𝑑
𝑑
ℎ
ℎ
𝑅(𝑥) = ∑𝑚
(12)
𝑖=1 𝑏𝑖 𝑃𝑖 (𝑥)= ∑𝑖=1 𝑏𝑖 ∑ℎ=1 𝑎𝑖ℎ 𝑥 = ∑ℎ=1 ∑𝑖=1 𝑏𝑖 𝑎𝑖ℎ 𝑥
which leads to
𝑚
𝐶𝑜𝑒𝑓(𝑅)= (∑𝑚
𝑖=1 𝑏𝑖 𝑎𝑖1 , . . . , ∑𝑖=1 𝑏𝑖 𝑎𝑖𝑑 )

(13)

Hence, the dot product of the vectors Coef(𝑃𝑘 ) and Coef(R) is
𝑑

𝑚

𝑑

𝑚

〈𝐶𝑜𝑒𝑓(𝑃𝑘 ), 𝐶𝑜𝑒𝑓(𝑅)〉 = ∑ 𝑎𝑘ℎ ∑ 𝑏𝑖 𝑎𝑖ℎ = ∑ ∑ 𝑏𝑖 𝑎𝑘ℎ 𝑎𝑖ℎ
ℎ=1

Since 𝑎𝑘ℎ 𝑎𝑖ℎ = 0 for i ≠k, then

𝑖=1

ℎ=1 𝑖=1

𝑑

𝑑
2

〈𝐶𝑜𝑒𝑓(𝑃𝑘 ), 𝐶𝑜𝑒𝑓(𝑅)〉 = ∑ 𝑏𝑘 𝑎𝑘ℎ = 𝑏𝑘 ∑ 𝑎𝑘ℎ 2
ℎ=1

(14)

(15)

ℎ=1

from which we deduce
𝑏𝑘 =
This terminates the proof.

〈𝐶𝑜𝑒𝑓(𝑃𝑘 ), 𝐶𝑜𝑒𝑓(𝑅)〉
∑𝑑ℎ=1 𝑎𝑘ℎ 2

(16)
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𝑖=1 𝑏𝑖 𝑃𝑖 is presented in Algorithm 1
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𝑏𝑖

in

the

polynomial

Algorithm 1 : Algorithm to find result of vote
𝑚
𝑑
𝑑
ℎ
ℎ
Require: The sum
𝑅(𝑥) = ∑𝑚
𝑖=1 𝑏𝑖 𝑃𝑖 (𝑥) = ∑ℎ=1 ∑𝑖=1 𝑏𝑖 𝑎𝑖ℎ 𝑥 = ∑ℎ=1 𝑟𝑖ℎ 𝑥 ,
(𝑟𝑖ℎ = ∑𝑚
𝑖=1 𝑏𝑖 𝑎𝑖ℎ ), the number m of candidates, the number v of voters, and 𝑃𝑖
𝑑
=∑ℎ=1 𝑎𝑖ℎ 𝑥 ℎ ∈ R 𝑡 (with coefficients in ℤ/2ℤ 𝑑 = max (deg(𝑃𝑖 )) < n) is the vote
1≤𝑖≤𝑚

for candidate I satisfying, 𝑎𝑖ℎ 𝑎𝑖′ℎ = 0 for 𝑖 ≠ 𝑖’, and v < t.

Ensure: The 𝑏1 , 𝑏2 , ..., 𝑏𝑚 of votes of the candidates.
1.

for k = 1 to m do

2.

Compute Coef(𝑃𝑘 ) = (𝑎𝑘1 , 𝑎𝑘2 , . . . , 𝑎𝑘𝑑 )

3.

Compute Coef(R) = (𝑟𝑖1 , 𝑟𝑖2 , ..., 𝑟𝑖𝑑 ).

4.

Compute 𝑏𝑘 =

〈𝐶𝑜𝑒𝑓(𝑃𝑘 ),𝐶𝑜𝑒𝑓(𝑅)〉
2
∑𝑑
ℎ=1 𝑎𝑘ℎ

, where <A,B> is the dot product of the

vectors A and B.
5.

end for

6.

Return 𝑏1 , 𝑏2 , ..., 𝑏𝑚 .

4.3.

A numerical example

1.
In the following example, we describe the new scheme for 5 candidates and 20
voters:

• R 97 = ℤ97 [x]/(𝑥 256 + 1) is the ring of polynomials modulo 97 and modulo
𝑥 256 + 1.

• P1 = x + 𝑥 6 is the voting polynomial for candidate number 1.
• P2 = 𝑥 2 is the voting polynomial for candidate number 2.
• P3 = 𝑥 4 + 𝑥 7 is the voting polynomial for candidate number 3.
• P4 = 𝑥 3 + 𝑥 8 is the voting polynomial for candidate number 4.
• P5 = 𝑥 9 is the voting polynomial for candidate number 5.
2.
Suppose that 5 voters have voted for the candidate number 1, 6 voters for the
candidate number 2, 3 voters for candidate number 3, 2 voters for the candidate number
4, and 4 voters for the candidate number 5.
3.

The votes are encrypted using the FV scheme.
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4.

We have

FV(R) = FV(x + x6) + …+FV(x + x6) + FV(x2) + …+FV(x2) + FV(x4 + x7) + …+ F V(x4
+ x7) +FV(x3 + x8) + …+FV(x3 + x8) + FV(x9) + …+FV(x9)
= FV (5(x + x6) +6 x2 +3(x4 + x7) + 2(x3 + x8) + 4 x9)
= FV (4 x9 +2 x8 +3 x7 +5 x6 +3 x4 +2 x3 +6 x2 +5x)
After decryption we obtain: R=4 x9 +2 x8 +3 x7 +5 x6 +3 x4 +2 x3 +6 x2 +5x.

5.

6.
For the polynomials 𝑃1 , 𝑃2 , 𝑃3 , 𝑃4 𝑎𝑛𝑑 𝑃5 , we have : ∑9ℎ=1 𝑎1ℎ 2 = 2,
∑9ℎ=1 𝑎2ℎ 2 = 1 , ∑9ℎ=1 𝑎3ℎ 2 = 2 , ∑9ℎ=1 𝑎4ℎ 2 = 2 , 𝑎𝑛𝑑 ∑9ℎ=1 𝑎5ℎ 2 = 1 respectively.
Then, since
𝑏𝑖 =

〈𝐶𝑜𝑒𝑓(𝑃𝑖 ), 𝐶𝑜𝑒𝑓(𝑅)〉
∑𝑑ℎ=1 𝑎𝑖ℎ 2

We get

4.4.

𝑏1 =

〈𝐶𝑜𝑒𝑓(𝑃1 ),𝐶𝑜𝑒𝑓(𝑅)〉

𝑏2 =

〈𝐶𝑜𝑒𝑓(𝑃2 ),𝐶𝑜𝑒𝑓(𝑅)〉

𝑏3 =

〈𝐶𝑜𝑒𝑓(𝑃3 ),𝐶𝑜𝑒𝑓(𝑅)〉

𝑏4 =

〈𝐶𝑜𝑒𝑓(𝑃4 ),𝐶𝑜𝑒𝑓(𝑅)〉

𝑏5 =

〈𝐶𝑜𝑒𝑓(𝑃5 ),𝐶𝑜𝑒𝑓(𝑅)〉

2
∑𝑑
ℎ=1 𝑎1ℎ

2
∑𝑑
ℎ=1 𝑎2ℎ
2
∑𝑑
ℎ=1 𝑎3ℎ
2
∑𝑑
ℎ=1 𝑎4ℎ
2
∑𝑑
ℎ=1 𝑎5ℎ

=
=
=
=
=

〈(1,0,0,0,0,1,0,0,0)),(5,6,2,3,0,5,3,2,4)〉
2
〈(0,1,0,0,0,0,0,0,0)),(5,6,2,3,0,5,3,2,4)〉
1
〈(0,0,0,1,0,0,1,0,0)),(5,6,2,3,0,5,3,2,4)〉
2
〈(0,0,1,0,0,0,0,1,0)),(5,6,2,3,0,5,3,2,4)〉
2
〈(0,0,0,0,0,0,0,0,1)),(5,6,2,3,0,5,3,2,4)〉
1

=5
=6
=3
=2
=4

Votes calculation: monomials case (optimal case)

In this section we propose an amelioration of the algorithm 1 that gives less operations
to compute the number of votes. Each candidate i votes by the monomial 𝑃𝑖 (x) = 𝑋𝑗 ,
to obtain 𝑅(𝑥) = ∑𝑚
𝑘=1 𝑏𝑘 𝑃𝑘 (𝑥), with 𝑏𝑘 is number of votes of candidate k calculated
as in the following corollary.
Corollary 4.3. For 1 ≤ i ≤ m and 1 ≤j ≤ d , let 𝑃𝑖 = 𝑋𝑗 representing the vote in favor of
the candidate i and v < t. Let 𝑅(𝑥) = ∑𝑚
𝑖=1 𝑏𝑖 𝑃𝑖 be the polynomial representing all
votes. Then,
(1)

the number of votes 𝑏𝑘 in favor of the candidate k is
𝑏𝑘 = 〈𝐶𝑜𝑒𝑓(𝑃𝑖 ), 𝐶𝑜𝑒𝑓(𝑅)〉

(17)
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where 〈𝐴, 𝐵〉 is the dot product of the vectors A and B.
(2)

The complexity of calculation is optimal.

Proof.
(1)
let 𝑃𝑖 = 𝑋𝑗 representing the vote in favor of the candidate i, and v < t.
𝑅(𝑥) = ∑𝑚
𝑖=1 𝑏𝑖 𝑃𝑖 Then according to Lemma 4.2, we have

𝑏𝑘 =

〈𝐶𝑜𝑒𝑓(𝑃𝑘 ), 𝐶𝑜𝑒𝑓(𝑅)〉
∑𝑑ℎ=1 𝑎𝑘ℎ 2

(18)

where ∑𝑑ℎ=1 𝑎𝑘ℎ is the sum of the coefficient of 𝑃𝑘 . In this case ∑𝑑ℎ=1 𝑎𝑘ℎ = 1 because
𝑃𝑘 is a monomial and
𝑏𝑘 = 〈𝐶𝑜𝑒𝑓(𝑃𝑘 ), 𝐶𝑜𝑒𝑓(𝑅)〉
(2)

(19)

The complexity of Step 4 of Algorithm 1 is equal to the complexity of
𝑏𝑘 =

〈𝐶𝑜𝑒𝑓(𝑃𝑘 ), 𝐶𝑜𝑒𝑓(𝑅)〉
∑𝑑ℎ=1 𝑎𝑘ℎ 2

(20)

Observe that in this new case, Step 4 becomes 〈𝐶𝑜𝑒𝑓(𝑃𝑘 ), 𝐶𝑜𝑒𝑓(𝑅)〉, so we conclude
that the case of monomials is best in term of complexity.
This terminates the proof.
4.5.

The Security of the New Scheme

In this section we show that the proposed system achieves the security requirements.
4.5.1.

Authentication and uniqueness

Only people in the electoral roll can vote, and every participant can vote once at most.
(1)

Each voter authenticate with Tesla# [18].

(2)

If voter authenticate another time to vote, he is blocked for uniqueness.

4.5.2.

Privacy

Votes can not be related to voter identities
All the votes are encrypted using the FV cryptosystem, so that no information
can be obtained from an encrypted result.
(1)
(2)

Only trusted party which acts honestly can decrypt and has got the result of vote.

The algorithm used for authentication is Tesla#. Hence, no information leaks
from it.
(3)
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4.5.3.

Fairness

No partial results can be revealed before the end of the voting period, no vote is
decrypted before the ending of the voting period, and only trusted party can decrypt.

4.5.4.

Verifiability

Correctness of the process can be checked
The algorithm of the calculation of result is public and anyone can verify its
correctness,
(4)
(5)

The correctness of decryption is proved.

4.5.5.

Post quantum security

All cryptographic schemes applying FV for encryption and Tesla# for authentication
are resistant to quantum attacks. As a consequence, our scheme is secure and resistant
to quantum attacks.
5.

COMPLEXITY AND PERFORMANCE OF THE SCHEME

5.1.

Complexity study of the new scheme

The key technical barrier to realizing homomorphic encryption based representation
matching is the computational complexity of the FV scheme, especially the votes
encryption addition. Fundamentally, the addition of two votes in the plaintext
transforms to addition of two polynomials of degree n, the degree of the modulus
polynomial 𝑥 n + 1 and v is the voters number. Table 1 presents the complexity of
different vote treatment phases.
Table 1: Complexity of the scheme
Vote Encryption

O(𝑛2 log(𝑛))

Ciphertext addition

Result decryption

Results Computing

O(v𝑛 log(𝑛))

O(𝑛3 )

O(md)

In our electronic voting scheme we can use the RNS Variant of FV [22], in this case,
the decryption complexity becomes O(𝑛2 log(n)) instead of O(n3 ) in FV based scheme.
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Implementation and performance of the new scheme

SEAL library [10] is an open source library, developed in 2015 in C ++ by a Microsoft
team. It implements FV cryptosystem with no external library dependencies. In SEAL,
the user chooses the security level, the plaintext modulus (no limit for the choice) and
the degree.
In this section we give results of our experiments: First we compare the calculation vote
function presented in Algorithm 1, and we show how this function is efficient especially
for the monomials case. Second, we implement our e-voting scheme using SEAL
library, starting with the encrypting of votes, the additive homomorphic encryption, and
the decryption of final result.
We have implemented the algorithm using SEAL library with C + + and have
experimented it in a computer with an Intel Core i5 5200 2.20 GHz CPU with 8GB of
RAM running ubuntu 20.04 as OS. The parameters of FV cryptosystem for 128 bits of
security are chosen as follows: n = 4096, t = 100090, q ≈2110 .
In our scheme the homomorphic addition is efficient, as shown in Table 2. The run time
is only equal to 9 seconds for 100000 encrypted votes.
Table 2: Homomorphic addition run Time (s)

3

102
0.008880

103
0.090728

104
0.896139

105
8.973199

5

0.008725

0.087658

0.907500

8.813361

9

0.008707

0.088323

0.906385

8.902762

m\v
Run Time

In Figure 2, we present a comparison of the run times between the monomials case and
the general case 1 of our vote calculation function. The monomials case remains better
even if the number of voter becomes higher.

Fig. 2: Algorithm 1 run time
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The average run time of FV encryption cryptosystem is fast and does not exceed one
second as shown in Figure 3. Also the run time of decryption of the final result is very
fast, around 5 ms as is shown in Figure 4.

Fig. 3: Encryption run time

Fig. 4: Decryption run time
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CONCLUSION

We presented a new secure electronic voting scheme based on Fan and Vercauteren
cryptosystem which is an additive homomorphic cryptosystem to guarantee privacy.
We implemented our scheme and proved its efficiency. We have also shown that our
scheme is correct and secure against quantum attacks.
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