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Abstract 

Wireless communication technologies are experiencing rapid advancement 

because of its high quality and high speed of information transmission from 

one place to another. With this advancement, it is important to ensure the 

security of Wireless Sensor Networks. One of the major security issues in 

WSNs is eavesdropping which is an attack that captures information 

transmitted over a network by other devices.Eavesdropping attacks are 

insidious, and it is difficult to know they are occurring. Once you connected to 

a network, users may unwittingly feed sensitive information like passwords, 

account numbers, surfing, the content of email messages, etc. Therefore, 

security enhancement in communication in wireless networks is in demand. 

This paper will focus on the Wireless sensor networks, its applications, and 

limitations. Secondly, the paper will introduce the concept of Eavesdropping 

issue in WSNs. This research will explore the existing techniques used to 

detect the network vulnerable to eavesdropping attack. Also, the paper will 

review the various routing protocols and algorithms used by different 

researchers for security enhancement and protecting wireless networks from 

attacks or security issues. 

Index Terms: Wireless Sensor Networks (WSNs), Eavesdropping, and 

security enhancement. 

 

1. INTRODUCTION 

1.1. Wireless Networks 

The wireless network is a network in which wireless connection is built up between 

network containing nodes. A wireless network is a technique through which 
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communications networks builds up a link between different devices without utilizing 

wires or cables. Transmitting signals employing medium radio waves rather than 

wires is called wireless. [2] Examples of wireless network communications 

includesWi-Fi network or WLAN in which wiresare not utilized for setting up a 

connection between devices. More examples of wireless networks are satellite 

communication networks, wireless sensor network, and terrestrial microwave 

networks. [6]Wireless sensor networks are networks consisting of sensor nodes that 

are arrangedin a large scale sensing field without using the wiring system in its 

infrastructure. [12] The goal of the sensor is to collect the information at the regular 

intervals and then transform the data into a digital signal and then finally send the 

signal to the base node. Before monitoring the environment, sensor nodes must 

identify their neighbor nodes and forms a network. [9] 

 

1.2. Types of Wireless Networks 

Wireless networks can be classifiedon the basis of range, which is intended to offer a 

particular usagesegment depends on transfer speed needs, distance, a variety of 

variables and power. 

 Wireless Local Area Network (WLAN): It is a network that connects at least 

two devices utilizing wireless distribution techniques to access the internet in 

restricted hotspots through a PDA, portable PC, and wireless local area network. It 

uses radio waves with high-frequency, and their range in the small distance give 

fast speed. 

 Wireless Metropolitan Area Networks (WMAN): It is a network that allows 

accessing internet services using WLAN and interfaces a few wireless LANs. 

They give high data rate, and their range is broad.  

 Wireless Wide Area Network (WWAN): It is a network that allows accessing 

internet services using WWAN access card or laptop and spreads a huge region. 

They give high data rate, and their range is additionally broad. E.g. GSM, CDMA.  

 Wireless Personal Area Network (WPAN): It is a network that connects devices 

in a limited capacity to focus people reach. They also offer high data speed, yet 

their range is restricted. 

 

1.3. Wireless Sensor Network 

Wireless sensor networks are networks consisting of sensor nodes that are arrangedin 

a large scale sensing field without using the wiring system in its infrastructure. [12] 

The goal of the sensor is to collect the information at the regular intervals and then 

transform the data into a digital signal and then finally send the signal to the base 

node. Before monitoring the environment, sensor nodes must identify their neighbor 
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nodes and forms a network. [9] 

The wireless sensor network could be categorized into two types: 

1. Homogeneous networks – In the homogeneous type of network, the single 

network topology is used, and this is not a complex network. Therefore, in 

brief, we can say that sensor network in which the sensor nodes have the 

similar hardware complexity, and battery energy is called homogeneous 

networks.  

2. Heterogeneous networks- In heterogeneous network various topologies are 

employed, and this makes it very complex network. In short, we can say that in 

heterogeneous networks there are two or more nodes with the use of different 

functions and battery energy. The actualintention behind the heterogeneous 

network is the necessity of additional battery energy, and extra complex 

hardware is installing in it. [19] 

 

1.4. Advantages of wireless sensor networks 

Some of the common advantages of wireless networks include: 

 Flexibility: Wireless sensor networks allow to access the network from anywhere. 

It even enables to connect remotely away from the building. WSNs provide 

flexibility in case of ad hoc environment when there is additional workstation 

needed. [11] 

 Less expensive: Wireless sensor networks do not need wires or cables to connect 

and also requires less maintenance. Hence, the cost of implementation is cheap. 

[11] 

 VoIP facility: Wireless sensor networks offers VOIP or voice over internet 

protocol service. 

 Scalability: A new user could be easily added to the wireless connection because 

of its scalability by using a password and update it on the server. 

 Easy to setup: Networks could be setup without fixed infrastructure. 

 

1.5. Disadvantages of wireless sensor networks 

 Security issues: Security is a major solicitous in any method of communication. 

Wireless sensor networks include the risk of eavesdropping. So, they use the 

encryption techniques and authentication mechanisms for security. 

 Reliability: Wireless sensor networks get easily affected by surroundings, so, the 

signal is affected by interference. It is also affected by some propagation effects. It 

is difficult to handle this kind of disturbances by the administrator. [11] 

 Less speed: Wireless sensor network is slow in nature as compared to wired 

network and the speed gets decreases in a busy network. [11] 
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1.6. Security issues in Wireless Networks 

Wireless sensor networks are very weak and face many types of security attacks 

caused to the broadcast. The security threats and attacks in a wireless sensor network 

are as follows: 

1. Sybil Attack- Sybil attack is the vulnerable attack to the wireless sensor network. 

In such a caseone node is attached to the another node using different identical 

legal nodes. Therefore, a single node can represent the multi identities to other 

nodes in the network. It helps to integrate the data, security and resource 

utilization. Authentication and encryption and mechanisms can prevent the 

outsider to launch the Sybil attack in the wireless sensor network. [7] 

2. Wormhole attack- Wormhole attack is the important attack in which the attacker 

stores the packet at a particular location of the network and channels those to 

another place. Wormhole attack is a significant risk to wireless sensor network as 

these types of attacks do not need compromising the sensor in the network or 

other. 

3. Denial of service attack (DoS) - Denial of service attacks could disrupt the 

wireless transmission and occur in the form of noise or collision at the receiver 

side or the context of attacks. There are some targets that attackers used to reach 

them for example network infrastructure, network access, and server application. 

Denial of service attack is not only meant for the adversaries to seek to disrupt or 

to destroy the network but also for the event that diminishes the network 

capability to provide the service. Denial of service attacks occurs in diverse layers. 

[10] 

4. Hello flooding attack-  This attack employs HELLO packet in the form of a 

weapon to access the sensors in the networks. The attacker with the high Radio 

transmission processes the power transfer hello packet to numerous of sensor 

nodes, and they are separated in the larger area within a wireless sensor network. 

There are several agreements that need HELLO packet radio node to node 

adjacent to its broadcasting. A malicious node with a powerful connection that 

sends the HELLO messages to nodes and will send data to it. [10] 

5. Sinkhole Attack- The sinkhole attack is particularly the dangerous attack that 

prohibits the base station to gain accurate and correct sensing data. In a sinkhole 

attack, the goal is tomake a metaphorical sinkhole with the adversary at the center. 

Sinkhole attacks work by making nodesparticularly attractive to neighboring 

nodes with using the routing algorithm. [10] 

So these are the attacks and threats which make aweak signal to the networks. Many 

threats are introduced in the wireless sensor networks that are helpful to the 

environment and other security based things. 
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1.7. Eavesdropping 

Eavesdropping is an attack that captures information transmitted over a network by 

other devices and computers such as password, confidential information, session 

tokens. Eavesdropping is a process used to gather information from a network by 

snooping over wired networks as wireless networks. The unauthorized real-time 

interruption of private communication for examplevideoconference, fax transmission, 

instant message or phone call is known as eavesdropping. Eavesdropping can be done 

over telephone lines, email, internet services like online banking, POS (point of sales), 

etc. VoIP communications are also affected by eavesdropping such as Trojans. 

[7]Network eavesdropping is a network attack to effect the network communication 

which is transmitted by computers and reading the data and find out any kind of 

information. To perform the operations of eavesdropping on the wired network is 

difficult because there is a need to tap the network using network tap which is a 

hardware device which provides to access data flowing across the network which 

cannot achieve until wire of the network touched by an eavesdropper.  

 

2. LITERATURE SURVEY 

Xu, et al. [2016] proposed the design for the secure relay communications in the IoT 

(Internet of Things) network. The design technique suggested by the researcher for the 

communication is exposed to eavesdroppers with unknown number and locations. The 

study considered the single antennas and multiple antennas scenario in the proposed 

transmission protocol and obtained the optical power allocation, code word rates, and 

secrecy outage probability for both the systems. The concluded results showed that 

use of multiple antennas in the supposed technique is beneficial and if relay 

transmission system or design technique is used properly, it can lead to increase or 

improve the secrecy throughput and extend the secure coverage area [1]. 

Li & Lee et al. [2012] suggested a novel user authentication scheme with smart cards 

for the wireless communication environments. The report described that the various 

existing schemes for authentication in the wireless networks like anonymous user 

authentication scheme introduced by He are prone to eavesdropping attack and is not 

practical for real-life implementation. The result concluded by the study clearly 

showed that the technique proposed in the paper is more secure, immune to a variety 

of attacks and a good scheme that can be implemented in the mobile wireless 

networking [2]. 

He et al. [2011] explained the existing smart card-based secure authentication schemes 

along with their weaknesses and proposed a secure and light-weight authentication 

scheme in which user anonymity is presented. The scheme suggested by the study is 

simple to implement for the mobile users because of the reason that it only performs 

encryption and decryption operations. Due to the simplicity of the scheme, the 



1190 Dr. Charanjit Singh and Dr. Rajbir Kaur, Mitthatmeer Kaur 

technique enjoys computation and communication efficiency. The result obtained 

shows that provided scheme is better, simple and secure as compared to earlier card 

based authentication schemes [3]. 

Xenakis&Merakos [2004] discussed the security framework of 3G mobile networks 

including security requirements, a security architecture that is used for the Universal 

Mobile Telecommunication Systems (UMTSs) network. The study points out that use 

of the existing security schemes like VPN (Virtual Private Networks), firewalls for the 

UMTS network resulted in the vulnerability of the network and thus specified a 

proposal for enhancement of security in 3G networks. The result showed that 

suggested proposal couldbe easily combined with the existing network architecture 

for ensuring the safe functionality of the UMTS networks [4]. 

Plößl&Federrath[2008] specified an efficient security infrastructure for the vehicular 

ad hoc networks (VANET) along with giving the security requirements like 

confidentiality, integrity, and availability, etc. The scheme is proposed for the 

VANET networks because of the fact of the increase in traffic on roads and thus 

having requirement of the safety of people. VANETs have the ability to enhance the 

road safety for the people. Thus result obtained showed that VANET is useful 

networks for people to maintain road safety [5]. 

Chen, et al. [2015] reviewed an emerging technique called Wireless Information and 

Power Transfer (WIPT) along with the challenges faced by the scheme during its 

operation. The challenges faced by the WIPT scheme are like it is susceptible to 

channel fading and path loss, shorter power transfer distance, the problem in 

balancing spectral efficiency while transmitting information, etc. Thus to overcome 

these problems faced by the WIPT scheme, the research proposed a multi-antenna 

based WIPT techniques based on typical multi- antenna techniques that are: limited 

feedback multi-antenna technique for short-distance transfer; and the large-scale 

multiple-input 

Multiple-Output (LS-MIMO, also known as massive MIMO) technique for long-

distance transfer. The result obtained clearly shows that this scheme is effective than 

the earlier WIPT technique [6]. 

Raj, et al. [2012] emphasized on the concept of Security Enhancement in Wireless 

Sensor Networks using Machine Learning. As the Wireless Sensor Networks (WSNs) 

more prone to DoS (Denial of Service) attack, therefore it becomes necessary to 

ensure the security of these networks. The DoS attacks can lead to the system or 

network breakdown, or the system can make the wrong decisions in such situations. 

Thus to overcome the problem, the study proposed two 

Techniques for detecting the DoS attacks. The schemes are neural networks (NN) and 

Support Vector Machines (SVM) which help in the detecting the DoS attacks at the 

medium layer. The analysis done in the research showed the fact that SVM scheme is 
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better and fast in detecting DoS attacks than the NN technique [7]. 

Tyagi &Dembla [2016] specified a mechanism for detecting and preventing the 

security attacks that occur in the routing protocols of the vehicular ad-hoc network 

(VANET).  The VANET are the vehicular ad hoc networks whose main purpose of 

maintaining the road safety of vehicular devices. But these networks are susceptible to 

attacks like Warm Hole attacks, denial of service attacks and Black Hole Attacks. This 

paper investigated the routing algorithms of VANET networks and proposed a 

mechanism to detect and prevent the network from black hole attacks specifically. The 

results provided by the study proved that the proposed mechanism leads to increased 

security and detection and prevention of Black Hole Attacks [8]. 

Conti et al. [2007] presented an Enhanced Cooperative Channel Establishment 

protocol for secure pairwise communication in wireless sensor networks. The 

presented protocol is distributed and probabilistic protocol which allows setting up of 

a secure channel between apair of sensors of a wireless sensor network. The analysis 

conducted by the study cleared that specified mechanism helped in setting the secure 

channel and provided the increased probability of a channel resilience [9]. 

Karlof&Wagner [2003] discussed the attacks that occur in the process of routing in 

the wireless sensor networks. The study presented the various attacks that occur 

against wireless sensor networks like HELLO flood attacks, acknowledgment 

spoofing, wormholes and sinkholes attacks, etc. and also suggested a variety of 

measures for handling these various types of attacks. Although the various types of 

routing protocols have been designed for the wireless sensor networks, none of these 

are designed with the goal of security in mind. Thus it is concluded from the research 

that currently available protocols are not secure and there is a need to develop secure 

protocols for wireless sensor networks so that these networks can be utilized in 

various applications [10]. 

Di Pietro, et al. [2014] analyzed the various types of wireless ad hoc networks like 

WSNs (Wireless Sensor Networks), UWSNs (Unattended Wireless Sensor Networks), 

WMNs (Wireless Mesh Networks), DTNs (Delay Tolerant Networks) and VANETs 

(Vehicular Ad-hoc Networks). All these wireless ad hoc networks are discussed in 

depth along with their privacy and security features and problems. Thus research 

concluded that there are a few issues that need further research like making security 

and privacy compatible with scalability, increase the efficiency of bandwidth, node 

mobility issue and also to achieve worldwide standardization [11]. 

Di Pietro & Viejo [2011] addressed the issue of preserving the location privacy and 

resilience in wireless sensor networks querying mainly when sensor networks send 

broadcasted query. The study proposed two protocols to address the issue of location 

privacy and resilience in the wireless sensor networks, out of which one is a 

deterministic solution, and other is the probabilistic solution. Thus findings by the 
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study revealed that proposed solution help in preserving location privacy and 

resilience where the second solution is highly efficient, because of improved 

efficiency with a possible (tunable) loss in the accuracy of the query result [12]. 

Li, et al. [2011] proposed an Energy-efficient and high-accuracy secure data 

aggregation scheme for wireless sensor networks. Data aggregation is an important 

technique used in the wireless sensor networks for the purpose of reducing the 

communication overhead and increasing the lifetime of the wireless sensor network. 

As today wireless sensor networks are utilized in many security-criticalapplications. 

Thus it becomes important that data aggregation scheme that is used for wireless 

sensor networks should be designed by keeping security goal in mind. The findings 

and analysis provided by the study showed that suggested scheme is better that the 

existing schemes [13]. 

Roman, et al. [2013] explored the features and challenges of security and privacy 

In distributed internet of things. In the distributed architectures, entities exchange 

information and communicate with each other in a dynamic way. The study provided 

a deep detail on distributed internet of things and concluded that although distributed 

architectures have various features, still there are numerous challenges that need to be 

solved, like assuring interoperability, reaching a business model, and managing the 

authentication and authorization of entities [14]. 

Stavrou&Pitsillides[ 2010] examined the various secure multipath routing protocols 

used in the wireless sensor networks (WSNs). The study described the various 

multipath routing protocols along with their security aspects, objectives, and 

implementation approach. The paper also lists the reasons that demand the security in 

multipath routing protocols, and for this reason, thestudy suggested the thread model 

that can be used for secure routing in the WSN networks and also specified a basic set 

of criteria that need to be considered while choosing the routing protocol [15]. 

Bao, et al. [2013] proposed the relay selection schemes for dual hop networks with the 

security constraints, in which a number of eavesdropper nodes may listen to the 

source message. To reduce the message hacking of source message by the 

eavesdropper nodes,  system model and three relay selection techniques are discussed 

in the paper that area minimum selection, conventional selection and optimal selection 

and the system performance for the three schemes based on the various factors like 

non-zero achievable secrecy rate, secrecy outage probability and 

achievable secrecy rate is analyzed. The analysis clearly shows the correctness of the 

approaches [16]. 

Han et al. [2009] introduce the Physical Layer Security Game so that the malicious 

nodes are not able to obtain the information.The study suggested that security capacity 

can be improved using friendly jammers interfere with the eavesdroppers. Findings 

from study showed that the game outcomes are able to achieve effectiveness of 
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friendly jamming and prevent the eavesdroppers from obtaining the information [17]. 

Arbaugh, et al. [2002] discussed that security mechanisms used by the various 

majority of access points supporting the IEEE 802.11 wireless standard have various 

security flaws. Thus most of the deployed 802.11 wireless networks are at risk of 

compromise. The research revealed that the combination of these mechanisms 

couldprovide a robust interim solution until hardware 

supporting the new standards is deployed, and suggested novel solution does not 

require any changes or additions to any deployed wireless equipment, and is easily 

deployed [18]. 

Yang, et al. [2015] examined the security, a major issue in the 5G network where 

wireless transmissions are inherently vulnerable to security breaches. To maintain the 

security study focused on the physical layer security, which safeguards data 

confidentiality. The study describes three technologies for security that are 

heterogeneous networks, massive multiple-input 

Multiple-Output, and millimeter wave. The novel solutions developed by the research 

can take data 

confidentiality to a whole new level, thus creating a new security paradigm for the 5G 

networks [19]. 

Dantu, et al. [2006] examined the EAP (Extensible Authentication Protocol) methods 

for wireless networks. The study examined the variety of widely used EAP methods 

are examined and evaluated for their advantages and susceptibility to types of attacks 

and proposed suitable EAP methods for wireless technologies beyond LANs, 

including RFID and WiMAX. The Findings of the research clearly showed that a new 

lightweight and secure EAP method is warranted for fixed mobile convergence 

interoperability [20]. 

 

3. FINDINGS 

N Table 1: Findings of existing techniques used to improve the security in WSNs 

vulnerable to different attacks. 

Name of author Technique/Method                 Output  

Xu, et al. (2016) Relay communications in IoT 

networks with multiple 

eavesdroppers 

Relay transmission can 

enhance the secrecy 

throughput and 

extend the secure 

coverage area 

Li & Lee (2012) User authentication schemes 

featuring user anonymity 

with smart cards for wireless 

communication 

effective in protection 

from the weaknesses 

achieves fairness 

of the session key 
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agreement, 

cost-effective for 

seamless roaming over 

wireless networks 

He et al. (2011) Authentication scheme with 

user anonymity with smart 

card based authentication 

protocols 

Performance was 

measured in execution 

time of the login, and 

authentication phases of 

proposed scheme is less 

than 0.55 ms 

Xenakis&Merakos(2004) Security mechanism for 

Universal Mobile 

Telecommunication System 

(UMTS) network 

Enhance the 3G-security 

architecture, provide 

advanced security to 

UMTS network 

Plößl&Federrath(2008) Protect privacy of the 

VANET users 

Efficient in terms of 

computational needs and 

bandwidth overhead 

Chen, et al. [2015] Comparison of two multi-

antenna techniques for 

wireless 

information and power 

transfer (WIPT) 

the scheme is effective 

than the earlier WIPT 

technique 

Raj, et al. [2012] Security Enhancement in 

Wireless Sensor Networks 

using Machine Learning 

techniques neural networks 

(NN) and Support Vector 

Machine (SVM) for detecting 

the DoS attacks.  

SVM scheme is better 

and fast in detecting DoS 

attacks than the NN 

technique 

Tyagi &Dembla [2016] routing algorithms of 

VANET networks 

increased security and 

detection and prevention 

of Black Hole Attacks 

Conti et al. [2007]  Enhanced Cooperative 

Channel Establishment 

protocol  

secure channel and 

provided the increased 

probability of a channel 

resilience 

Di Pietro & Viejo [2011] Two protocols to address the 

issue of location privacy and 

resilience in the wireless 

sensor networks 

the probabilisticsolution 

is highly efficient, 

improved efficiency with 

a possible (tunable) loss 

in the accuracy of the 

query result 

 

 



Review of security enhancement techniques for Wireless Sensor Network 1195 

4. CONCLUSION 

Secure transmission is important for the use and acceptance of wireless sensor 

networks. This paper reviewed the various routing protocols and algorithms used for 

security enhancement and protecting wireless networks from attacks or security 

issues.The issue of eavesdropping is also discussed. This review included the 

techniques used to improve the security. The findings of this paper will contribute to 

the further research on this topic and in implementing security enhancement of 

communication in wireless networks. Using the information gathered in this paper, a 

new technique can be proposed using relay communications and by implementing 

routing algorithms to ensure the security of wireless networks with multiple 

eavesdroppers. 
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