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Abstract 

 

In current world everyone wants to communicate without the need of a 

physical infrastructure, at a low cost, high speed and low power 

consumption. All these features made the wireless communication 

technology as a first choice for every individual or by any 

organization. For a small organization or in home networks WLAN is 

being widely recommendable solution. It can replace the wired LAN 

and offers many benefits to the market momentum. Apart from these 

advantages security is the fundamental aspect where research is going 

on. WLAN faces many security challenges especially in Wi-Fi 

networking. The goal of this paper is to discuss the major privacy 

security issues, attacks, solutions and fundamental security 

requirements of wireless communication.  
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1. INTRODUCTION 

The development of ICT contributes to the society in various aspects. The 

emergence of wireless network standards expands the possibilities of wireless 

connectivity. Now a day’s WLANs is popular due to its extraordinary features 

like low cost, low power consumption, high speed, flexibility etc. In last few 

years use of wireless networking shows tremendous growth in the market. In 

an organization WLAN is more suitable due to the reduced cost of Hardware 

components, fast speed of transferring data and availability of the 



774 Menal Dahiya  

communication at anytime and anywhere in the world. User can transfer heavy 

files with in a second through radio waves and able to access the internet 

without the need of cables. Apart from all these facilities, WLANs are facing 

threats of security. WLAN provides a good security level as compared to 

wired network but when we talk about the transfer of sensible information 

across the WLAN, then the level of security to be of high level. So various 

researcher are working on the enhancement of WLAN security [1]. 

In 1997, IEEE announced the release of 802.11 Wireless Local Area Network 

(WLAN). It specifies MAC (Media Access Control) and physical layer 

requirement for wireless LANs. Later on in 1999, two physical layer 

requirements 802.11a and 802.11b presented with the data broadcast rates of 

11 and 54Mbps. Both standards are based on different techniques and operates 

at different frequency band i.e. 802.11a is depend on OFDM (Orthogonal 

Frequency Division Multiplexing) and operates at 5Ghz band whereas 802.11b 

is based on DSSS (Direct Sequence Spread Spectrum) and operates on band of 

2.4Ghz [2]. 

Although wireless communications have enough benefits over the usual wired 

networks in contrast it is very much prone to intrusion attacks. Wireless 

network faces many challenges due to their vulnerabilities. Wi-Fi technology 

offers user to communicate through internet when connected to access point or 

in ad-hoc node. The architecture of IEEE 802.11 consists of various 

components that support mobility transparency to other layers.    

 

2. SECURITY ISSUES IN Wi-Fi 

Before giving out the security solutions to Wi-Fi network, it is necessary to 

investigate the security issues [3]. 

2.1. Data Interception 

Data sent over waves can be captured by intruder easily. Intruders attacks on 

massage integrity and harm the receiver also. 

2.2. Rogue Access Point 

Penetration by unauthorized access points has been a top worry for a network. 

2.3. Denial-of Service 

It is an inherent attack in WLAN. Everyone shares the same unlicensed 

frequencies. 

2.4. Ad-Hocs and Soft APs 

Wi-Fi enable devices establish ad-hoc connections that pose risk because they 

do not follow the network security policies. These ad-hocs and soft APs 
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provide easy, direct and automated connections to other users by bypassing 

network security and routing traffic on the network. 

2.5. Cracking Attacks 

Various tools are used to crack Wi-Fi passwords. The Wi-Fi protocols like 

WEP, WPA1, WPA2, must set their passwords as strong as possible. 

2.6. Wi-Fi Encryption 

The creation of WEP was very effective at early years, but with the evolution 

of computer technology and the reduced cost of computational power, WEP 

was easily defeated [4]. 

2.7. Default Passwords 

Default password that was assigned by the manufacturer was easily hackable 

by hackers. Hackers use these default passwords and gain sensitive 

information from your network. 

2.8. Modulation Spectrum Technique 

This technique of spectrum modulation of Wi-Fi has very low security which 

can be violated easily and anyone can hack the network for using your code of 

activity.  

 

3. SECURITY SOLUTIONS FOR WI-FI 

We have discussed various security issues in earlier section and the major 

threats are fabrication, modification and interception. Following are some 

security measurements that overcome the security threats [5]. 

3.1.Encryption 

There are various methods of encryption available for the organization. This is 

one of the best methods that protect the transmitted information over the 

network. Symmetric key encryption and asymmetric key encryption methods 

are important for organization subject to regulation [6].   

3.2.Securing Wireless Access Point 

Unauthorized configured wireless access point plays vital role in breaking the 

confidentiality of the network. Organization can reduce the risk of these types 

of access points by taking these counter measures: a) Eliminate rogue access 

points, b) Default setting need to be changed i.e. perform secure configuration 

of authorized access. 
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3.3.Reduce the Risk of Denial-of-Service Attacks  

Regular periodic audits of wireless networking activity can identify the 

problem areas; removal of the offending devices may reduce the risk of DoS 

attacks [6]. 

3.4. Wi-Fi Protocols  

Popular Wi-Fi protocols that protect the security level of Wi-Fi are WEP and 

WPA. WEP is used to secure communication between APs and STAs. It is 

based on stream cipher encryption algorithm “RC4”. It was proved that WEP 

failed as a security protocol because of many reasons. On the other hand WPA 

protocol is better than WEP but do not protect the data completely. So the 

algorithm used in these protocols should be modified as per the requirement. 

3.5.Signal Hiding Techniques 

Attacks need the location and identification of wireless networks. SSID is a 

network identifier number broadcast by APs. STAs cannot access the network 

if he/she not knowing the SSID number. Therefore, for preventing the 

network, we should turnoff the SSID broadcast when not in use, and assign 

cryptic names to SSIDs [6]. 

3.6.Securing Wireless Network using 

 Firewall Technology 

 Encryption and Decryption Technique 

 Don’t Access Public Hot Spots 

3.7.Soft Computing Techniques  

Soft computing and its associated methodologies are new; therefore they have 

capability of expansion in different areas. 

 Artificial Neural Network:-ANNs are non-algorithmic technique inspired 

by biological neurons systems. Wireless applications are non-linear in 

nature. Thus the associability of ANN with wireless makes the system 

effective and robust than conventional linear procedures [7]. 

 Fuzzy Logic:-It is rule based framework for solving a variety of problems 

in wireless networks. While dealing with wireless networks, we 

emphasizes on the need of tracking uncertainty and ambiguity. Thus fuzzy 

logic provides an approximate mechanism of systems that are difficult for 

analysis. 

 Genetic Algorithm:-This method of soft computing is based on genetics 

and natural selection. Genetic algorithm presents a very effective tool for 

addressing the multifaceted optimization needs of wireless networks [8]. 



Security Issues and Solutions in Wi-Fi 777 

4. CONCLUSION      

WLAN are used to connect different wired structures of an organization. So 

maintaining the security of WLAN is a crucial factor for an organization 

because WLANs are directly associated with the core network of organization. 

WLAN security is a constantly changing mechanism as they works on OTA 

and easily exposed to a hackers group. We have presented various security 

issues of wireless network and their solutions in this paper. All the security 

solution is good enough and easy to implement in an organization. Soft 

computing is an emerging field and it provides a platform that helps in 

detecting and preventing network intrusions and other attacks. 
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