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Abstract ----This paper is about the Group Key(GK) which is 

shared only by a group of mobile devices. This paper explains a 

new Group Key Management framework for the environment 

with dynamic mobile subscribers. Group key management  plays 

very efficient and necessary role in mobile communication for 
enabling access control.The big thing is how to minimize the 

communication cost for generating rekeying among group 

members Previously,the concept is based on the assumptions 

where the group members have the same leaving probabilities 

and also that the tree is balanced and complete, but these 

assumptions are impractical.It’s might applicable for only a 

specific number of users.  In my approach, first compute the 

exact communication cost for the general key-tee so no need for 

any assumptions. On the basis of the accurate communication 

cost,the paper express two algorithms for this purpose- one for 

fundamental construction of a basic key-tree and another for 

upgrading the key-tree after membership changes. The first 

algorithm provides the framework to make an optimal key-tree 

that reflects the characteristics of users’ leaving probabilities, 

and the second algorithm provides regular maintenance of 

communication with less overhead in group rekeying 

 

Key terms : Encryption, Decryption, Key communication, Group 

management, Communication, Mobile devices. 

 

 
I. INTRODUCTION 

 

Nowadays, Mobile communication with multicast service 

will be a key management application for applying a large 
group of subscribers simultaneously.  Because the reason of 

multicast the data to transmits to the group recipients 

simultaneously, so it reduces the communication cost. The 

multicast is effective when the security or access control is 

confirmed means to say that only the authorized group users 

can access the data. Several commercial application like Pay 

TV, Vehicular ad hoc network (VANET) and group signature 

require that only authorized users have to access the data. Now 

in this time smart phones are mostly used, so the several 

mobile applications which need group communication such as 

DMB, video calling and online game that have emerged.For 
the both purpose security and efficiency, the GK plays very 

important role for access control. Data information for the 

group is encrypted by the GK and transmitted to the group 

member only once. Then the transmitted message can be see 

by only legal group members that have GK and that GK is  

 

 

used to decrypt the message only by decrypting that 

message by the GK. 

 

II. LITERATURE REVIEW 

 

A Survey of Key Management for Secure Group 

Communication, S. Rafaeli and D. Hutchison   2003. In this 

paper Group communication can benefit from IP multicast to 

achieve scalable exchange of messages. However, there is a 

challenge of effectively controlling access to the transmitted 

data. IP multicast by itself does not provide any mechanisms 
for preventing nongroup members to have access to the group 

communication. Although encryption can be used to protect 

messages exchanged among group members, distributing the 

cryptographic keys becomes an issue. Researchers have 

proposed several different approaches to group key 

management. These approaches can be divided into three main 

classes: centralized group key management protocols, 

decentralized architectures and distributed key management 

protocols. The three classes are described here and an insight 

given to their features and goals. The area of group key 

management is then surveyed and proposed solutions are 
classified according to those characteristics. A Scalable 

Multicast Key Management Scheme for Heterogeneous 

Wireless Network, Y. Sun, W. Trappe, and K.J.R. 

Liu,2004,Here a method for designing multicast key 

management trees that match the network topology. The 

proposed key management scheme localizes the transmission 

of keying information and significantly reduces the 

communication burden of rekeying. Further, in mobile 

wireless applications, the issue of user handoff between base 

stations may cause user relocation on the key management 

tree. We address the problem of user handoff by proposing an 
efficient handoff scheme for our topology-matching key 

management trees. The proposed scheme also addresses the 

heterogeneity of the network. For multicast applications 

containing several thousands of users, simulations indicate a 

55%–80% reduction in the communication cost compared to 

key trees that are independent of the network topology. 

Analysis and simulations also show that the communication 

cost of the proposed topology-matching key management tree 

scales better than topology-independent trees as the size of 

multicast group grows. 

 

 
 

III. PROPOSED SYSTEM 
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For GROUP KEY MANAGEMENT , one of the most 

important concerns is how to minimize the communication 

overhead when the shared GK is updated among the 

subscribers.In secure group communications, users of a group 

share a commongroup key. A key server sends the group key 

to authorized users as well as performs group rekeying for 
group users whenever the key changes.The multicast is 

effective when the security or access control is confirmed 

means to say that only the authorized group users can access 

the data. Access control is achieved by encrypting the content 

using an encryption key. Rekeying messages used to update 

key information are sent togroup members when there are 

users joining or leaving the group. 

 

 

A.Existing System 

In an existing system, they assumed the special case 

that all members have the same leaving probability, which is 
an impractical assumption. In the mobile situations, however, 

there are various types of members, i.e., from short-period to 

long-period subscribers. Results that proved that GROUP 

KEY MANAGEMENT  with a balanced and complete key-

tree structure can achieve optimal performance may have 

limited application.So in brief, previously work includes the 

conditions are fixed number of members, equal leaving 

probabilities, and balanced and  complete tree structure can 

support the mobile situations. The GK is updated whenever 

the group membership changes for forward and backward 

secrecy, which can cause a serious problem with rekeying 
overhead. Although many variations on logical key hierarchy 

(LKH) have been proposed to reduce the cost for group 

rekeying, they suffer from inefficient rekeying and out-of-sync 

problems. 

 

B. Proposed System 

The proposed system shows the development of a 

new framework for optimal GROUP KEY MANAGEMENT  

with dynamic mobile subscribers. The proposed framework 

consists of cost-efficient Key-tree generation and 

management. On the basis of the accurate communication 

cost, we propose two algorithms: one for fundamental 
construction of a basic key-tree and another for upgrading the 

key-tree after membership changes. The first algorithm 

provides the framework to make an optimal key-tree that 

reflects the characteristics of users’ leaving probabilities, and 

the second algorithm provides regular maintenance of 

communication with less overhead in group rekeying 

 
 

              

Fig 1. Proposed Architecture. 

 

IV. EXPERIMENTAL SETUP 

 

A.User Interface Design 

In this module we design the windows for the paper. 

These windows are used to send a message from one Node to 

another. We use the Swing package available in Java to design 

the User Interface. Swing is a widget toolkit for Java. It is part 
of Sun Microsystems' Java Foundation Classes an API for 

providing a graphical user interface for Java programs. In this 

module mainly we are focusing the login design page with the 

Partial knowledge information. Application Users need to 

view the application they need to login through the User 

Interface GUI is the media to connect User and Media 

Database and login screen where user can input his/her user 

name, password and password will check in database, if that 

will be a valid username and password then he/she can access 

the database. 

 
B.Implementation of Group controller 

 The GC (Group Controller) manages all key types 

that are used to encrypt data or other keys, and transmits the 

keys that are updated upon changes in the mobile user group. 

Here, manages the all subscriber information and maintaining 

the subscribers.A server sends group members data that is 

encrypted with the group key. It supports a large group of 

subscribers simultaneously.Only authorized group members 

can read the data properly.And group signature requires that 

only legal users have access authority. 

 

C.Key management 
For both security and efficiency, a group key (GK) which is 

shared only by a group of mobile devices has been employed 

for access control. A message for the group is encrypted by 

the GK and transmitted only once. Then the transmitted 

message can be decrypted by only group members having the 

GK. However, the GK is updated whenever the group 

membership changes. 

 

D.Encryption and Decryption 

Encryption is the process of translating plain text data 

into something (plaintext) that appears to be random and 
meaningless (chipper text). Decryption is the process of 
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converting cipher text back to plaintext. Here we are using 

same key for both encryption and decryption. 

 

E.Performance  Analysis 

In this module, we measure the processing time (ms) 

for constructing the key-tree, and calculate the average 
number of rekeying messages when the number of subscribers 

(N) is given. The performance as follows. We first set N users 

and their leaving probabilities. The leaving probabilities are 

determined randomly with an average of 0:9. Seconds. 

 

V. METHODOLOGIES ADOPTED  

Following modules are involved in GROUP KEY 

MANAGEMENT  framework. The following modules are  

 

 

 

A.User  Interface Design- 
 This module providesthe design of window where the user 

gives the own details for the users view the application. 

Subscribers dothe login by the help of the User Interface GUI 

to connect User and Media Database. The Login screen where 

user can input his/her user name, password and password will 

check in database, if that will be a valid username and 

passwordthen he/she can access the database. 

 
Fig 2. .Block diagram of User Interface 

 

B.Implementation of Group controller: 

  Controlling of each key by GC which is used for are 

encrypting the information and or other keys, and the key is 

transmitted to the subscribers and  updated when the group 

membership changes. A Server sends group users data to the 

authorized members, and  that data is encrypted through the 

GK 

 
Figure 3. Block diagram Group Controller 

 

C. Key Management: 

For the both purpose security and efficiency, the GK 

plays very important role for using thecontrol. The 

information of the group will be encrypted through the GK 

and transferred to the group members onlyone time, the 

transferred information will be seenthrough  legal users of 
thatgroup that have Group Key and that Key will be used to 

decrypt to message. 

 
Fig  4. Block diagram for Key Management 

 

C.Encryption and Decryption: 

 

 The technique of converting the simple text  into cipher text 

that looks like the meaningless. Decryption is thetechnique of 

converting cipher text  intothe plaintext. Here we are using 

GK forboth encryption and decryption. 

 
  

Fig 5. Encryption and Decryption technique. 

 

Proposed Algorithm 

1.Fundamental construction of a basic key-tree: 

 

The Fundamental construction algorithm expressed to define 

the basic tree structure for making the key-tree is equity and 

complete. In this algorithm the root node of the key-tree define 

the TEK and that tree initial height is 1, and all the leaf nodes 

are the member nodes. Here in this algorithm now there is no 

concept of KEK, the procedure goes to define two child key-
nodes method.If  method gives true thenrecursion concept is 

applied and recursive method is worked.  

 

2.Upgrading the key-tree after membership change 

 

Key-tree up-gradation algorithm which managesthe key-treein 

the form of equity and complete when the users of that group 
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modifies(entry or exit). The need of this algorithm that for 

achieving the optimality because   the users of the group is 

modified then it is hard to achieve So,by this reason I explain 

this algorithm. 

For this algorithm, I have define two parts- one is eliminating 

and positioning  the members and other is adjusting the key-
tree. The first part explain toeliminate the members who exit 

from the group and also positioning the new entry members 

 

 

 

VI .EXPERIMENTAL OUTCOME 

 

 
Fig  6. Login Window 

 

 
 Fig  7. Admin Window 

 

 
 

Fig  8. Forming Group  

 

Fig 9. Selecting Group 

 

 

 
Fig 10.Group Message 

 

 

VII . CONCLUSION AND FUTURE ENHANCEMENT 

 

Proposed a new GROUP KEY MANAGEMENT  

framework for the environment with dynamic mobile 

subscribers. Unlike other tree-based GROUP KEY 

MANAGEMENT  schemes, ours assumes no special 

conditions: users have unequal leaving probabilities, and the 

key-tree is unbalanced and incomplete. We first compute the 

exact communication cost for the general key-tree. On the 

basis of the accurate communication cost, we propose two 
algorithms: one for initial key-tree construction and the other 

for optimizing the key-tree when the group membership 

changes. 

 

A.Future Enhancement 

 

Moreover, we will show that the average communication 

overhead of a key tree made by our initial key-tree 

construction algorithm for group rekeying is 30 _ 40 percent 

smaller than that of a 4-ary balanced and complete key-tree, 

which was identified as the most optimal tree in previous 

works. And also we confirmed that the second algorithm 
maintains the optimality of the key-tree by showing that 

during group membership changes. 
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