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Abstract: 

The healthcare information management 

system constitutes the informational basis for 

communication and cooperation in and 

between healthcare organizations. Access 

control is a very important attribute of 

healthcare information management systems.  

Access control means enforcing policies to 

make sure that only allowed users get access to 

resource in a system. In healthcare information 

management systems, access control means 

protecting patient’s data confidentially. In this 

paper we present one such effort, with focus on 

how access control is managed in the 

integrated healthcare information management 

system using Biometric Authentication.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               
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1. Introduction 

 The health care industry is the 

important challenging industry for IT solution 

implementation. Healthcare industries have 

problematical business processes, complicated 

medical data, mixed components, and various 

software components. To bring quality medical 

services requires the healthcare information 

systems are highly incorporated and flexible to 

dynamic business changes. Access control and 

information security in the healthcare sector is 

an issue of growing importance. The taking up 

of digital patient records, increased regulation, 

provider consolidation, and the increasing need 

for data between patients, providers, and 

payers, all point towards the need for better 

data security. 

Access control is an underlying 

governing principle of the patient and 

physician relation for efficient delivery of 

healthcare. Patients are required to share data 

with their physicians to facilitate correct 

analysis and determination of treatment, 

particularly to avoid adverse drug interactions. 

However patients may refuse to divulge 

important data in cases of health problems such 
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as psychiatric problems and HIV may lead to 

social dishonor and discrimination. A patient‘s 

medical record accumulates vital important  

personal information like  identification, the 

past details of diagnosis, digital renderings of 

medical images, treatment received, medication 

history, dietary habits, sexual preference, 

genetic information, psychological detailss, 

employment history, income, and physicians‘ 

subjective assessments status among others. 

A patient‘s medical records are also 

shared with payer organizations like insurance 

and Medicare to justify payment of services 

rendered by physicians. Healthcare providers 

use records to manage operations, to assess 

service quality, and to identify quality 

improvement opportunities.  

The wide use of information systems 

and technologies stresses the condition for 

healthcare organizations to incorporate and 

handle information from various sources, types 

and formats. Access control is very important 

for any secure login. Text based password is a 

traditional authentication method. The text 

based password has low security level due to 

very weak password and due to sharing 

password to others.  

An access control policy must specify 

what the rules are following to provide access 

to private information. Biometric based 

authentication provides high level of security. 

2. Related Work 

Yu and his team (2011) have suggested 

potential methods and approaches to 

successfully design and implement various 

challenging aspects of Service Governance of 

Service Oriented Architecture (SOA) in a 

wireless mobile infrastructure environment. 

Applying Service Governance of Service 

Oriented Architecture helps to make services 

more secure, reusable, interoperable, and 

available, and imposes all the features a 

ubiquitous mobile system should have. A 

prototype system uSG-Health was developed 

using the approach. 

The adoption of a semantic based 

methodology that is able to automatically 

retrieve the security level associated to a 

portion of a medical record and use this 

information to classify resources and locate the 

proper security rules to apply has been 

recommended by Flora Amato et al., ( 2010). 

The finger print images have perfectly 

thinned to  a  single  pixel  width.  They 

improve image enhancement technique using 

Minutiae Connect and Minutiae margin 

method.  They are using multiple fingerprints 

to improve the verification rate.  Fingerprint 

alignment and matching stages improve the 

matching score.  Overall, a set of reliable 

technique has been implemented for multiple 
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fingerprint image enhancement, minutiae 

extraction and minutiae matching (Chandra 

Bhan Pal et al., 2010). 

Fingerprint recognition is a method of 

biometric authentication  that uses pattern 

recognition techniques based on high-

resolution fingerprint images of the individual. 

Fingerprints have been used in forensic as well 

as commercial applications for identification  

as well as verification (Kulwinder Singh et al., 

2011).  

The  increasing  emphasis  on  the  

automatic  personal identification  applications,  

biometrics  fingerprint identification is the 

most reliable and widely accepted technique 

(Shashi Kumar D. R et al., 2010). Fingerprint 

Verification based on fusion of Minutiae and 

Ridges  using  Strength  Factors  (FVMRSF)  

was  presented by a research team.  In the 

preprocessing stage  the Fingerprint  is 

Binarised and Thinned. The Minutiae  

Matching  Score  is  determined  using  Block  

Filter  while the Ridge matching score  is  

estimated  using  Hough  Transform. The 

strength factors Alpha (α) and Beta (β) are used 

to generate Hybrid matching score for the 

matching of fingerprints.  This algorithm has a 

better matching percentage for different 

fingerprints (Smriti Kumar Sinha  et al., 2010). 

 

 

3. Proposed Method 

The service consumers can search and 

subscribe the Web services by using their Web 

browser. In order to request the query the user 

has to be registered with their username and 

password along with the fingerprint to the 

Certification Authority through a user agent. 

The Certification Authority collects all users’ 

usernames, passwords along with their finger 

print features i.e. Minutiae points and generates 

a unique Public & a private key of  user and 

stores all the information in the user detail 

database.  

Proposed Algorithm for Finger Print 

Matching 

Input: Fingerprint image 

Output: Extracted Minutiae points  

1. Convert RGB image to gray scale 

image 

2. Perform image enhancement by using 

filtering technique 

3. Gray Scale image is converted to binary 

using Binarization 

4. Find the minutiae point by using 

labeling technique 

5. Calculate the Euclidean distance 

6. Minutiae matching 
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 Whenever the user wants to view any 

information, then, they give their desired input 

and output parameters and get their decrypted 

results displayed in their browser. The user 

requests a query and the query is collected by 

the user Agent and is passed to the Context 

Handler Service provider through the PEP 

Service provider.  The searched results are 

gathered into Context Handler Service provider 

and passed into the User Agent through the 

PEP service. The user Agent yet again passes 

the result of the Certification Authority and 

here the Authority encrypts the searched result 

information from the searched user’s public 

key and passes to the User by the User Agent. 

If the user wants to analyze the information, 

then they have to once again provide 

fingerprints for the verification and if the 

fingerprint is valid, then, the Certification 

Authority provides the user their private key to 

decrypt the searched information result. 

The results obtained from proposed 

minutiae extraction algorithm is displayed in 

Table 3.1 and compared with those from (L.R. 

Palmer et al., 2008) in Fig 2. 

 

 

 

Table 3.1: Statistics generated by Fingerprint 

Matching Algorithm 

Images Number 

of 

Minutiae 

Filtering 

(Sec) 

Binarization 

(Sec) 

Total 

time (in 

Seconds) 

1. 74 0.040 0.0024 0.0424 

2. 88 0.038 0.0004 0.0384 

3. 59 0.039 0.0003 0.0393 

4. 44 0.039 0.0003 0.0393 

5. 46 0.039 0.0003 0.0393 

6. 46 0.041 0.0016 0.0426 

7. 56 0.042 0.0010 0.043 

8. 53 0.042 0.0004 0.0424 

9. 76 0.042 0.0018 0.0438 

10. 63 0.043 0.0020 0.045 

  

 

Figure 3.1. Total execution time of the 

extraction process for the two algorithms 

Comparing the experimental results of 

the researcher with  those of (L.R. Palmer et 
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al., 2008),  it can be seen that the former’s 

minutiae extraction algorithm is more efficient 

than that of the later.  

4. Conclusion 

 

The proposed architecture for 

healthcare integration offers clear benefits to 

citizens by improving patient health quality 

through the provision of appropriate 

information to help guide medical decisions at 

the time and place of care.  

 

In this paper the author has proposed a 

new architecture for healthcare environment to 

improve the authentication technique based on 

service oriented technique. For authentication 

technique the author has proposed a new 

minutiae matching algorithm by using a 

labeling technique. Comparing the 

experimental results to those with Kulwinder 

Singh et al., (2011), it can be seen that the 

researcher’s minutiae extraction algorithm is 

more efficient. This minutiae matching 

algorithm can be used in compressed image for 

matching and it also supports various types of 

images like JPEG, bmp, etc.  The following are 

the recommendations for future work. 

 A new matching algorithm for 

authentication and identification 

of the user either by face, eye, 

etc. can be used. 

 Two or more fields to cluster the 

contents can be considered. 

 To identify the web service 

catching efficiency, a 

comparison with any other 

existing one can be undertaken. 
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