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 Abstract 

In recent years Security issues in wireless sensor 

networks has gained significant importance. This 

significance is due to the expanding application of 

Wireless sensor network that collect and give 

sensitive as well as some important function. Here 

Security plays a vital role in tuning overall 

performance of the memory, Computation time. 

The  main difficulties of staying up to date with 

security issue finds problem with the IT education 

are due to the lack of current information. Hence 

the objective of the paper is to learn the tools and 

Motives involved in network attacks. We 

Summarize the main factor that prevent various 

security threats in Wireless Sensor Networks. We 

have also highlighted the benefits of Security 

attacks using Sensor Nodes. 

Keywords-Network security, Security Issues, 

Sensor Nodes 

I. Introduction: 

In today’s Environment , the nature of 

wireless sensor network makes 

Security is one of the most important 

issues Nowadays. Data for smart 

environments and its computational 

Performance is the most critical 

objective of an organization. The  

Success of an organization depends 

on its ability to acquire accurate, 

reliable and timely referred data for 

effective decision making process. 

Sensor network is capable of sensing, 

Processing and communicating which 

nodes to observe and react according 

to the condition given to a particular 

environment (medical Health, 

Agriculture).The sensor node has the 

self-Organization ability to configure 

and manage automatically. There are 

unique problem in self configuration 

when a node cannot directly 

communicate with the gateway. 

However Wireless sensor Network is 

used to Monitor the various measured 

data. The best way to give security at 

the time of transmission of data. We 

should work for the efficient use of 

energy node in the completion of the 

entire network. And the security 

mainly focuses on data 

confidentiality, data integrity and 

effectiveness 
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II. Security Implementation 

Security is the Practice of Preventing, 

Collecting, Monitoring and analyzing 

detects from Unauthorized users. 

security Related data from Computer 

log .Protecting Computer Networks 

require the implementation and 

maintenance of various securing 

measures .Hackers  and Disenchanted 

employees are not the only threats to 

network system devices and data. 

Effective and Efficient security plans 

include overlapping measures within 

the entire Network. Let us review 

some of the types of Attacks and the 

roles they help you to stop 

unauthorized users from accessing the 

Network. 

A. Spyware threats 

Spyware may sound like something 

out of James Bond's closet, but it's 

actually a dangerous computer 

program that can put all of your 

private information at risk. As 

computers, data, and applications 

have become a central part of all of 

our everyday lives, cybercriminals or 

external third-party developers are 

using spyware to snoop on, steal 

private information to either use in 

outright cyber theft or to sell to a third 

party. Understanding what this 

software is, and how it can affect you, 

is an important part in protecting 

yourself and your family while online. 

A. Virus threats 

A computer virus or a computer worm 

is a malicious software program that 

can self-replicate on computers or via 

computer networks – without you 

being aware that your machine has 

become infected. Because each 

subsequent copy of the virus or 

computer worm can also self-

replicate, infections can spread very 

rapidly. There are very many different 

types of computer viruses and 

computer worms – and many can 

cause high levels of destruction. 

B. Worms. One of the most 

harmless threats where it is 

program designed only to 

spread. It does not alter your 

system to cause you to have a 

nightmare with your computer, 

but it can spread from one 

computer to another computer 

within a network or even the 

internet 

C. Trojan. Trojan is one of the 

most complicated threats 

among all. Most of the popular 

banking threats come from the 

Trojan family such as Zeus and 

Spy Eye 
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III Related Work 

There has been much research work 

carried on securing issues. Most of the 

work has focused on different  types 

of security issues. Here  we are going 

to give some concepts which are 

related to our Proposed work. 

In[1,2]: The author concentrated their 

efforts on a dynamic cryptographic 

algorithm to provide nodal level 

security in a Wireless sensor Network 

is to make the vital data and 

information stored in each of the 

nodes for  data transmission  and 

communication over the network 

 

In [3]. The Author has shown the 

performance between HIGHT and 

implemented cryptographic algorithm 

on Tiny Sec. Finally they have 

showed the performance evaluation. 

In[4]:The author insists on various 

cryptographic algorithm suitable for 

Wireless sensor Network system 

based on MICA2-type modes are 

investigated. Usage of Resources 

including memory, Computational 

time and power by cryptographic 

algorithm was characterized. 

IV Usage of Network Security threats 

Wherever there is a network, wired or 

wireless; there are threats. Some 

people are easily put off setting up a 

home or office network with the fear 

that any thing stored in their hard 

drive could be accessed by neighbours 

or hackers. The types of potential 

threats to network security are always 

evolving, and Constant 

computer network system monitoring and 

security should be an ultimate priority 

for any network administrator.  

If the security of the network is 

compromised, there could be serious 

consequences, such as loss of privacy, 

and theft of information. 

When it comes to network security, 

the main concern is making sure that 

any wireless connections are 

protected against unauthorized access. 

Most business transactions are done 

over the Internet, In addition, the rise of 

mobile commerce and wireless 

networks demands that security 

solutions become flawlessly 

integrated, more transparent, and 

more flexible.  

 Network attack tools and methods 

have evolved. Back in the days when 

a hacker had to have sophisticated 

computer, programming, and 

networking knowledge to make use of 

rudimentary tools and basic attacks.  

Nowadays, network hackers, methods 

and tools has improved tremendously, 

hackers no longer required the same 

level of sophisticated knowledge, 
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people who previously would not 

have participated in computer crime 

are now able to do so. 

 

Fig(1.1) shows the  Business 

transaction are done over the internet 

V SECURITY AND PERFORMANCE 

ISSUES 

The dangers of computer viruses are 

often discussed, but you may not be 

aware of other hazards that can 

jeopardize your privacy, damage your 

files, and cause frustrating downtime. 

Fortunately, implementing some 

simple strategies can not only secure 

your computer and keep your data 

safe, but can make your computer 

work faster and more efficiently. 

This document: 

Reviews the risks for a computer with 

excessive clutter, speed and 

performance drains, insufficient 

security protection, and corrupted 

settings.  

 

Suggests repairs and preventative 

measures that can both protect your 

computer and improve its speed, 

stability, and efficiency. 

Provides definitions of key computer 

and security terms. 

 

 

Determining the effective Security is 

one of the best ways to improve 

performance in a Wireless sensor 

Network. Here we describe some of 

the methods that help in  tunning 

security. 

 

A. Clutter Issues 

Every time you work on your 

computer or browse the Internet, 

temporary files, cache files, and 

cookies are saved to your hard drive. 

Most of these are files that you will 

never use and do not need to save. 

More unneeded buildup occurs from 

deleted files accumulating in the 

Recycle Bin. All this debris clutters 

your computer and overtaxes its 

resources.  

 

B . Speed ISSUES 

Various inefficiencies can bring your 

computer’s processing to a crawl, 

including fragmented hard drives, 

splintered system memory, scattered 

registry entries, and unneeded 

programs starting with Windows 

 

 

B. Security Issues 

Computer viruses, hackers, and other 

Internet dangers continue to pose a 

International Journal of Applied Environmental Sciences (IJAES) ISSN 0973-6077 Vol. 10 No.1 (2015) 
                     © Research India Publications; http://www.ripublication.com/ijaer.htm

44



high risk. A range of malicious 

programs (viruses, worms, Trojans, 

etc.) are designed to damage 

computers or obtain confidential 

information from them. These 

infections can wreak havoc by 

causing permanent computer damage, 

destroying data, and enabling identity 

theft.  

 

C. Fitness Issues 

Over time and with regular usage, a 

computer can slowly degrade and 

become unstable, with frequent 

crashes, perplexing error messages, 

and a host of other unexpected 

nuisances. Some defects that can crop 

up over time are invalid registry 

references, broken shortcuts, hidden 

spyware, obsolete uninstallation files, 

and physical errors on the hard drive 

and other devices 

 

Guidelines for Managing Security 

threats 

1.Install and use Anti-Virus program 

2.Keep your system patched and up to 

date 

3.Standarize your web Software 

4.Secure your Browser  

5.Enforce a strong Password Policy 

6.Use an effective web Securing 

Solution 

VI. Conclusion 

The importance and complexity of 

Security problem has made the Wireless 

sensor Network mainly focus on various 

Security threats in Network Environment. 

This article highlights the significance of 

Sensor in enhancing the optimal sensing 

functions. It also explains how various 

threats can be used so that it enables 

performance Utilization. It also helps to 

understand how to improve the usefulness of 

Security. This article helps us to ensure 

whether we have used the  Modern network 

before executing the cryptographic 

algorithm.  
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