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Abstract- The Dream of having a Smart Home is not a dream any longer, 

it is a candid reality now. Smart home provides many benefits to the 

Home owner like Convenience, comfort, safety, Energy efficiency and 

cost effectiveness. However, these benefits do not come for free, but in 

fact involve enormous threats to security and loss of privacy. In this 

paper, the author is presenting- the concept of Smart Home 

Environment, the term privacy in context to Smart Home, the term 

security in respect to Smart Home, areas of Security & privacy 

vulnerabilities and current security measures to encounter such 

security & privacy threats. 
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INTRODUCTION TO IOT 

 

The Internet of Things (IoT) is a fast growing Paradigm in the world 

of wireless Network Telecommunication [6]. The main objective of 

this technology is to provide connectivity between heterogeneous 

network devices [1]. IoT permits people and things to be connected 

anytime, anyplace, with anything and anyone, using any network and 

any service. There are many applications of IoT, such as Industry 

application, Healthcare, Agriculture, Smart home Smart cities etc. 

[13]. 

IoT devices have “the ability to sense, communicate, network and 

produce new information, becoming an integral part of the Internet” 

IoT refer to “smart” objects such as devices or sensors - other than 

computers, smart phones or tablets, that communicate information 

through wireless technologies mainly across the internet. Artificial 

Intelligence, connectivity, sensors, active engagement, and small 

device use are the key features of IoT [3]. 

 
 

THE SMART HOME ENVIRONMENT 

 

Several terms are synonymous with the term Smart home e.g. 

“Home Automation”, ”Assistive technology”, “e-health”, “digital 

house”, “smart environments”, “automated house”, “Smart 

Connected Home” and “Intelligent living”. Internet of Things (IoT) 

technologies, smart home systems has already entered in our 

everyday life. There are numerous factors which are responsible for 

the growth of the IoT including the lower the market cost of IoT 

devices and higher demand of consumer for new amenities [1]. 

A smart home environment can be defined as a small physical world, 

consisting of different sensors, actuators, display screens, electronic 

appliances and computational software’s interacting and exchanging 

information with Home owners. Smart home Environment provides 

users automated, customized, and secured services that are designed 

to make life better, safe and secure through information processing. 

In spite of speedy growth, convenient applicability and 

conferring benefits, smart home systems also exposes users 

to security and privacy risks. Nevertheless, attackers started 

using learning algorithms as an instrument, to break the 

security system in smart homes. 

 

PRIVACY IN SMART HOMES 

 

Privacy is a generic term the meaning of which changes 

with culture, time and generation. According to Brandeis, 

Privacy means right to be let alone. Privacy also can be 

defined as a state in which one is not observed or disturbed 

by other people [11]. In short privacy mainly emphasizes 

on protecting personal information of user, it may be the 

person’s identity, locations, movements or any information 

related to a person (that the person don’t want to share with 

others) [12]. A Smart home stores sensitive data e.g. 

personal photos, videos, and digital information. Smart 

devices operated remotely active IP cameras can access 

images and videos from anywhere. Moreover feature 

microphones may listen to private conversations. For 

example, new devices like Amazon Alexa and Google 

Home that are programmed to listen to voice commands. 

This makes the need for severe security requirements to 

protect the private information [8]. 

 

There are mainly two types of threats- the first is Data 

privacy and another is Context aware privacy. Data privacy 

is an important concern when it comes to exchanging 

valuable information regarding anything. As everything 

will be connected and available on the internet, penetration 

into the network would be easy for the hackers. By just 

entering into a part of network the hacker knows everything 

regarding an individual [3]. The second is Context aware or 

situational privacy. Context awareness includes spotting, 

detecting, and locating users’ movement, activities, and 

actions and using this information to provide services that 

might be beneficial to the user. Context Awareness has the 

capability to sense and respond when a Thing itself is 

changed e.g. it is moved to a different location, or the 

surrounding environment gets changed. The business world 

especially mobile business, Context aware technology is a 

useful tool. The context provides the significant realisation 

of the situation or data but increases the security threats due 

to potential misuse of individuality, place, movement, and 

behaviour. Hence security protection needs to be sensibly 

addressed along with the trust. 
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SECURITY ISSUES IN SMART HOMES 

 

The term security means the condition of being free from fear. 

Security deals with reliable communication channels that safeguards 

message confidentiality, authenticity and integrity. IoT devices 

collect and processes huge amount of personal data which are very 

sensitive. Home Security system comprises of biometric 

identification recognition system that includes fingerprints 

matching, voice identification and face recognition; RFID’s and 

smart cards that provide access control to the home visitors. 

Moreover, this system includes mechanisms to provide alarm that 

causes immediate response. A CCTV surveillance mechanism is one 

of the important part of Home Security system for monitoring and 

detection of an intruder in a Smart Home. Lastly health monitoring 

for disabled and elderly people as well as children is also a part of 

this system 

There are 7 main security objectives related to Smart home 

Environment - Confidentiality, Availability, Integrity, 

Authentication, Authorization and Non-repudiation [13]. 

Confidentiality is security mechanism that secures the network by 

preventing unauthorized parties from accessing the data generated in 

smart home Environment. It can be achieved using symmetric 

cryptographic algorithm. 

Availability confirms that network services and that the resources 

are available and protected against malicious attacks. Especially, the 

Smart Home internal network is most vulnerable to direct denial of 

service (DOS) attacks, because of its availability to Internet [1]. 

Integrity is a security service that provides avoidance of 

unauthorized alteration of information. It guarantees that data have 

not been altered, destroyed or lost. In other words, Integrity ensures 

that data are consistent and correct. Integrity can be compromised by 

malicious attackers who eavesdrop on the traffic to or from the 

internal network of a Smart Home [7]. 

Authentication is a security service related to confirming true 

identity of an individual based on a password or secret key shared 

between the communicating parties. Authentication allows one 

entity to verify the identity of another entity. 

Authorization is the process that gives permission to do something. 

It determines the user’s access rights on a network and device 

allowed to do within the Smart Home environment. 

Non-repudiation corresponds to a security service providing 

protection against denial of association in an action. Non-repudiation 

avoids both sender and receiver from denying of a transmitted 

message or access. Non-repudiation can be maintained using public 

key based digital signatures. 

 

SECURITY AND PRIVACY VULNERABILITY 

 

A major vulnerability is openness of networked system. As Smart 

Home systems are connected to the Internet, attackers can remotely 

access network and control interfaces or upload malware to devices. 

Physical accessibility to the system is also a major issue. The 

networks can be physically accessed from outside the house. 

The heterogeneity of IoT devices is a most critical issue that needs 

to be resolved on high-priority basis. A device comes along with 

different networking standards and a dissimilar software update 

capability also comes from different manufacturers. 

The next vulnerability is low power and low computational 

constrained system devices. As an example an 8-bit microcontrollers 

have limited computational and storage resources which limits their 

ability to implement complex security mechanism 

Data at risk in the cloud is another vulnerability concern. Data stored 

in the cloud can be lost for reasons other than malicious attacks. 

Accidental deletion of data by the cloud service provider such as a 

fire or earthquake, can lead to the permanent loss of customer data. 

 

A weak password is also a big issue. User needs to take care 

of their password. Password audit and changing the 

password after set time period is very important, otherwise, 

an attacker could easily guess user passwords and gain 

access over user accounts. 

Fixed Firmware is next vulnerability. Mitigating security 

vulnerabilities requires re-programming or software 

updates. However firmware might not support dynamic 

patches. 

An unsecure malicious device is another vulnerability that 

leads to disaster. Attackers are actively exploiting this 

weakness. Routers and gaming consoles are extremely 

vulnerable to attacks. 

Unsecured Wi-Fi network is vulnerability. Many times a 

home networks are not secured, because a person may not 

have taken steps to set up their wireless network with 

security in place. If they ignores the security steps their 

network becomes open and anyone within the Wi-Fi range 

can get access to the network and snoop on data 

transmissions [5][10][12]. 

 

RELATED WORKS 

 

Users’ security and privacy concerns in smart Home have 

been long-standing issue. Researchers have studied 

multiple aspects of Security and privacy of IoT Based smart 

Homes. 

 

In the paper [1] authors attempted to provide survey on 

Privacy and issues in smart home. They tried to evaluate the 

overall impact on the privacy and security issues. The 

author provides insight on different attacks. Finally Author 

have presented the legal, strong and secure communication 

framework to the home users. 

 

Smart home consists of large number of devices that are 

expected to be connected to internet. The more home 

becomes smarter the risk of privacy and security comes 

along with it. This paper proposes framework that 

dynamically adapt the security levels based on network 

sentiment analysis. Usually the security levels established 

by Internet Service Provider (ISP) are not fixed by users. 

But using Sentimental analysis user can change it. The 

author have suggested distributed firewalls and Intrusion 

Detection Systems to improve the security and privacy of 

home user. The author presented a test environment for 

Smart Home to identify and to prevent attacks against the 

sensors network and Wi-Fi [2]. 

IoT technologies are vulnerable to different types of 

attacks. In this paper authors have identifies various types 

of attacks on Wireless Sensor Network (WSN) and RFID 

technologies. This paper explores different types of IoT 

attacks and counter measures [3]. 

 

In the survey paper [4] authors have presented the security 

and privacy issues in IoT applications and systems. Authors 

have discussed the limitations of IoT devices and possible 

solutions for battery life extension and lightweight 

computing. Authors have studied existing approaches for 

IoT attacks and security mechanisms and proposed IoT 

authentication schemes and architectures. This paper also 

presents the security issues and solutions for four layers 

security architecture, including the perception layer, 

network layer, transport layer, and application layer. 
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Paper [5] authors have examined security issues in the smart home 

environment using semi-structured interviews and use cases. They 

identified and investigated the security threats, categorized the 

threats on the basis of security goals and assessed impact on the total 

system. The paper also contains open issues and future direction for 

technology designers and researchers. 

In this paper authors have proposed architecture that focuses on the 

security considerations mentioned in Internet Engineering Task 

Force (IETF) for a successful deployment of IoT. The need for 

embedded security in Trusted Platform Module (TPM) modules 

covers the physical attacks. The author proposes the authentication 

and Encryption technique for network devices [6]. 

 

In [7] this paper authors recommended Block chain Technology 

based privacy and security aspects for the smart home. The authors 

have examined the security characteristics with the parameters like 

security goals, confidentiality and integrity. Finally they presented 

simulation model which focuses on the operating cost in relations of 

network traffic, time taken to process the data and power utilization 

in terms of security and privacy. 

In this paper [8] author has introduced a technique to accomplish 

data security & privacy throughout the different stages of data 

lifecycle. Author tries to implement the security and privacy 

mechanism in the various phases like data gathering, transmission, 

storage, handling and distribution. Authors have studied existing 

frameworks techniques and tools for development of Data analytics 

applications for smart home applications. Finally they introduced 

Data analytics based smart home system framework. 

 

In this paper authors [9] have explained the Privacy related key 

issues, its Principles and major threats and Privacy protective 

solutions for IoT. For this study author have extensively studies 122 

original research papers on the IoT privacy. This study mainly 

focuses on the basis of the geographical scope, its features and 

approaches, worries, solutions, with respect to user privacy 

awareness. 

 

In the paper [10] authors have surveyed Smart Home related security 

and privacy challenges. Authors have focused on Device, Service 

and Communication issues. Authors have recognized four 

significant challenges that needs more attention, namely identity 

management, risk assessment methods, information flow control 

approaches, and security management methods Such challenges are 

not only augmented in smart homes but are also shared in other IoT 

application domains. 

 

[11] In this paper authors have generated a frame work and 

supporting tools i.e. interface which can be used by home owners 

interested in managing the risk associated with smart home 

environment. The authors have provided the workable model for 

simplified Risk assessment model that can work for mitigating the 

attacks and will provide efficient security control to the home owner. 

 

In this paper [12] the authors have explained the key features for 

trusted security system for Home Environment. In this paper 

Gateway Architecture is considered for resource constrained IoT 

appliances. Authors have introduced two important technologies for 

Auto-management- first is Automatic Configuration and second is 

Automatic updates of Software and firmware’s. Author have 

developed the architecture of Web based Framework for Secured 

Automatic updates of Firmware’s. 

 

In the paper [13] the authors have addressed the security and privacy 

considerations. Parameters related to Data oriented Privacy and 

Context oriented privacy have been measured. The paper also 

 

discusses about the security goals and security issues and 

attributes and countermeasures for IOT attacks. 

Cryptographic techniques its benefits and limitations are 

also present. The authors have suggested new legal 

consideration that needs to be focused and have proposed 

new protocol for mitigating the privacy issues. 
 

COUNTERMEASURES FOR IOT-BASED SMART 

HOME ENVIRONMENTS 

 

Authors have conducted face-to-face interviews with the 

Smart Home solution providers, analyzed responses from 

92 Smart Home user’s on their understanding about the 

application and have done thorough literature review on the 

topic. 

Based upon the outcome of the entire exercise, followings 

are some of the suggested countermeasures can be 

applicable in IOT based Smart Home system. 

• Awareness and training programs will help to understand 

system security. Ensure that system configurations are 

appropriate and performed by authentic people. Restrict 

physical access of device by authorized personnel. 

• Avoid using insecure Wi-Fi, this gives hackers entry to 

personal data in Smart home Environment. 

• The network should be secure for using a home 

automation application. 

• Protect devices from theft or loss. Always ensure to make 

use of protected communication network. It is preferred 

to use a secure virtual private network (VPN). 

• Limit network traffic such that it is accessible only to 

authorized users. 

• Use of Intrusion detection system (IDS) / Intrusion 

prevention system (IPS) will monitor and report the 

attacks and will send the alerts. 

• Use strong encryption mechanisms to enable secured data 

transmission. Frequent data backups is must to secure 

sensitive data & configuration settings. The devices are 

installed at physically location. 

• Provide secure access to device configuration interfaces. 

Use of vendor recommended quality hardware and 

software to collect and observe network traffic. Also 

track system’s performance, never ignore alerts / 

messages regarding incorrect system behavior. 

• Proper authentication and integrity mechanisms will 

defend against eavesdropping. 

• It is preferred that user performs the required activities 

himself rather than outsourcing to a third-party service 

provider. Dynamically alter default device configurations 

to achieve a better security level. Location tracking 

services (on mobile devices) should be disabled, when 

they are not required. 

• Develop a good understanding of user privacy concerns. 

Track system behavior to identify any suspicious privacy 

leakage. Use only trusted and authentic networks. 

• It is good practice to share sensitive information only 

when it is absolutely necessary and is share with 

authorized personnel. 

• Use only trusted and qualified service providers for 

technical support in case of hardware failures in smart 

home [12][13]. 

 
 

CONCLUSION 

 

Security and privacy is one of the major concerns for Smart 

Home environment. IoT devices are vulnerable to cyber- 
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attacks, which results into data leakage and identity threat. For this 

reason, private and sensitive data must be made secured over the IoT 

infrastructure. 

The new generation smart devices should have built-in features for 

proactive approach in protecting such sensitive information. These 

devices embedded with Artificial intelligence will definitely enhance 

the smartness to better handle the security threats. 

IoT Industry must work hard to address privacy issues in smart home 

environment. 
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