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Abstract--Reversible data hiding (RDH)  in images aims 

to exactly recover both the embedded secret information 

and the original cover image. It has attracted intensive 

research interests. Military, medical and legal scenarios 

are its typical examples, in which even a slight distortion is 

not tolerable. Many RDH algorithms have already been 

developed, such as image compression-based, difference 

expansion based, histogram shift (HS)-based, image pixel 

pair based, and dual/multi-image hiding methods. 

Recently, due to the requirement of privacy protection, the 

cover owner usually encrypts the original content before 

transferring it to the data manager. Meanwhile, the data 

manager may want to embed additional messages into the 

encrypted image for authentication or steganography, 

even though the content of the original image is unknown 

to him. In this situation, hiding data in the encrypted 

image is an intuitive and effective way to meet such 

requirement. To hide data in encrypted domains, some 

digital watermarking based schemes are proposed. 

 

Keywords— Reversible Data Hiding (RDH), Most 

Significant Bit (MSB) 

I. INTRODUCTION 

The term digital image refers to processing of a two 

Dimensional picture by a digital computer. In a broader 

context, it implies digital processing of any two dimensional 

data. A digital image is an array of real or complex numbers 

represented by a finite number of bits. An image given in the 

form of a transparency, slide, photograph or an X-ray is first 

digitized and stored as a matrix of binary digits in computer 

memory. This digitized image can then be processed and/or 

displayed on a high-resolution television monitor. 

To better explore the correlation between neighbor pixels, we 

propose to consider the patch-level sparse representation when 

hiding the secret data. The widely used sparse coding 

technique has demonstrated that a patch can be linearly 

represented by some atoms in an over-complete dictionary. As 

the sparse coding is an approximation solution, the leading 

residual errors are encoded and self-embedded within the 

cover image. Furthermore, the learned dictionary is also 

embedded into the encrypted image. The powerful 

representation of sparse coding, a large vacated room can be 

achieved, and thus the data hider can embed more secret 

messages in the encrypted image. 

II. RELATED WORKS 

Dinu Coltuc has worked on Improved Embedding for 

Prediction-Based Reversible Watermarking in which it aims 

to at reducing the embedding distortion of prediction error 

expansion reversible watermarking. Instead of embedding the 

entire expanded difference into the current pixel, the 

difference is split between the current pixel and its prediction 

context. The modification of the context generates an increase 

of the following prediction errors. Global optimization is 

obtained by tuning the amount of data embedded into context 

pixels. Prediction error expansion reversible watermarking 

schemes based on median edge detector (MED), gradient-

adjusted predictor (GAP), and a simplified GAP version,  

 

SGAP, are investigated.  Improvements are obtained for all 

the predictors. Notably good results are obtained for SGAP-

based schemes. The improved SGAP appears to outperform 

GAP-based reversible watermarking. 

Shih-Lun Lin worked on Improving Histogram-based 

Reversible Information Hiding by an Optimal Weight-based 
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Prediction Scheme which aims to achieve  weight-based 

prediction scheme is presented to enhance the performance of 

several reversible histogram-based data hiding approaches. By 

computing the solution of the least-squares problem, we 

obtain the optimal set of weights for the neighboring pixels to 

improve the prediction accuracy of the target pixel across the 

whole image to achieve  weight-based prediction scheme to 

enhance the performance of data hiding. 

 

 

III. PROPOSED METHODOLOGY 

Reversible data hiding in encrypted images has attracted 

considerable attention from the communities of privacy 

security and protection. The success of the previous methods 

in this area has shown that a superior performance can be 

achieved by exploiting the redundancy within the image. 

Specifically, because the pixels in the local structures (like 

patches or regions) have a strong similarity, they can be 

heavily compressed, thus resulting in a large hiding room. In 

this paper, to better explore the correlation between neighbor 

pixels, we propose to consider the patch-level sparse 

representation when hiding the secret data. The widely used 

sparse coding technique has demonstrated that a patch can be 

linearly represented by some atoms in an over-complete 

dictionary. As the sparse coding is an approximation solution, 

the leading residual errors are encoded and self-embedded 

within the cover image. Furthermore, the learned dictionary is 

also embedded into the encrypted image. Thanks to the 

powerful representation of sparse coding, a large vacated 

room can be achieved, and thus the data hider can embed 

more secret messages in the encrypted image. Extensive 

experiments demonstrate that the proposed method 

significantly outperforms the state-of-the-art methods in terms 

of the embedding rate and the image quality. 

1) GrayScale: 

Grayscale images are distinct from one-bit bi-tonal black-and-

white images, which in the context of computer imaging are 

images with only the two colors, black, and white (also 

called bi-level or binary images). Grayscale images have 

many shades of gray in between. Grayscale images are also 

called monochromatic, denoting the presence of only one 

(mono) color (chrome).Grayscale images are often the result 

of measuring the intensity of light at each pixel in a single 

band of the electromagnetic spectrum (e.g. infrared, visible 

light, ultraviolet, etc.), and in such cases they are 

monochromatic proper when only a given frequency is 

captured. But also they can be synthesized from a full color 

image. 

2) Dictionary Learning 

In applied mathematics, K-SVD is a dictionary 

learning algorithm for creating a dictionary for sparse 

representations, via a singular value decomposition approach. 

K-SVD is a generalization of the k-means clustering method, 

and it works by iteratively alternating between sparse coding 

the input data based on the current dictionary, and updating 

the atoms in the dictionary to better fit the data. K-SVD can 

be found widely in use in applications such as image 

processing, audio processing, biology, and document analysis. 

The goal of dictionary learning is to learn an over complete 

dictionary matrix that contains signal-atoms. A signal 

vector can be represented, sparsely, as a linear combination of 

these atoms; to represent the representation vector should 

satisfy the exact condition, or the approximate condition, 

made precise by requiring that for some small value ε and 

some L1 norm. The vector contains the representation 

coefficients of the signal. Typically, the norm is selected 

as L1, L2, or L∞. 

If and D is a full-rank matrix, an infinite number of solutions 

are available for the representation problem, Hence, 

constraints should be set on the solution. Also, to ensure 

sparsity, the solution with the fewest number of nonzero 

coefficients is preferred. . 

K-SVD is a kind of generalization of K-means, as follows. 

The k-means clustering can be also regarded as a method 

of sparse representation. That is, finding the best possible 

codebook to represent the data samples by nearest neighbor. 

3)Sparse Representation 

Signals carry overwhelming amounts of data in which relevant 

information is often more difficult to find than a needle in a 

haystack. Processing is faster and simpler in a sparse 

representation where few coefficients reveal the information 

we are looking for. Such representations can be constructed by 

decomposing signals over elementary waveforms chosen in a 

family called a dictionary. But the search for the Holy Grail of 

an ideal sparse transform adapted to all signals is a hopeless 

quest. The discovery of wavelet orthogonal bases and local 

time-frequency dictionaries has opened the door to a huge 

jungle of new transforms. Adapting sparse representations to 

signal properties, and deriving efficient processing operators, 

is therefore a necessary survival strategy.  

 

The discrete signal f can be considered as a vector of  CN 
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4) Residual Error  

The error (or disturbance) of an observed value is the deviation of the 

observed value from the (unobservable) true value of a quantity of 

interest (for example, a population mean), and the residual of an 

observed value is the difference between the observed value and the 

estimated value of the quantity of interest. In statistics, 

a residual refers to the amount of variability in a dependent variable 

(DV) that is "left over" after accounting for the variability explained 

by the predictors in your analysis (often a regression). 

A residual plot is a graph that shows the residuals on the vertical axis 

and the independent variable on the horizontal axis. If the points in 

are residual plot are randomly dispersed around the horizontal axis, a 

linear regression model is appropriate for the data; otherwise, a non-

linear model is more appropriate. 

 

5) Difference Pair Mapping 

For a pixel-pair (𝑥, 𝑦), we propose to compute two difference 

values 𝑑1 = 𝑥 − 𝑦 and 𝑑2 = 𝑦 − 𝑧 to form a two-dimensional 

difference-histogram of (𝑑1, 𝑑2), where z is a prediction of y 

which will be clarified later. Inspired by the aforementioned 

new PPM, we will modify either x or y by 1. In this situation, 

since (𝑥, 𝑦) has four modification directions,  (𝑑1,𝑑2)  the 

difference-pair (𝑑1, 𝑑2) also has four modification directions 

 (𝑑1 − 1, 𝑑2), (𝑑1 + 1, 𝑑2), (𝑑1 + 1, 𝑑2 − 1) or  (𝑑1 − 1, 𝑑2 +

1). For example, by modifying 𝑦 to 𝑦 + 1, the modification 

direction to (𝑥, 𝑦) is “up” and the corresponding modification 

direction to (𝑑1,𝑑2) is “upper-left”, since 𝑑1 changes to (𝑑1 −

1) and 𝑑2 changes to  (𝑑2 + 1) . Based on these four 

modification directions, we will introduce a new RDH scheme 

by designing a DPM. 

Reversible data embedding is implemented according to a 

specifically designed DPM. Here, the DPM is an injective 

mapping defined on difference-pairs. It is a natural extension 

of expansion embedding and shifting techniques used in 

current histogram-based RDH methods. 

 

 

6) Data Embedding: 

The proposed data embedding procedure contains several 

basic steps. First, divide the cover image I into 

nonoverlapping pixel-pairs. Then, embed the secret message 

into a part of cover image (noted as I′ ). Next, record the least 

significant bits (LSB) of some pixels of I′ (noted as I") to get a 

binary sequence, and embed this sequence into the rest part of 

I , i.e., I-I′ . Finally, by using LSB replacement, embed the 

auxiliary information and the compressed location map into I" 

 

where na is the dictionary size and is fixed for our 

algorithm. After data hiding, the position of the first data 

hiding patch and the hiding room size for each patch are also 

embedded into the encrypted image containing additional 

embedded data with RDH algorithm. Note that, the secret data 

is encrypted according to the data hiding key Kd before hiding. 

 

7) Data Extraction and Image Recovery With Both Data 

Hiding and Encryption Keys: 

If the receiver has both the data hiding key Kd and 

encryption key Ke, the data extraction and image recovery 

achieve full reversibility. On the one hand, with the data 

hiding key Kd, one can extract the hidden secret data without 

any error. On the other hand, with the encryption key Ke, they 

first perform directly image decryption, then the 

corresponding coefficient for selected patches {yk}Ck =1, 

denoted as x˜k, are obtained. After that, the residual errors e˜k, 

are extracted from the nonselected patches (corresponding to 

area B). Therefore, the recovery patch yr k is computed as 

 

where k = 1, 2, . . . ,C. As the patch recovery is based on the 

lossless coefficients and residual errors, there exists no errors 

for the selected patches. Moreover, thanks to the RDH 

algorithm, the nonselected patches are also recovered 

losslessly after residual errors extraction. That is to say, the 

image recovery in our proposed method is free of any error. 

 

IV. EXPERIMENTAL RESULTS 

Once the encrypted image is received, the data hider can 

embed secret data for management or authentication 

requirement. The embedding process starts with locating the 

encrypted version of area A. Since the image owner has 
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embedded the position of the first room preserving patch and 

the room size for each patch in the encrypted image, it is 

effortless for the data hider to know where and how many bits 

they can modify. After that, the data hider scans each selected 

patch in the encrypted image Ie, and simply makes use of bit 

replacement to substitute the corresponding bits reserved for 

secret data. 

 

 
(g) 

 

(a)Residual Error of Input Image 

(b)Histogram of Sparse representation 

(c)Input Image 

(d)Encrypted Image 

(e)Data hidden Encrypted Image 

(f)Decrypted Image 

(g)Dictionary Image 

V.CONCLUSION 
 

This paper has proposed a novel method called the 

HC_SRDHEI, which inherits the merits of RRBE, and the 

separability property of RDH methods in encrypted images. 

Compared to state-of-the-art alternatives, the room vacated for 

data hiding by our method is much larger used. The data hider 

simply adopts the pixel replacement to substitute the available 

room with additional secret data. The data extraction and 

cover image recovery are separable, and are free of any error. 

Experimental results on three datasets have demonstrated that 

our average MER can reach 1.7 times as large as the previous 

best alternative method provides. The performance analysis 

implies that our proposed method has a very good potential 

for practical applications. 
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