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ABSTRACT 

 
Internet of Things (IoT) is associate rising space for the 
researchers. IoT with the mixture of issue, gateway, and 
net perform any operation during a sensible method. 
This paper discusses the importance of Internet of 
Things in various application areas. It has been 
elucidated that how security vulnerabilities are solved in 
the Internet of Things domain.The goal is to create a 
secured encryption scheme to ensure the privacy and 
reliability of messages via Internet protocol.Most of the 
devices used in the IoT system are of sensor and 
actuator devices. Here we solved a common security 
vulnerability “Invalid Node Attack”. A sixteen bit and 
thirty two bit microcontroller based mostly processors 
square measure utilized in the IoT devices to send and 
receive directions from the machine to machine, folks to 
folks and people to machine. 
 
Keywords: Internet of Things ,Security, Privacy ,Trust, 
Invalid node attack.  
 

1. INTRODUCTION 

 
The Internet of Things (IoT) has attracted sturdy interest 
from each world and trade. The IoT integrates 
radiofrequency identification (RFID), sensors, smart 
devices, the Internet, smart grids, cloud computing, 
vehicle networks, and many other information 
carriers[1]. Goldman Sachs mentioned that the IoT 
would bring over 28 billion “things” into the Internet by 
2020. Typical “things” include end users, data centers, 
processing units, smartphones, tablets, Bluetooth, 
ZigBee, IrDA, UWB, cellular networks, Wi-Fi 
networks, NFC data centers, RFID, their tags, sensors 
and chips, household machinery, wristwatches, vehicles, 
house doors, and many other cyberunits. With the 
growth of nanodevices, smartphones, 5G, tiny sensors, 
and distributed networks, the IoT is combining the 
“factual and virtual” anywhere and anytime, and is 
attracting the attention of both “maker and hacker.” 
However, interconnecting many “things” also means the 
possibility of interconnecting many different threats and 
attacks. For example, a malware virus can easily 
propagate through the IoT at an unprecedented rate. In 
the four design aspects of the IoT system, there may be 
various threats and attacks: (1) Data perception and 
collection: In this aspect, typical attacks include data 
leakage, sovereignty, breach, and authentication. (2) 
Data storage: The following attacks may occur: denial-

of-service attacks (attacks on availability), access 
control attacks, integrity attacks, impersonation, 
modification of sensitive data, and so on. (3) Data 
processing: In this aspect there may exist computational 
attacks that aim to generate wrong data processing 
results. (4) Data transmission: Possible attacks include 
channel attacks, session hijacks, routing 
attacks,Floodingand so on. Apart from attenuation, 
theft, loss, breach, and disaster, data can also be 
fabricated and modified by the compromised sensors. 
Therefore, efficient and effective defence mechanisms 
are of the utmost importance to ensure the security of 
the IoT.The main aim of this project is to provide a agile 
security platform satisfying the following criteria. (1)To 
create a reliable encryption system to transfer the 
information or message via IPv6.(2)To enhance the 
security against the threats like “Invalid Node 
Attack”.(3)To increase the number of primary keys 
available thereby making      the system move immune 
to attacks.  

 
 

1.1 INTERNET OF THINGS AS INTERCONNECTIONS 

OF THREATS (IOT VS. IOT) 

 
In the future, maybe around the year 2020 with IPv6 and 
the 5G network, millions of heterogeneous things will 
be part of the IoT. Privacy and security are going to be 
the foremost factors of concern at that point. The IoT 
can be viewed in different dimensions by the different 
sections of academia and industry; whatever the 
viewpoint, the IoT has not yet reached maturity and is 
vulnerable to all sorts of threats and attacks[4]. The bar 
or recovery systems employed in the standard network 
and web cannot be employed in the IoT because of its 
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property. Change is that the solely issue that's constant, 
and finish users attempt to develop technology to suit 
their desires. The evolution of threats has caused an 
increase in the security measures that need to be taken 
into consideration. This chapter presents security issues 
in three dimensions, based on phase, architecture, and 
components[3].The Figure show all possible types of 
attacks in these three different views, thus depicting the 
IoT as the Interconnection of Threats. 

 
 

 
1.2TYPES OF IOT ATTACKS 

 
The  domain  of  security  Attacks  on  embedded  
device  is increasing  day  by  day.  Following figure  
summarizes  the attacks on IoT 
Systems.

 
 
TYPES OF IOT ATTACKS 

 
 

2.  BACKGROUND 

 
A powerful technique for protecting data is the use of 
cryptography. Cryptography is the science or the art for 

protecting data. It enables us to store or to transmit 
sensitive data over insecure channels. The data is 
scrambled (encrypted) to be unreadable to anyone other 
than intended persons. Converting the scrambled data 
into its original is known as decryption. The 
cryptographic techniques can be classified into two 
groups based on the number of  keys used in both 
encryption and decryption processes; Symmetric (is 
known also as shared, conventional, secret-key, or 
single-key) encryption and asymmetric (public-key) 
encryption. Each of these techniques has its own 
characteristics and is used in a variant way based on the 
need. 
 
2.1 SYMMETRIC KEY ENCRYPTION 

 

Symmetric key encoding during which the sender and 
receiver share an equivalent secret key (K) for 
encoding and cryptography process. For example, when 
Alice wants to send Bob a message M, she encrypts M 
using K to produce the ciphertext such that C = E(M, 
K), where E is the encryption function,  and send C to 
Bob. He in role decrypts the ciphertext such a M = 
D(C, K), where D is the decryption function, by using 
the same K to recover the original message M. The 
security of symmetric encryption process depends on 
several factors. First, building strong encryption 
algorithm known to everybody, where no one can break 
it to figure out the key key or to decipher the ciphertext 
to seek out the plaintext. Second, the key should be 
long enough to avoid the possibility of finding the key 
through the brute force search. If the key is known to 
the adversary in anyway, then entire encryption process 
will be broken. Therefore, the key must be kept secret 
between the two authorized communicated parties 
(sender and receiver). However, sharing or exchanging 
the same key between the two communicated parties is 
not a trivial task.The communicated parties may 
exchange the key physically. That is, Alice chooses the 
key and physically delivered to Bob. However, if 
there's a fare distance between them, exchanging keys 
physically is not a good solution, since how many 
minutes, hours or days one needs for exchanging the 
key physically. If the two parties want to change the 
key more than once, one amongst them ought to visit 
different to deliver the new key. If there are more than 
two parties like three, four, or more, wherever each of 
them in several countries, it is more difficult to do that. 
Thus they may look for another approach to exchange 
the key. As, at the primary time they exchange the key 
physically, and so they use the recent key for 
encrypting  the newly one. But if the attacker in 
somehow succeeds ingaining access to at least one key, 
then all of the next keys are compromised, and the 
ciphertext will be disclosed. 
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2.2 PUBLIC KEY ENCRYPTION 

Public-key encryption was introduced in 1976 by Diffie 
and Hellman to solve the key distribution problem. 
Publickey encryption, also called asymmetric 
encryption, where one party features a secret key 
referred to as private-key and therefore the different 
party has a public-key. The private-key must be kept 
secret, while the public is published, so no need for the 
sender and receiver to share secret information, all 
communications involve only public-keys, and no 
private-keys area unit ever transmitted or shared. When 
Alice wants to send Bob a message M, she uses the 
Bob’s public-key KUB for encrypting M such that C = 
E(M, KUB), while Bob uses his private-key KRB for 
decrypting the ciphertext C such that M = D(C, KRB) 
to recover the original message M. Therefore, there is 
no secret key exchanged between Alice and Bob. 
Currently, there are many public-key algorithms, such 
as Diffie-Hellman, RSA, Rabin ,ElGamal , Elliptic 
Curve Cryptography (ECC) , and others. 
 
2.3 INVALID NODE ATTACK 

 
One of the most common forms to network attack is the 
Invalid Node Attack.A false node involves the addition 
of a node by an adversary and causes the injection of 
malicious data. An invasive might be adding a node to 
the system which generates false data or prevents the 
communication of correct data. Insertion of malicious 
node is one of the most dangerous attacks that can 
occur. Because in the case, adversary might inject false 
codes in the network and this might spread to all nodes, 
potentially destroying the whole network, or even 
worse, taking over the network on behalf of an 
adversary. Encryption techniques and authentication are 
used to defend against false node attack. 
 

3  EXISTING SOLUTION 

 
3.1 RABIN CRYPTOSYSTEM 

 

Rabin’s cryptosystem is based on the two integers p 
and q each congruent to 3 mod 4 which the private key 
is formed, their product , n=p*q, is known as the public 
key. Then to encrypt the message m, the ciphertext 
used is c=m2 mod n. The plaintext is recovered by 
finding the four square roots of c mod m, and by 
choosing the correct message from the four 
possibilities. That is a text message is converted to a 
number m in the same way as RSA. Here we present 
the details of the original Rabin public key signature 
scheme.At first, each node should perform the 
following to generate a key pair: 

1. The Node A chooses two large random strong 
prime numbers, p and q. 

2. Then Compute n = p*q.  

      3. The public key of A is n; the private key is (p, q)  

The “Chinese remainder theorem” is a theorem of 
number theory, which states that if one knows the 
remainders of the Euclidean Division of an integer  n by 
several integers, then one can determine uniquely the 
remainder of the division of n by the product of these 
integers, under the condition that the divisors are 
pairwise coprime. The Chinese remainder theorem is 
widely used for computing with large integers, as it 
allows replacing a computation for which one knows a 
bound on the size of the result by several similar 
computations on small integers. 
 
               r = (yp* p * mq + yq * q * mp ) mod n 
              -r = n - r 
               s = (yp * p * mq– yq * q * mp ) mod n 
              -s = n – s 
 

 

4. PROPOSED METHODOLOGY 

 

To overcome the above mentioned Invalid Node attack 
the modified Rabin cryptosystem is used which is 
explained below. 
 
4.1 DIFFERNTIAL RABIN CRYPTOSYSTEM 

 

The following pseudocode code should be implemented 
in order to provide a good level encryption. The input 
plain text will be in the form of  numbers .Therefore a 
strong variation should be created so that the attacker 
cannot find the cipher key by any attacks. One common 
technique used here is the primality of numbers. The 
steps are given as 

I. TRANSMITTER SIDE 

1.Let n be the number that will be the plain text and 
R be the resultant encrypted text. 

2.A prime number that is closest and next to n is 
taken and let that prime number be p. 

3.Now the difference between the p and n is taken 
and let that number be d. 

4.Now the ciphered input data is obtained by                   
R =2*[ (p*10) + d] 

II.RECIEVER SIDE 

1.The ciphered data is divided by 2. 

2.Now the ciphered text can be divided into two parts 
p and d. 

3.If the second last number is an odd number then 

       p = R /10 ; d = R%10 

4.Else 

       d = (R%10)+10; p = (R/10 – 1) 

5.Since p and d are found the input plain data  

       n = p – d 
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5. IMPLEMENTATION 

 

 
                                   FLOW CHART 

 
5.1 CONTIKI AND COOJA 

 
The above flow chart is implemented by using the 
Contiki operating system. Contiki is a open source 
software created by Adam Dunkels. Contiki supports 
the standard protocols and the recent protocols of IOT. 
The Contiki operating system consists of a network 
simulator called  
Cooja. One Cooja simulation node contains number of 
nodes from any of the 3 classes.  
 

6. RESULT AND DISCUSSION 

 
 For our project we have developed a faster 

encryption algorithm from the rabincrypto 
system. 

 In this algorithm, the cipher text generation is 
made faster by the generation of single prime. 

 The encryption system has been proved to be 
efficient against invalid node attack. 

 Rabin crypto system uses two private keys 
where as differential Rabin uses a single 
private key thereby increasing its execution 
time compared to Rabin cryptosystem. 

 

 
 

EXECUTION TIME TO SEND THE DATA IN THE 
SERVER SIDE FOR DIFFERENT CRYPTOSYSTEM 

 
EXECUTION TIME TO RECEIVE THE DATA IN THE   
RECEIVER SIDE FOR DIFFERENT CRYPTOSYSTEM 
 

7  .CONCLUSION 

 

The Differential Rabin can be implemented in light 
weight IOTs due to its simple algorithm 
structure.The implementation of Differential Rabin 
works in a faster man in both the server and the 
client sides making the system versatile. The less 
number of prime generation will be able to make the 
system work more faster than traditional 
algorithms.Therefore, when the algorithm is simple 
the IOT system can accommodate many number of 
nodes which improves the scope of algorithm. 
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