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Abstract -The mobile ad hoc network is basically a 

non- infrastructure based wireless network. Many of the 

active trust-based security strategies for mobile ad hoc 

network regard packet loss as an indicative measure for 

the feasible attacks by the malicious nodes. There are 

many possible reasons for packet loss. Some of them 

are node mobility, queue overflow and interference. For 

any security scheme, it is very important to identify the 

actual primary cause of the packet loss occurrence. In 

order to detect the malicious nodes, it is required to 

perform a fine-grained analysis to identify the primary 

reason for the packet loss. The performance of any 

security scheme may deteriorate without this analysis as 

the true malicious nodes turn out to be undetected while 

the innocent nodes are punished. Therefore, proper 

strategies are needed to identify the exact malicious 

nodes. Hence, we present an approach which is able to 

identify the exact malicious nodes using various 

MANET parameters to identify if the packet loss has 

occurred due to node mobility or interference or queue 

overflow in MANET. The development of an all-

embracive trust model for the identification and 

isolation of malicious node and a fine-grained analysis 

scheme for the detection of packet loss has been 

proposed in this approach. We further differentiate the 

behavior of MANET under various attacks such as 

wormhole attack, black hole attack and rushing attack 

by comparing with various network parameters such as 

throughput, packet delivery ratio and end to end delay 

by performing a fine-grained analysis. The proposed 

method is simulated using NS2 and the final 

experimental results indicate the major decrease in the 

false positives rate and a significant growth in the 

detection rate of the true malicious nodes when 

compared to the pre-existing schemes. 

Keywords— Security; MANET; Black hole Attack; 

Wormhole Attack; Rushing Attack; Fine-grained 

Analysis; Interference; Node mobility; Queue 

Overflow; Trust. 

 

I. INTRODUCTION  

 

A mobile ad hoc network is a wireless network which 

is formed dynamically by a group of multiple mobile 

nodes that are connected together and further cooperate 

in packet forwarding. In order to maintain the proper 

functionality of the MANET, constant cooperation is 

expected from all the nodes which often doesn’t take 

place due to the distributed architecture and the 

changing network topologies as a result of which 

misbehavior of nodes occur making the network more 

vulnerable to various possible network attacks. In 

MANETs, the term trust is nothing but the fulfillment 

of the expectations of a node by another node. The 

entire routing procedure of the MANET is based upon 

the trust values put forth in the trust tables managed by 

each node in the network. 

  The failure of these trust-based strategies results in 

increased false positives in which many innocent nodes 

are mistook as malicious nodes and also leads to 

reduced detection rates of malicious nodes. The pre-

existing schemes may result in more erroneous 

solutions under high node mobility and data rate 

conditions and hence the proposed fine-grained 

analysis is more trustable for the detection of 

anomalous behavior in MANET.  

A. Problem Statement 

One of the most important thing of any 

trust-based security scheme is the detection of packet 
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loss and reacting to it. It is necessary to perform a 

thorough analysis and investigation to find the actual 

reason for the packet loss in order to avoid the false 

positives before the isolation of the malicious nodes. 

The performance of any security scheme may 

deteriorate without this analysis as the true malicious 

nodes turn out to be undetected while the innocent 

nodes are punished. Hence, the existing MANET 

schemes need to include more exact approaches that 

are able to perform proper analysis of packet loss and 

other network parameters. 

B. Related Existing Work 

The pre-existing trust-based security schemes 

have been worked upon the DSR protocol, watchdog 

and path-rate mechanism to reduce the impact of 

malicious node on the throughput of the network. 

 

C. Our Contributions 

           The development of an all-embracive trust 

model for the identification and isolation of malicious 

node and a fine-grained analysis scheme for the 

detection of packet loss has been proposed in this 

approach. We further differentiate the behavior of 

MANET under various attacks such as wormhole 

attack, black hole attack and rushing attack by 

comparing with various network parameters such as 

throughput, packet delivery ratio and end to end delay 

by performing a fine-grained analysis. The protocol in 

which we have implemented the entire scheme is 

AODV protocol. 

 

II. SIMULATION MODULES:  

 

In this approach, we have used 

1. NS-2. 

2. OTcland C++ programming language 

3. Routing Protocols. 

 

A. NS-2: 

The term NS-2 stands for Network Simulator version 

2.It is a discrete event simulator for doing research in 

the networking domain. The NS-2 works at packet 

level. It provides important support for simulating a 

bunch of network protocols such asDSR, FTP, UDP, 

HTTP and TCP etc. and simulates both the wireless 

and wired network. It is primarily based on UNIX. The 

scripting language that it uses is TCL. NS-2 is a tool 

which acts as a standard environment for experiments 

in the research community. 

 

 

 

 

 

 

 

 

 

 

             

 

 

 

 

NS-2 ARCHITECTURE 

 

 

To run NS2 File: 

 

Fig 1. NS-2 Architecture 

1. Go to ubuntu Terminal. 

2. Choose your File location. 

3. Write command to RUN ns2 .tcl format file. 

(i.e.) ns filename.tcl 

 

B. OTcl and C++ programming language: 

The NS-2 consists of two main key languages: 

Object-oriented Tool Command Language (OTcl) and 

C++. While the OTcl sets up the simulation by 

assembling and configuring the objects as well as the 

scheduling discrete events, the C++ plays its part in 

defining the internal mechanism (i.e., a backend) of the 

simulation objects, The Tcl links both the Object-

oriented Tool Command Language (OTcl) and C++ 

together . 

C. Routing Protocols : 

A routing protocol is a communicating protocol. The 

communication of the routerswith one another by 

spreading the information that makes the routers to 

select dedicated routes between any two nodes on a 

network is specified by the routing 

protocol. Routing algorithms play a vital role in 

determining the definite choice of route. Each router 

has a prior knowledge only about the directly attached 

networks. A routing protocol shares the route 

information to its immediate neighbors first, and 

further throughout the network. Thus, the routers seek 

knowledge about the topology of the network in this 

way. 
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The Tcl script uses the AODV Routing Protocol as 

follows: 

Setrp AODV;#routing protocol 

AODV Protocol:  

The term AODV stands for Ad Hoc On-Demand 

Distance Vector.It is a routing protocol which is 

designed for the wireless and the mobile ad hoc 

networks. The AODV Protocol establishes the route 

with destination only in the time of its requirement. 

Both themulticast and unicastrouting protocol 

mechanism are supported by the AODV protocol. 

III. PROPOSED SYSTEM 

For the detection of truly malicious nodes and the 

various networking attacks occurred due to it, it is 

required to carry out a fine-grained analysis for 

determining the underlying cause of such loss.Our 

proposed fine grained analysis analyses a few network 

parameters such as packet delivery ratio, end to end 

delay and throughput of the mobile ad hoc network 

under various attacks and compares that under which 

attack the network has better performance. 

A. Network Animator (Nam): 

The Network Animator (Nam) is a completely 

separate program that is distributed with the NS 

simulator. It is basically an animation tool based on 

TK/Tcl for viewing the real world packet traces and 

the network simulation traces. The progression of the 

packets throughout the network is by it. The Nam 

program reads an input file (containing the packet 

transmission events) and draws the network events 

graphically. 

B.  Node-to-Node Communication: 

The number of nodesin the program is fixed. The 

nodes are configured with the definite parameters of a 

wireless mobile node. We set up the topography object 

after creating the trace file and the Nam file. To create 

the nodes, the command “Set node_ ($i) [$ns node]” is 

used. Always the initial location of the nodes is fixed. 

To every node, a definite X, Y coordinates are 

assigned. With fixeddestination location and fixed 

speed, the nodes are given mobility. The initial size for 

every node by is set by using “initial_node_pos”. The 

routing protocol is used here is AODV. The end time 

of the simulation is specified by “$Val (stop)”. The 

TCP agent and the TCP Sink agent is attached to the 

respective specific nodes. The FTP application is 

attached to the TCP agent and both the TCP and the 

TCP sink agents are connected. Now, the 

communication between the nodes are setup. 

C. Node Mobility: 

In a mobile ad hoc network, the mobility of a node 

from one location to another can be made using the 

keyword “setdest” in Tool Command Language (TCL) 

script. The X-coordinate, Y-coordinate along with the 

speed are the required specifications for a node’s target 

location. The target location of a node should not go 

away from the network area (i.e.) it should lie within 

the network area. 

 

Fig 2. Mobility of nodes 

D. Black Hole Attack 

The Black hole Attack in MANETs can be 

classified into several types based on the approach 

adopted by the malicious node to launch the attack. In 

particular the malicious node can intentionally drop all 

the forwarded packets going through it (packet drop 

attack), or it can selectively drop the packets originated 

from certain nodes that it dislikes. In order to launch a 

Packet Drop Attack, the first step for a malicious node 

is to find a method that allows it to be involved in the 

route forwarding path of data or control packets. To do 

so, it exploits the vulnerabilities of the causal routing 

protocols which are generally designed with strong 

hypothesis of credibility of all the nodes participating 

in the network. Thus, any node can easily misbehave 

and provide severe damage to the mobile ad hoc 

network by targeting the data and the control packets 

simultaneously. The Dropping of data packets lead to 

suspend the on-going communication between the 

initial and the destination node. More seriously, an 

attacker that captures the reaching control packets can 
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turn away the associated nodes from the constructing 

routes between them. 

 

Fig 3.  Black hole Attack 

In Black hole attack, using routing protocol to 

an invader promotes itself as the shortest path to the 

objective device. When the attacker receives an 

application for a route to the purpose node, it forms a 

react connecting of actually short route. If the naughty 

respond reaches the initiate node previous to the reply 

from the authentic node, a false route gets formed. 

Device joins the network itself among the 

communicating nodes and it is forceful to do the whole 

thing when the packets are passing through them. It 

can crash the packets between them to implement a 

denial-of-service attack, or on the beforehand its 

situation over the route is the first step of a middle man 

attack. 

E. Wormhole Attack: 

The wormhole attacks are the most 

dangerousMANET attacks as they lead to serious 

threats. The attacker creates two or more malicious 

nodes at different locations of the network in the 

wormhole attack. With the help of a low latency link, 

these nodes are connected. This link results in the 

formation of a virtual tunnel.The data transfers into 

the tunnel and no multipath is achieved. In this, low 

routing efficiency is observed because of fixed data 

sharing into one path. 

 

Fig 4.  Wormhole Attack 

 

 

F. Rushing Attack 

The rushing attack mainly influences the network 

connectivity and weakens functionalities and 

capabilities of the network such as control and message 

delivery.  It isolates the legitimate users from the 

mobile ad hoc network.Here only data shred to fix 

routing then occurred more packet dropping. The 

rushing attack results in denial of service (DOS) or 

results in packet drop while the node data is travelling 

or during the node communication. A duplicate 

suppression mechanism is used by the attacker in this 

attack to swiftly forward the route request packets 

(RRP) for swiftly gaining access to the destination 

node before any other legitimate node. The attacker 

can know the data shared by both the source and the 

destination node by reaching first to the destination. As 

the entire mechanism makes the packets to rush, hence 

it is called as rushing attack. 

 

Fig 5.  Rushing Attack 
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G. Throughput: 

Throughput is one of the main network 

parameters of MANET. It is the number ofdata packets 

which is sent successfully in a unit time and it is 

represented in terms of bits per seconds(bps). In this 

approach, the throughput is calculated using the AWK 

script which processes the trace file and generates the 

result. It is calculated as 

 

 

 

Fig 6.  Throughput Comparison 

 

H. Packet Delivery Ratio: 

 The packet delivery ratio can be defined as 

the ratio of the total number of packets received at the 

destination node to the total number of packets sent 

from the sender node. In other words, it is defined as 

the ratio of data packets received by the destinations to 

those generated by the sources. Mathematically, it can 

be defined as:  

PDR= S1÷ S2 

where, S1 is the sum of data packets received by 

the each destination and S2 is the sum of data packets 

generated by the each source. 

 

 

Fig 7.  Packet Delivery Ratio Comparison 

I. End to End delay: 

The end to end delay can be defined as the 

time taken by a data packet to reach the destination 

node from the source node. It is usually measured in 

terms of seconds. Mathematically, it can be defined as:  

Delay[i] = receiving time[i] – sending 

time[i] 

Total Delay = Total Delay + Delay[i] 

Average Delay = Total Delay / count 

Where, 

i = packet sequence number 

count = Total packet count 

 

 

Fig 8. End to End Delay Comparison 

 

J. AWK Scripts for NS2 to process data 

from Trace Files  

The data from the trace files which we get from 

NS2 are processed by the AWK scripts in a very good 
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manner. If we want to process the trace file manually, 

it can be done by following the command as follows  

Command for AWK script Run: 

Awk –f filename.awk tracefile.tr 

 

             IV.   RESULTS AND CONCLUSION: 

Based on the AODV protocol, the NS-2 is used to 

perform the simulations which analyses the working 

and the performance of the mobile ad hoc network 

under various MANET attacks such as black hole 

attack, wormhole attack and the rushing attacks and 

the fine-grained analysis approach detects and 

compares the network parameters such as throughput, 

packet delivery ratio and end to end delay of the 

mobile ad hoc network under various attacks. This 

leads us to a conclusion to decide about the network 

under which attack has abetter performance. 

According to the experiment carried on by us, we have 

inferred that network under rushing attack has 

comparatively better performance and the performance 

of network under wormhole attack has relentless 

performance while the network under black hole attack 

has a moderate performance. Also, the results would 

conclude that our FGA scheme out performs the 

traditional scheme using DSR protocol on all metrics 

and the experimental results show that our proposed 

trust model achieves a significant increase in the rate 

of detection of truly malicious nodes as compared to 

traditional non-FGA schemes. 

 

      Fig 9.  Comparison of network parameters. 
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