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Abstract- Nowadays, biometrics is one of the most 

used applications in security systems. Face 

recognition is the extensively used approach 

because of its uniqueness. We need to make sure 

that only the live face images grant permission to 

access the confidential resources in a genuine way. 

But hackers disrupt this system by duplicating the 

faces of genuine users by photo attacks, video 

replay attacks and 3-D attacks. Many mechanisms 

have been devised to daunt these impostors. Hence, 

a methodology is projected that employs a neural 

network to uncover the spoofed faces. The 

convolutional network architecture is constructed 

to arrest the spoofed faces from accessing in the 

name of genuine users. Own datasets of real and 

fake images are created to train the neural 

network. The two datasets are trained separately to 

resolve the absolute outcome. The experimental 

results over the validation set and testing set show 

that this method shows better performance. 
 
 
 

I. INTRODUCTION 
 
Every day we come across biometric systems for 
authentication and many other purposes. The biometrics 
includes the face, iris, fingerprint and palm recognition. 
But the criminals very accurately stimulate the 
biometrics of the genuine users to access their private 
systems and this process is called a spoofing attack. It is 
comparatively easy for the criminals to spoof iris, 
fingerprint and palm to face spoofing. Face recognition 
is universally used to ensure authenticity. Mobile 
unlocking, to safe deposit, locker unlocking exercised 
face recognition technology. However, hackers or the 
criminals pretend to pose as a genuine user in three 
peculiar ways for instance photo attacks, replay video 
attacks and 3-D mask attack. Presenting themselves as a 
real user by the way of using printed photo face is 
entitled as photo attacks. To prohibit impostors from 
this attack, highlight removal method, User interaction 
method had been formalized. However, impostors find 
a way to avail the resources. They exploit motion 

 
 
 
picture and video replay attacks, 3-D mask attacks to 
beneficially acquire the user’s possessions. Hence, 
various states-of -art methods have been evolved to 
retard the imitators. The existing methodologies 
include Face liveliness detection, Texture analysis, 
User Interaction (Eye and head movements), Image 
Quality Assessment, Image Distortion Analysis, 
Depth sensing, Convolutional neural networks. 
 

The success of convolutional neural networks in 
computer vision provides a strong hope of its use in 
biometrics for the face antispoofing and other similar 
applications. With these neural architectures, it is easy 
for us to solve complex solutions with better 
performance and features. They work with high-level 
features and are self-trained from the training dataset. 
The convolutional neural network is able to deal with 
digital images with better performances. Many kinds 
of research are done with neural layers to achieve 
more accuracy and increase its performance 
 

The main objective is to train the real face image 
dataset and fake face dataset separately, validate and 
then test using different sets respectively. The training 
dataset is trained over a convolutional neural network. 
We collected our own dataset with real and fake faces 
(500 each). Since the real and the fake images were 
trained separately the neural layers were self-trained 
such that they can identify the real and fake face when 
an input face is given.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.I.1 
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II. RELATED WORK 
 

The traditional methods of face antispoofing include 
four types. They are i) motion-based method, ii) 
texture-based methods, iii) image quality analysis 
method and  
iv) method based on other cues. The motion-based 
methods include lip movement and head movement. 
Colour diversity and the difference in the texture of the 
faces come under texture-based methods. IQA method 
includes Highlight Removal and chromatic features. 
The texture-based method also includes various 
algorithms such as LBP to extract spatial and time 
domain features and HOG. There are numbers of 
feature-based algorithms to detect the spoofed faces.  
 
 
 
 
 
 
 
 
 

 
Fig. II.1 

 
Apart from traditional methods, Convolutional 

neural networks can extract features from raw data in 
an end to end approach. And only very few algorithms 
were used along with CNN in antispoofing 
applications. Normally a CNN based algorithm uses a 
pre-defined classifier called Support Vector Machine 
(SVM). Usage of CNN is more efficient when 
compared to the traditional methods. Mostly the 
datasets use will be CASIA-FASD and RELAY 
ATTACK. The CNN use the SoftMax loss as 
supervision so that the entire prior work of face 
antispoofing problems appears as binary i.e. just to 
classify between the real and fake faces. But there are 
problems regarding binary supervision as they have a 
different level of image degradation. 
 

III. APPROACHES 
 

In this section, methodology, data preparation and 
training are discussed. This will be one of the most 
efficient approaches to detect spoofed faces. 
 

a. Methodology: 
 

Keras and Pytorch are the two-deep learning 
libraries with tensorflow as a backend. Firstly, the data 
set have to be collected on our own using our phone 
camera. The data set has to be loaded and normalized. 
The Neural network has to be defined so that dataset 
can be trained using 

 
the train set images. The train set, validation set and 
test set are the three sets of data. Using the validation 
set the network is tested to ensure a well-trained 
network and the results are noted. Then the network is 
tested on the test data to find the accuracy.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.III. a.1 
 

b. Data Preparation: 
 

The dataset is created by our own having 500 
unique real and fake images in two separate datasets. 
The real face images are captured using a phone 
camera. Before training the dataset on a convolutional 
neural network, the images should be pre-processed. 
The pre-processing involves mean centering and 
normalizing the images. After the images are being 
normalized, they are trained on the defined neural 
network. In the same way, fake images in another 
dataset are normalized and then trained on a neural 
network separately. Data augmentation is performed 
on the training images to increase its number. The data 
augmentation includes horizontal and vertical flipping 
of images.  
 
 
 
 
 
 

….  
 
 
 
 
 
 

Fig. III.b.1 this figure shows few images in our dataset; the first row are 
the examples of real faces and the second row are the examples of fake 

faces 
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c. Training 
 

The training is done on 80% of the collected data 
set images. The training ends up with machine learning 
that allows the neural network to make the decision on 
its own, precisely in less time. Always keep in mind 
training involves labelled images. Whenever a face is 
given for training, it saves each of the activations of 
neurons till the last layer. Sometimes both real and 
fake faces will have the same neurons to get activated, 
but based on the value (weight) of neurons, it maps the 
exact output. 
 

RMS prop is used as an optimizer. RMS prop 
keeps the average of every squared gradient for each 
weight. RMS optimizer is commonly used because this 
is faster for larger datasets also. The mathematical 
equational of the above rule looks like 
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Fig.III. c.1 

 
Training involves backpropagation to impart “how 

to activate neurons?” The four subsections of 
backpropagation include forward pass, loss function, 
backward pass, weight update. The randomly 
initialized weight of pixels passes through the entire 
network during forwarding pass. Now, the loss 
function is calculated using cross entropy loss to 
calculate the error (between the predicted and actual 
value of the labelled image). A backward pass is done 
to determine the error and to rectify it. Then, at last, 
comes the weight updating, which update the rectified 
weight into the neurons. The data iterator loops the 
data for optimization while training. After the 
completion of training, the defined loss function gives 
out the running loss along with epoch and nth time of 
iteration and prints “finished training” 
 

IV. EXPERIMENTAL RESULTS: 
 

a. Validation 

 
Validation involves testing of data set with 

labelled images. It is done by the remaining 20% of 
the collected data set. The saved activations in the 

 
memory of the neural network validates the data set. 
This validation substantiates the trained data set. To 
get the exact result for validation, the neural network 
has to be retrained. 
 

b. Testing 

 
Testing is similar to validation, but it is done on a 

data set other than our collected data set. More the 
iterations done on training more will be the precision. 
In testing, we compare the ground truth with the 
output of the tested image. The accuracy of testing is 
more based on the weight of the neurons. The weight 
of the neuron is the probability distribution of the 
tested image. If the weight is equally distributed 
among the two neurons of the output layer, it needs 
more training. Similarly, more images are tested to 
find the accuracy of the constructed neural network. 
 

During testing, the ground truth is printed along 
with the test image. Then, the prediction of the output 
is printed. The output is depending upon the energy of 
the defined classes of images. Its accuracy is based on 
how much the ground truth and prediction is matched. 
Finally, it gives away the performance of each class 
after training. 
 
 

V. CONCLUSION 
 

In this paper, a framework is proposed with 
convolutional neural networks to detect the spoofed 
face. The image is given as an input to the CNN 
framework. Since we used the strategy of training the 
fake and real face dataset separately it is easy and 
efficient for the system to classify the image between 
real and fake when an input image is given. The 
flexibility of the neural layers is the main reason for 
the better performance in detecting the spoofed 
images. 
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