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forgery, a new scheme was introduced, in which a dynamic 
Abstract— The Internet of Things will transform the real 

world objects into intelligent virtual objects. Security is the 

primary entity because most of the resources are shared through 

internet. There are various security methods for internet of 

things which are discussed in detail. Mutually desired security 

objectives should be satisfied by the communicating parties. 

Elliptical curve cryptography is the most efficient public key 

encryption key based on elliptic curve concepts that can be used 

to create faster, smaller and efficient cryptographic keys. To 

protect network and for securing it against attacks, computer 

network security is employed. So that the losses during the 

transmission of the message can be minimized. We use ECC in 

a way to achieve non-Repudiation, integrity, confidentiality and 

authentication. Generation of public key and private key plays 

an important role in elliptic curve cryptography. 
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I. INTRODUCTION 

Many embedded devices like vehicles sensors ,actuators are 
internetworked using internet of things for collecting and 
exchanging data. the connected networks and devices in IoT 
are secured with the help of IoT security. IoT has an ability to 
transfer the data automatically over a network and is 
increasing the importance of the objects having unique 
identifiers. Wearable computing devices, vehicle to vehicle 
communication , smart energy grids, home building 
automation uses embedded sensor systems and computing 
devices which are increasing the need of IoT 
communication.The issue is the inconsideration of security in 
the product design and the networking appliances and other 
objects are new. 
Public key cryptography is the solution for the problem of 
security and ensures secure mobile communication. The two 
aspects that must be taken into account for using public key 
cryptography includes the distribution of public keys and the 
use of public key encryption for the distribution of secret 
keys. 

 
Distribution of public keys 

 Public announcement 

The main focus of public- key encryption is on the fact that 
the public key should be public, that is, a user can send his or 
her public key to any other user or broadcast it to a large 
community. 

 Public directory 

As the public announcement scheme for the distribution 
of public keys was not too secure and there were chances of 

directory having the name and public key entry for each user 
is maintained and distributed by some trusted authority. 

 Public-key authority 

A central authority maintains the dynamic directory of 
the public keys of the users. The users knows only the public 
key of the authority, while the corresponding private key is 
secret to the authority. 

The most efficient public key cryptosystem is ECC. For 
ensuring message integrity ,ECC is used in combination with 
public key encryption methods like Diffie-Hellman key 
exchange communication through encryption, authentication 
of sender and digital signature. The security that is provided 
by other algorithms can be produced with lower 
computational power and minimum battery usage using ECC. 
The algorithms of public key cryptography provides the 
requirements of security like authentication of confidentiality. 
Network attack detection is the challenging task in today’s 
growing world. In today’s internet the challenging task for 
network operator is network attach detection. Signature base 
detection anomaly detection methods will detect various 
attacks with different range and variety of characteristics 
attacks. Pattern of unauthorised behavior is detected using 
Signature based detection and abnormal pattern behavior can 
be detected using anomaly detection. 

 

II. RELATED WORKS 

Xuesong wang .et al [1] proposed that Pixel values in an image 
are converted into big integers which are encrypted with ECC 
. It attains strong security and high efficiency. 

Martin Broda .et al [2] brings out Embedding of encoded 
secret message using Quick Response Code(QR) code into 
image data. QR code is broken using encryption for mare 
security. 

Anna Sperotto .et al [3] explained that Domain name service 
security adds integrity and authenticity to DNS using digital 
signature. 

Howon Kim .et al [4] implemented a Highly optimised 
software for wireless sensor nodes equipped with an 8-bit 
AVR micro controller. 

Neeli Rashmi Prasad .et al[5] proposed to provide secure and 
efficient group authentication Threshold cryptography based 
group authentication is proposed. TCGA scheme is light 
weight, reduces the effect of battery exhaustion attack. 
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III. ELLIPTIC CURVE CRYPTOGRAPHY 
 
Victor Miller and Neal Koblitz invented Elliptic curve 
cryptosystems (ECC) invented in 1985.here group of points 
placed on an elliptic curve replaces subgroup of Zp* of older 
discrete logarithm cryptosystems which are viewed as elliptic 
curve analogues. computational intractability is the basis of 
mathematics in the security elliptic curve cryptosystems in 
the elliptic curve curve discrete logarithm problem 
(ECDLP).discrete logarithm cryptography relates the concept 
of ECC They can be viewed as elliptic curve analogues of 
the older discrete logarithm (DL) cryptosystems in which the 
subgroup of Zp* is replaced by the group of points on an 
elliptic curve over a finite field. The mathematical basis for 
the security of elliptic curve cryptosystems is the 
computational intractability of the elliptic curve discrete 
logarithm problem (ECDLP). ECC is a relative of discrete 
logarithm cryptography. An elliptic curve E over Zp as in 
Figure 1 is defined in the Cartesian coordinate system by an 
equation of the form: 
y2=x3+ax+b (1) 

where a, b ε Zp, and 4a3 + 27b2≠0 (mod p), together with a 
special point O, called the point at infinity. The set E(Zp) 
consists of all points (x, y), x ε Zp, y ε Zp, which satisfy the 
defining equation, together with O. Each value of a and b 
gives a different elliptic curve. The public key is a point on 
the curve and the private key is a random number. The public 
key is obtained by multiplying the private key with a 
generator point G in the curve. 

 
The definition of groups and finite fields, which are 

fundamental for the construction of elliptic curve 
cryptosystem are discussed in next subsections. 

 
 
 

 
 

Figure 1 elliptic curve 
A.ELLIPTIC CURVE OPERATIONS OVER FINITE FIELD 

The main operation is Point multiplication is achieved by 
two basic elliptic curve operations. 

1. Point addition, adding two points J and K to obtain another 
point L i.e. L= J + K, require 1 inversion and 3 multiplication 
operation. 

2. Point doubling, adding a point J to itself to obtain another 
point L i.e. L = 2J, requires 1 inversion and 4 multiplication 
operation. 
B. POINT ADDITION 

Point addition is the addition of two points J and K on an 
elliptic curve to obtain another point L on the same elliptic 
curve. Consider two points J and K on an elliptic curve as 
shown in Figure 2. If K≠ -J then a line drawn through the 
points J and K will intersect the elliptic curve at exactly one 
more point –L. The reflection of the point –L with respect to 
x-axis. 

 
 
 

 
 

. 

Figure2 point addition 
C.POINT DOUBLING 

Point doubling is a process where point J which is on the 
elliptic curve is added to itself so that the other point L is 
obtained on the sae elliptic curve.it means the same point is 
doubled to achieve Lto obtain another point L i.e. to find L 
= 2J, consider a point J on an elliptic curve as shown in 
Figure. If y coordinate of the point J is not zero then the 
tangent line at J will intersect the elliptic curve at exactly one 
more point –L. 

 

 
Figure 3 point doubling 

The reflection of the point –L with respect to x-axis gives the 
point L, which is the result of doubling the point J, i.e., L = 
2J. If y coordinate of the point J is zero then the tangent at 
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this point intersects at a point at infinity O. Hence 2J = O when 
yj=0. Figure 3 above shows point doubling. 
D.KEY GENERATION 

An entity A’s key pair is associated with a particular set of EC 
domain parameters D= (q, FR, a, b, G, n, h). E is an elliptic 
curve defined over Fq , and P is a point of prime order n in 
E(Fq), q is a prime. Each entity A does the following: 

1. Select a random integer d in the interval [1, n- 1]. 

2. Compute Q = dP. 

3. A’s public key is Q, A’s private key is d. 
E.SIGNATURE GENERATION 
To sign a message m, an entity A with domain parameters D= 
(q, FR, a, b, G, n, h) does the following: 

1. Select a random or pseudorandom integer k in the interval 
[1, n-1]. 

2. Compute kP =x1, y1 and r= x1 mod n (where x1 is regarded 
as an integer between 0 and q-1). If r= 0 then go back to step 
1. 

3. Compute k-1mod n. 

4. Compute s= k-1 {h (m)+ dr} mod n, where h is the Secure 
Hash Algorithm (SHA-1). If s = 0, then go back to step 1. 

5. The signature for the message m is the pair of integers 

(r, s). 
F.SIGNATURE VERIFICATION 
To verify A’s signature (r, s) on m, B obtains an authenticated 
copy of A’s domain parameters D = (q, FR, a, b, G, n, h) and 
public key Q and do the following 

1. Verify that r and s are integers in the interval 

[1, n-1]. 

2. Compute w = s-1mod n and h (m)s 

3. Compute u1 = h(m)w mod n and u2 = rw mod n. 

4. Compute u1P + u2Q =(x0, y0) and v= x0 mod n. 

5. Accept the signature if and only if v = r 

G. DIFFIE-HELLMAN KEY EXCHANGE 
Key exchange using elliptic curves can be done in following 
manner. First, pick a large integer q, which is either the prime 
number p or an integer of the form 2m, and the elliptic curve 
parameters a and b for the equation 
y2mod p=(x3+ax+b)mod p (2) 
y2+xy=x3+ax2+b (3) 

this defines the elliptic group of points Eq(a,b). Next, pick a 
base point G=(x1,y1) in Ep(a,b) whose order is a very large 
value n. the order n of a point G on an elliptic curve is the 
smallest positive integer n such that nG= 0 and G are 
parameters of the cryptosystems known to all participants. 

 
A   key  exchange   between the  users A and B can be 
accomplished as follows. 
1.A selects an integers nA less than n.this is A’s is private key. 
A then generates public key PA=nA*G;the public key is a 
point in Eq(a,b). 

2.B similarly selects a private key nB and computes the 
public key PB. 
3.A generates the secret key k= nA* PB. B generates the secret 
key k=nB* PA. 
Note that the secret key is a pair of numbers. If this key is to 
be is used as a session key for conventional encryption, then 
single number must be generated. 

 
 
Algorithm Key exchange Encryption/ 

Decryption 

Digital 
signature 

Diffie- 
Hellman 

Yes Yes No 

DSA No No Yes 

RSA Yes Yes Yes 

ECC Yes Yes Yes 

 
Table 1 comparisons of various cryposystems 

 
 

III. METHODS OF SECURITY 
Security methods deployed in IoT can be broadly 

classified into the following five types. 

 Secure booting 

 Access control 

 Device authentication 

 Firewalling and IPS 

A. SECURE BOOTING 
Cryptographically generated digital signatures are used for 

verifying authenticity abd integrity of the software when the 
power is first introduced to the device. similar to that when 
a cheque or a legal document is signed by a person the 
software image is given an attachment which is called 
digital signature which ensures that the device runs only the 
software that is authorised and the authorized entity is 
loaded. the device needs security from attacks and 
malicious intentions so that foundation of trust can be 
established. 

 
B. ACCESS CONTROL 
The access of the needed resources to perform specific tasks 

are limited by the mandatory and roll based access control 
installed in the operated system. the intruder accesss will 
be minimum to the system’s other parts if any of the 
components are compromised.if a hacker tries to gain a 
network access the microsoft active directory which is 
anologous to network based access control systems limits 
the information that is comprised to only those areas of the 
network.the minimal access that is required for performing 
an action is dictated by the principle of least privilage is to 
be authorised so that the breach of security effectiveness is 
minimized. 
C. DEVICE AUTHENTICATION 

Before receiving or transmitting data a device should be 
authenticated as soon as it is plugged into a network. To 
solve the problem of users sitting behind keyboards and 
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waiting to input the credential required for network access, 
the devices are authenticated and identified before 
authorization. For that a machine gives the user a name and 
password to access a corporate network based on the stored 
details. 

 
D.FIREWALLING AND IPS 
The destined device termination is caused because of traffic, 
so to control it firewalling or the inspection of deep packets 
is done. If network based appliances are placed properly the 
host based firewall or IPS is required, because embedded 
devices have unique protocol which are quite different from 
IT enterprise protocols. for example, we have a smart energy 
grid having its own set of protocols ruling parameters like the 
way of communication between the devices. For the 
identification of payloads that are malicious in non-IT 
protocols we use industrial specific protocol filtering and 
deep packet inspection capabilities. The filtering of specific 
data whose destination is terminated on the device is to be 
concerned other than filtering ,high level, common internet so 
that the required use of the available computational devices is 
performed. 

 
IV. GRAPH 

 
 

This graph infers that ECC has highest throughput and 
efficiency in comparison with existing works. Because for 
optimising design critical path, the design to clock cycle 
numbers and design area high throughput is required. 

 
 

V. ELLIPTIC CURVE CRYPTOGRAPHY 
PERFORMANCE PARAMETERS 

 The security comes with a price and large keys in 
case of RSA, E1-GAMAL and Diffie-Hellman 
asymmetric key cryptosystem,. So researchers have 
found a cryptosystem that provides the same level 
of security with smaller keys. Elliptic Curve 
Cryptography implementation should follow the 
given conditions: 

 Suitability of methods available for optimizing 
finite field arithmetic like addition, multiplication, 
squaring, and inversion. 

 Suitability of methods available for optimizing 
elliptic curve arithmetic like point addition, point 
doubling and scalar multiplication. 

 Application platform like software, hardware, or 
firmware. 

 Constraints of a particular computing environment 
e.g., processor speed, storage, code size, gate count, 
power consumption. 

 Constraints of a particular communications 
environment e.g., bandwidth, response time. 

 Suitability of methods used for optimizing anomaly 
detection, misuse detection, unsupervised network 
attack detection,unsupervised attack detection 
through clustering. 
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