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Abstract 

Despite much research on probabilistic key pre 
distribution schemes for mobile networks over the past 
decade, few formal analyses exist that define schemes’ 
resilience to node-capture attacks precisely and under 
realistic conditions. A comprehensive analysis on 
connectivity and resilience is presented under q-composite 
key pre distribution scheme. All the nodes in the network 
are interconnected to ensure secure communication. The 
conditions to guarantee the connectivity of the network 
include mobility, physical transmission constraints, link 
unreliability and the boundary effect of network fields. 
Connectivity, Unsplinterable and unattackable are 
presented for secure communication in mobile networks. 
Connectivity of the network in the presence and absence of 
node capture attacks are studied. unattackable ensures that 
an adversary capturing any set consisting of a negligible 
fraction of nodes can compromise only a negligible 
fraction of communication links. Unsplinterable means that 
when a negligible fraction of nodes are captured, almost all 
of the remaining nodes are still securely connected. 
Simulation analysis is carried out to show the performance 
of the proposed scheme.  
Keywords: Connectivity, Unsplinterable and unattackable, 
probabilistic key pre distribution, wireless sensor network. 
 

1. Introduction 

Wireless Sensor Networks (WSNs) deployed in 
hostile environments are subjected to adversary attacks that 
may lead to capturing of sensors in the communication 
network. Because of the limited low cost considerations, 
sensors are vulnerable to attacks.  WSNs play an important 
role in many applications such as health care, industrial 

automation, transport systems and food control. Although 
some WSNs use public-key cryptography, security is 
normally based on symmetric-key cryptography. The 
nodes that are within the communication range establish 
symmetric keys to communicate and this establishment is 
named as key management. 

For WSNs with probabilistic key pre distribution, 
due to the analytical complexity, most work considers only 
static networks with few exceptions. An example 
application of probabilistic key pre distribution to mobile 
networks beyond static sensor networks is frequency 
hopping, which is a classic approach for transmitting 
wireless signals by switching a carrier among different 
frequency channels. Each node uniformly and 
independently selects secret seeds out of a secret pool 
consisting of secret seeds and two nodes communicate with 
each other via frequency hopping only if they share at least 
certain number of secret seeds. 

2. Related Works 

The exact probability is derived for the property 
of minimum degree being at least k, presents the 
asymptotic probability distribution for the minimum degree 
and demonstrated that the number of nodes with a fixed 
degree is in distribution asymptotically equivalent to a 
Poisson random variable [1]. Q-s-composite exploits the 
best features of random pre distribution and improves it 
with lower requirements. The main novelties of q-s-
composite are represented by the organization of the secret 
material that allows a storing reduction for pair wise key 
generation and by the limited number of pre distributed 
keys used in the generation of a pair wise key [2]. 

A node can increasingly combine unauthenticated 
messages and a new message for signature or message 
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authentication code generation, while trying different keys 
on-the-fly. The messages can be verified altogether, once a 
key is matched. The communication overhead, thus, 
becomes independent of the number of keys tried [3]. 
Much prior work explicitly or implicitly uses an incorrect 
computation for the probability of link compromise under 
node-capture attacks and ignores the real-world 
transmission constraints of sensor nodes [4]. 

In order to establish the connectivity of S and D, a 
policy needs to check all edges on some path to see if they 
all exist, but to establish the disconnectivity it has to check 
all edges on some cut to see if none of them exists [5]. 
With wireless communication links modeled as 
independent on-off channels, this amounts to analyze a 
random graph model formed by intersecting a random K-
out graph and an Erd˝os- R´enyi graph. Conditions are 
presented on how to scale the parameters of this 
intersection model so that the resulting graph is k-
connected with probability approaching to one as the 
number of nodes gets large [6]. 

Resilience of the networks is defined in terms of 
connectivity when both nodes and links are allowed to fail. 
Zero-one law was derived as well as the asymptotically 
exact probability result for connectivity under both node 
and link failures [7]. The nodes retrieve the contents stored 
by other nodes. Based on the degree of correlation among 
nodes, two network regimes are considered (i.e.) the 
cluster-dense regime and cluster-sparse regime. In each 
regime, fast mobility and slow mobility are studied. In 
each regime, the network performance is characterized 
under fast mobility and slow mobility [8]. 

In this paper, connectivity and robustness in a 
general random intersection graph model are investigated. 
The k -connectivity property quantifies how resilient is the 
connectivity of a graph against node or edge failures, while 
k-robustness measures the effectiveness of local-
information-based consensus algorithms in the presence of 
adversarial nodes [9]. By means of the altered method, 
threshold functions are established for a general random 
intersection graph for properties such as k-connectivity, 
matching containment or hamiltonicity [10]. Construction 
on q -composite random key graphs in n nodes is as 
follows: each node independently selects a set of different 
keys uniformly at random from the same pool of distinct 
keys and two nodes establish an undirected edge in 
between, if and only if they share at least q key(s). Such q-
composite random key graphs allow modeling secure 
sensor networks employing the well-known q-composite 
key pre distribution [11]. 

An Unobservable secure routing scheme offers 
complete unlinkability and content unobservability for all 
types of packets. This protocol is efficient as it uses a 
combination of group signature and ID based encryption 
for route discovery [12]. In Decentralized distributed Space 
Time Block Coding (Dis-STBC) system, the knowledge 
about the Channel State Information (CSI) is not available 
at the transmitter. The first is an open-loop strategy which 
requires no control signaling; the second is a feedback-
assisted strategy which requires some control signaling, but 
which can achieve better power-efficiency [13]. 

3. Proposed method: Unsplinterable and 

unattackable based secure communication 

Unsplinterable and unattackable based secure 
communication (UUSC) is proposed in this paper. A 
network is connected if each node can find at least one 
path to reach another node in the communication network 
with secure connectivity. 

Unsplinterable is a mechanism to characterize 
resiliency. Even if negligible fraction of nodes is 
compromised, almost all the nodes are still connected in a 
secure manner. A secure sensor network is unsplinterable 
if with high probability an adversary that has captured an 
arbitrary set of o(n) sensors cannot partition the network 
into two chunks, which both have linear sizes of sensors 
(i.e., Θ(n) sensors), and either are isolated from each other 
or only have compromised communications in between 
(i.e., keys used for communications between the two 
chucks are all compromised by the adversary). 
 A secure sensor network is unattackable if an 
adversary that has captured an arbitrary set of o(n) sensors 
can only compromise o(1) fraction of communication links 
in the rest of the network; in other words, an adversary has 
to capture a constant fraction of sensors to compromise a 
constant fraction of communication links. 
 The proposed work presents an analysis on 
resilience and under q-composite key scheme.  The 
different communication models used in this scenario are 
described below. If there is any direct communication link 
between two sensor nodes in the communication network, 
the communication model is said to be full visibility. In the 
disk model, each node’s transmission area is a disk with a 
transmission radius rn, with rn being a function of n for 
generality. Two nodes have to be within rn (their distance 
is at most rn) for direct communication. 

Communication links between nodes may not be 
available due to the presence of physical barriers between 
nodes or because of harsh environmental conditions 
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severely impairing transmission. Mobile sensor networks 
are initialized as like that of static sensor networks. The 
nodes move around each other after initialization. All the 
nodes in the network independently select random location 
uniformly at the beginning of time slot and stays at the 
location in the rest of the time slot.   The mobile 
network can be viewed at the single time slot as an 
instance of the corresponding static network. 
Conditions for negligible probability of link 

compromise 

 The probability of link compromise is negligible 
if  

 then  

 
To compromise a constant fraction of 

communication links between non-captured nodes in the 
network, the adversary has to capture at least some number 
of nodes such that these nodes combined have a number of 
keys at least a constant fraction of the key pool. An 
immediate implication gives the condition of scheme 
parameters to have a desired level of resiliency: the 
adversary has to capture a constant fraction of nodes in 
order to compromise a constant fraction. 

Table.1. Simulation Parameters 

Let us consider be the probability that two 

nodes are within distance  of communication links in the 
network. The two nodes are independently and are 
uniformly distributed in a network region.  

  

When A is a square S of unit area, 

becomes , which satisfies 

 

 
4. Simulation Analysis 

The unsplinterable and unattackable based secure 
communication in mobile networks is simulated using the 
simulation tool Network-Simulator-2. The most important 
advantage of using NS2 to validate this model is the simple 
scalability factor using the front end Object Oriented Tool 

Command Language (OTCL) when compared to the back 
end C++ programming. The simulation parameters are 
mentioned in table 1. The metrics PDR, PLR, delay and 
throughput are evaluated to perform the comparison using 
the equations (7), (8). (9) and (10). 

. 
  

 

● Packet Delivery Ratio 

PDR is computed using the formula, 

                                    

(7) 
● Packet Loss Ratio 

PLR is computed using the formula  

(8) 
● Average Delay per node 

Delay per node is measured using 

                                 
(9) 

● Throughput  

Throughput of the network can be calculated using 

 

 

Parameter 

Value 

Channel Type Wireless Channel 

Simulation Time 100 sec 

MAC type 802.11 

Traffic model CBR 

Data Rate 11Mbps 

Transmission range 250m 

Network interface Type WirelessPhy 

Mobility Model Random Way Point 
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(10) 

The PDR and PLR comparison for the proposed and 
existing scheme is shown in the figure (5) and (6). The 
delivery rate for the proposed method is better than the 
existing methods. The loss rate is comparatively low 
compared to EGS and UUSC protocols. 

 
Figure.5. Packet Delivery Rate 

 
Figure.6. Packet Loss Rate 

 
The average delay taken for the packets to receive by the 
sink is given in the figure 7. The delay of the proposed 
scheme is comparatively better when compared to the 
existing models. 

 
Figure.7. Average delay 

The throughput of the network is determined using the 
successful packet delivery rate with respect to the packet 
size. The figure 8 shows the throughput of both existing 
and proposed model. The achieved throughput is better for 
the proposed model. 

 
Figure.8. Throughput 

Residual energy is defined as the amount of 
energy remaining in the node at the current instance of 
time. Figure 9 show the residual energy comparison for the 
proposed method in comparison with the existing system.  
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Figure.9. Residual Energy 

 
5. Conclusion 

Connectivity, Unsplinterable and unattackable are 
proposed in this paper for secure communication in mobile 
networks. Connectivity of the network in the presence and 
absence of node capture attacks are studied. unattackable 
ensures that an adversary capturing any set consisting of a 
negligible fraction of nodes can compromise only a 
negligible fraction of communication links. Unsplinterable 
means that when a negligible fraction of nodes are 
captured, almost all of the remaining nodes are still 
securely connected. Simulation analysis show the 
improved performance of the proposed scheme UUSC 
compared to the existing EG scheme.  
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