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Abstract
Digital image processing is the hot topic of research in the last
several decades and huge amount of research work related to
Biometric is going on. Humans have some unique biometric
features like face, fingerprint, iris etc. This paper is a
showcase of how biometric features can be used to identify
and recognize, how security systems can be developed using
biometric features and how to achieve high level of accuracy
for different environment conditions. Several vital Biometric
features of humans like face, fingerprint and iris, etc. are the
examples of biometric features that can be used for the
purpose of identification, recognition and Authentication and
application software for image preparation. Biometric features
like fingerprints, palm prints, iris recognition requires an
individual attention while identification i.e. a person is aware
that his biometric is being captured for the purpose of
identification; but in case of video based face recognition or
surveillance a user need not to be aware and his face details
can be captured easily while he was on the go. Surely it will
save some time and avoid any kind of chaos at public places.
So we are more focused in face recognition techniques and
various algorithms like Principal Component Analysis (PCA),
nearest neighbor and neural networks are used by authors. In
addition authors also used Active Shape Model (ASM), Semi
Supervised Sparse Representation Based Classification, and
Multicolumn Networks for face recognition. The widespread
use of such image processing techniques became recent trends
in computer application and much of the work related to these
fields had already been done and these systems have attained
a great amount of maturity. Use of medical biometric is also
used with the help of Electrocardiogram (ECG) and transient
evoked otoacoustic emission (TEOAE). This paper provides a
survey of biometric applications that is required to achieve
certain level of security.
Keywords: Digital Image Processing, Biometrics, Principal
Component Analysis, Nearest Neighbor, Active Shape Model,
Multicolumn Networks, ECG and TEOAE.

Introduction
Digital image processing is used to process images for
identification and recognition purpose. Humans have some
unique biometrics by which a person can be identified and
authenticated For example authors uses biometric features of

human or living organisms, various author uses face,
fingerprint, iris, palm for the purpose of identification,
recognition and authentication. Author requires scanned or
digitally photographed images which can be obtained through
camera or any other capturing device and various operations
can be performed by using digital image processing
software’s. In this paper we have presented a review of
various papers that are related to biometric features in the
field of digital image processing. Much of the work had
already been done in these fields; our work is just to put
recent trends in the field of biometric recognition. Various
biometric features of human are used in security system;
fingerprint is the unique biometric feature that can be used to
recognize a particular person and many other features of
human can be used for security application in industries,
universities, government organizations, and in military etc.,
Biometric features like fingerprints, palm prints, iris
recognition requires an individual attention while
identification i.e. a person is aware that his biometric is being
captured for the purpose of identification; but in case of video
based face recognition or surveillance a user need not to be
aware and his face details can be captured easily while he was
on the go. So that mean it will also save time to identify and
recognize any individual. Face recognition can be used for the
purpose of surveillance which helps to keep track of a person
identity. Live video surveillance can be useful in metro
station, railway station, airports, shopping malls etc. Over the
past decade, editors and researchers of several well known
and leading science journals have expressed their concern
about the use of digital image processing software in
preparing illustrations for publications, particularly in subdisciplines of biometric features to achieve high level of
accuracy with less amount of processing time.

Literature Review
Yang et al proposed new kind of methodology in face
recognition. Authors worked on Principal Component
Analysis (PCA), a traditional method for face recognition and
the performance is measured in all directions and after
analyzing the results they understood, covariance matrix
calculations taking more time using PCA with high
dimensional images. Fortunately eigenvectors can also be
calculated by the method called Singular Value
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Decomposition i.e. SVD and then the covariance matrix need
not to be calculated. But SVD is not that efficient in
calculating eigenvectors. To counter this problem “authors
proposed 2D PCA where 2D matrix need not to transform into
a 1D vector and this proposed approach is fully based on 2D
matrices and covariance matrix and eigenvectors can be
directly computed in less amount of time with high
efficiency”. [7] But it has one limitation i.e. the storage
requirement in 2D PCA is more when compared to
conventional PCA.
Gottumukkal et al proposed “modular PCA technique and this
approach that is based on partition the face image. In this
approach, each face image is partitioned or divided into a
number of sub images. And then author applied PCA on each
module and this approach provides more recognition rate
when compared to conventional PCA under condition of large
variations in facial expression and illumination” [8]. But one
limitation author analyzed that it does not work well when
there is a variation in poses and no threshold value is used in
this paper for recognition.
Parsi et al proposed a methodology baed on human perception
to find and recognize individual from the crowd in this
approach used his own developed classifier and author used
only face as a biometric feature to develop a biometric
security system. “In this approach author recognizes only
those individuals who are present on a watch list [9]”. Author
also proposed image morphing method for recognition and it
involves two steps. First step is the source image features
move toward destination image and after that the second step
is to adjust the gray level of the source image to the
destination image. Author used Active Shape Model (ASM) to
locate feature points in a face image.
Y. Geo et al [5] address the problem of face recognition when
there is only one or may be few, labelled samples of the face
that they aim to recognize. Additionally, these examples are
corrupted by noise i.e. linear additive noise such as bad
lighting, wearing of glasses. To avoid these problems authors
proposed the method called “Semi-Supervised Sparse
Representation based classification (S3RC)”. “Author used the
variation dictionary to characterize the linear nuisance
variables via the Sparsity framework, and then prototype face
images are estimated as a gallery dictionary via a Gaussian
Mixture Model (GMM), with mixed labelled and unlabelled
samples in a semi-supervised manner, to deal with the nonlinear nuisance variations between labelled and unlabeled
samples” [5]. They have done experiments with few labelled
examples, even when there is only a one sample per person.
Their results on the “AR, Multi-PIE, CAS-PEAL, and LFW”
databases showed that the proposed method produced better
and good results than existing methods.
W. Xie [6] proposed an approach which is commonly used in
applications where objective is to determine if the two sets
belong to the same person or not, for instance, for face
verification or person re-identification. In the paper they
focused on the example of human faces, where each set could
contain face images of the same person from multiple sources.
Author proposed a Multi-column Network method, that can be
trained to aggregate the individual feature vectors into a setwise descriptor and addresses both these deficiencies. This
model is composed of ResNet50 network with two extra

quality control blocks, i.e. visual quality and relative content
quality, where visual quality block is able to down-weight the
deviant images, while relative content quality highlights the
most discriminative images when all images are of good
visual quality. Author demonstrated that the addition of two
intuitive weightings can significantly improve the verification
performance of set based descriptors, compared to simple
averaging approach.
M. Komeili et al [12] proposed the latest approach towards
“novel biometric characteristics such as Electrocardiogram
(ECG) and Transient Evoked Otoacoustic Emission (TEOAE)
that are inherently robust to replay and falsification attack
[12].” ECG is related to variation of electrical activity of heart
and TEOAE is an acoustic response generated from cochlea
that can be recorded using earphone with built-in microphone.
And these biometric characteristics have some advantage over
conventional biometrics.

Methodologies Used
Finger Print
Finger prints is one of the unique biometric features that have
been used for an identification purpose over a century.
Fingerprints have been used and are a valuable tool for law
enforcement and forensics. Automated fingerprint based
identification is used for recognition. Fingerprint is being used
as an vital tool for long time due to its uniqueness and unchangeability, fingerprints have widely used by many
agencies as a trusted biometric feature for identification and
recognition of a person. However, the process of recognition
takes long time because there are many fingerprint records in
a database, so the process of identification will take much
amount of time to test a probe fingerprint with the enormous
number of enrolled fingerprints in the database. So to avoid
time delay the Classification methods are needed to accelerate
the fingerprint recognition. “An automatic fingerprint
classification method aims to enhance the fingerprint images,
to identify appropriate features, to extract these features and
finally to classify the fingerprints based on these features”
[10].
E. Marasco et al. discussed several issues in fingerprint
recognition system which makes these systems vulnerable to
attack. It involves the use of artificial fingers, where materials
like play-doh, silicone, and gelatin are inscribed with
fingerprint ridges. Researchers have found that some
fingerprint recognition systems, that are commercially used,
can be deceived when these artificial fingers are placed on the
sensor, i.e., allowing an adversary to spoof the fingerprints of
another individual. However, several counter measures
methodologies have been proposed. While some of these antispoofing schemes are hardware based and several software
based approach have been proposed as well [11].
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Face Recognition
S. A. Patil et al. discussed face as a 3D object which is subject
to varying illumination, pose, expressions etc. Face is to be
identified based on its 2D images. A “face recognition system
generally consists of four modules: Detection, Alignment,
Feature extraction, and Matching, where localization and
normalization are processing steps before face recognition is
performed” [3]. In video based face recognition, the detected
faces may need to be tracked using a face tracking component.
Face alignment is targeted to achieve more accurate
localization and normalization. Location points are located
based on facial components, such as eyes, nose, and mouth
and facial outlines etc., geometrical transform is used to
normalize with respect to geometrical properties, such as size
and pose. The face is further normalized with respect to
photometrical properties such illumination and gray scale.
“After a face is normalized, feature extraction is performed to
provide effective information that is useful for distinguishing
between faces of different persons and stable with respect to
the geometrical and photometrical variations” [3]. In face
matching process, the extracted features of the input face is
matched against faces in the database. The outputs the identity
of an individual when a match is found otherwise it does not
identify an individual.

Figure 3: Iris
Biometric Security System for watchlist surveillance
A. K. Singh et al proposed a real time biometric security
system to identify individuals who seems to be miscreants and
the data and information are stored in the form of watchlist i.e.
information is already provided in the database. To get these
information surveillance cameras needs to be installed at
locations where we need to find miscreants. Methods are
needed to automatically analyze these surveillance videos.
“Author combined Principal Component Analysis (PCA) with
Nearest Neighbor replacing threshold value by confidence
value”. The proposed security system works with one or more
images of an individual. In authors approach the recognition
time is reduced and an alarm needs to be generated as soon as
a miscreants is caught in the surveillance camera.

Figure 2: Process of face recognition in videos
Face recognition results depends on face features that are
extracted to represent the face patterns and classification
methods used in the system to recognize an individual. And
effective features are obtained by face localization and
normalization.
Iris Recognition
J. Daugmen [2] developed an algorithm to recognize persons
by their iris patterns. It is also used by many agencies and
tested in many fields. It produces accurate results in several
tests. One limitation is that the iris patters must be captured at
a distance less than a meter. Iris is an important biometric tool
that can be used to obtain accurate recognition and
identification without incurring any false match. “Iris has the
great mathematical advantage that its pattern variability
among different persons is huge [2]”. And iris is an internal
organ of human body and it is well protected from outside
environment and remains stable over time. The only limitation
iris has that it cannot be used for surveillance purpose
efficiently as the distance must be less to extract iris features
when imaging is done.
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Figure 4: Face recognition with PCA and NN

Figure 5: Average image
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Table 1: Multicolumn Networks (MN)

Semi-Supervised Sparse Representation Based Classification
for face Recognition
Y. Gao et al [5] proposed a semi-supervised gallery dictionary
learning method called S3RC, which improves the
performance of SRC based face recognition by modelling
both linear and non linear variation between the labelled or
training and unlabelled or testing samples, and grasp the
unlabeled data to learn a more precise gallery dictionary. This
can better characterize the discriminative features of each
subject. S3RC can produce significantly improved results for
both the insufficient training samples problem and the SLSPP
problems.

Application to Human Recognition using Medical
Biometrics
Author proposed an effective and practical approach for
human recognition using medical biometrics i.e. ECG and
TEOAE. These two medical biometric can be obtained and
collected easily. Fingertips are used to collect ECG and
TEOAE can be collected using earphones with microphones.
This approach adds another layer of complexity and
robustness to reply and falsification attack. ECG and TEOAE
are non- stationary in nature which makes it hard to deal with
especially when only one session is available for enrolment
and testing is done in separate session.

Multicolumn Networks for Face Recognition
W. Xie et al [6] objective in this paper is set-based face
recognition, i.e. to decide if two sets of images of face are of
same person or not. In this paper author designed a neural
network architecture that learns to aggregate based on both
visual and content quality. They proposed a Multicolumn
Network (MN) that takes a set of images as input, and learns
to compute fix-sized feature descriptor for the entire set. They
demonstrated that the addition of two intuitive weightings
(visual and content) can significantly improve the verification
performance of set based descriptors, compared to simple
averaging.

Figure 6: Recording fingertip ECG and TEOAE signals [12].
Let D = {(x(i), y(i), s(i))}Mi=1⊂ RJ×Y×S be an auxiliary
dataset consists of M samples belong to N subjects and for
each subject S different sessions are available.
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Algorithm 2: Pseudo code of the proposed MSFS feature
selection algorithm.
The proposed method aims to build “templates” from samples
of only one enrolment session such that the templates are
robust against signal variations over different sessions [12].

Results and Comparisons
Fingerprint classification that is based on grey level cooccurrence Matrix provides higher accuracy to attain security.
Semi-Supervised Sparse Representation based classification
[5] for face recognition gives accuracy of 97.74 and used
Multi-PIE database of 337 subjects. Multicolumn Networks
for face recognition technique proposed by Xie and Zisserman
[6] used ResNet50 and beats the state of the art SENet50 and
gives FAR 0.989. Singh [1] proposed biometric security
system for watchlist surveillance which does not uses any
standard database but it works on real time .It uses PCA
(Principal Component Analysis) with NN (Nearest
Neighbour) and replaces the concept of threshold by
confidence value and more importantly it uses single image
per sample that provides accuracy of 77.57% and beats
Learning based likelihood.
Table 2: Results for various methodologies used
Methodology

Database

“Fingerprint
Classification
based on GreyLevel CoOccurrence
Matrix” [10]
Semi-Supervised
Sparse
Representation [5]
Multicolumn
Networks [6]
Biometric
Security System
for Watchlist
Surviellance

Personal
Database

Accuracy /
FAR
99.02

Multi-PIE

97.74

VGGFace2

0.989

Real time

77.57

Figure 7: ROC curves for three experiments. (a) Acrosssession ECG. (b) Acrosssession TEOAE. (c) Across-posture
ECG.
In case of human recognition based on medical biometrics,
Receiver Operating Characteristic (ROC) curve is used to
show comparisons among various algorithms as shown in
figure 7. In which MSFS methods shows the best result and
across-session ECG experiments carried out. And this method
shows robustness to replay and falsification attacks.

Conclusion
In this paper author provides the survey of various methods
and technologies that can be used in the field of biometrics
with the help of Digital Image Processing. Various
applications related to human biometric features (face,
fingerprint, Iris) have been discussed and it plays an important
role in security applications. Fingerprints and iris needed a
person attention for capturing the details of biometrics.
Fingerprint recognition achieves high level of accuracy. Face
can be used as a key feature to capture human biometrics
without their knowledge. S3R uses Multi-PIE database where
as Multicolumn Networks uses ResNet50 architecture and
beats SENet50 in terms of FAR. Biometric Security System
uses real time database with one dataset image of an object
and it gives better result than Learning based likelihood.
Various author working in a real time environment to achieve
high level of accuracy. Medical biometrics based human
recognition is the latest and safest but complex approach
achieved by using Electrocardiogram (ECG) and transient
evoked otoacoustic emission (TEOAE). These methods tested
on Real-world dataset with best performance and it overcomes
the complexity by selection algorithms aims to select a subset
of features which are more steady across sessions.
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