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Abstract— The advent of internet and development of latest 

hardwares has made billions of personal devices and 

electronic gadgets to communicate like never before using the 

high-speed network but at the cost of being vulnerable to 

numerous kinds of cyber-attacks. Network Intrusion 

detection systems are the preferred choice by most of the 

organizations to protect their devices and network resources. 

However, only IDS is not a viable solution to the rapidly 

changing technologies and increasing attack rate as IDS is a 

trust-based approach. In this paper we have discussed the 

possibility of using one of the emerging technologies such as 

Blockchain to build next generation network intrusion 

detection systems. The paper discusses about the IDS, 

blockchain technology, integrating blockchain for IDS and 

also research issues and open challenges. 
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I. INTRODUCTION 

In recent days, the cyber-attacks have become even more 
intricate and the intruders that are spread across the network 
have major impact on the society. It is highly difficult to 
completely avoid such threats but detecting such threats at the 
early stages may help protect the systems from being 
afflicted. Therefore, Intrusion detection systems (IDS) are 
used to reduce peril to the network. wireless networks are 
more vulnerable to malicious attacks than wired networks. 

IDS are basically intended to monitor, analyze the 
network traffic and to detect variety of attacks inflicted in the 
network. 

According to the literature, the emerging technology 
blockchain has proven its ability to achieve literally 
unbreakable security for cryptocurrencies such as bitcoin. 
That has motivated us to investigate the capabilities of 
Blockchain to build next generation collaborative network 
intrusion detection systems [1]. In recent years the blockchain 
technology has shown its adaptability in many fields 
including banking, managing supply chain and also in the 
healthcare sectors [2, 3]. As this technology has the ability to 
protect the integrity of the data storage and transparency in 
the process. We have reviewed the idea of using blockchain 
in building the next generation IDS. 

 

This paper is organized as follows. Section II gives an 
overview about Intrusion Detection System and CIDS, 
section III describes about the Blockchain technology and its 
applications. Section IV discuss the possibility of integrating 
the blockchain to build an effective next generation network 
intrusion detection system. The last section gives a list of 
research issues and open challenges in this domain. 

 
II. BACKGROUND ON IDS 

 
Intrusion detection systems are the advanced 

security systems designed to monitor, analyze the network 

traffic and to detect variety of attacks inflicted in the network 

[4]. IDS are classified into two categories such as Host based 

intrusion detection system and Network based intrusion 

detection system. 

 
 

Fig. 1. IDS classification methods 
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A. Host based Intrusion Detection System (HIDS) 

HIDS screens and dissects process and record exercises 

identified with the product condition, for example, 

programming calls, nearby security approach, 

neighborhood log reviews and so forth with a particular 

host and furthermore the occasions happening inside that 

have for suspicious exercises. HIDS are ordinarily 

conveyed on hosts, for example, openly available servers 

and servers containing delicate data. 

B. Network based Intrusion Detection System (NIDS) 

NIDS examines traffic between host looking for patterns 
or signatures of nefarious behavior. Active IDS generates 
alarms as well as blocks the detected malicious traffic 
whereas Passive IDS informs the system administrator about 
the attack by generating alarms. NIDS are further classified 
into three types such as Misuse based, Anomaly based and 
Hybrid based detection methods. 

Misuse or signature-based detection: An IDS designed to 
detect known attacks using the signatures generated for those 
attacks. This type of detection is fast and easy to configure 
but its limitation is that the attacker can slightly modify the 
attack so that it cannot be detected. 

Anomaly based detection [5]: This method is useful for 

detecting unwanted traffic, that is specifically unknown. It 

models the normal network and system behavior based on 

deviation from normal i.e., anomalies are detected. The 

advantage is that the profiles of normal activity are 

customized for every system., hence making it difficult for 

the attacker. The limitation is that it has high false alarm rate. 

Anomaly based methods can be further categorized in three 

ways namely Point anomaly, Contextual anomaly and 

collective anomaly. 

 

Hybrid detection method: This is a combination of misuse 

and anomaly-based detection in order to prevent attacks. 

Hybrid based approach is used to increase detection rates of 

known attacks and also to decrease false positive rates for 

unknown attacks. 

 

 

Fig.2 CIDS architecture 

CIDS framework [6,7] allows various nodes in the network 

to exchange information. Hence data will be stored in all the 

collaborating nodes [8] in the network. 

Each node comprises of IDS module, trust management [9], 

collaboration and p2p communication [10]. IDS module 

manages intrusion detection functions. 

III. BACKGROUND ON BLOCKCHAIN 

The blockchain in its fundamental form can be viewed as the 

distributed, decentralized, transparent and ordered database 

of exchanges [11]. The data in the blockchain is partitioned 

into blocks. Each block comprises of data, past hash and 

present hash. Hash resembles a fingerprint of the data in the 

block. The initial block is called Genesis block. Each block is 

depending upon the past one. These blocks are 

cryptographically connected to one another by the hash 

function thus the name is given as blockchain. The 

framework in which a blockchain serves as the database 

involves nodes [12]. These nodes are responsible for 

appending new blocks to the blockchain. Another block can 

only be appended after all nodes in the framework achieve a 

consensus. The blockchain innovation brings new idea which 

grasps new innovations in technology and shifts the power 

from one to many, or from central idea to a distributed one. 

 
 

Fig. 1. Overview of Blockchain technology 

 

A. HASH CRYPTOGRAPHY: 

Secure Hash Algorithm (SHA): It is one of the 
cryptographic hash functions. A cryptographic hash [13] is 
resembles a signature for any computerized record. Hash is a 
one-way function, it cannot be decoded back. There are 
different SHA algorithms like SHA 256, SHA 512, SHA 3 
etc. where 256,512 and 3 represents the bits it takes up in the 
memory. If we modify the data in the block then the hash 
generated will change completely. Hence exhibiting 
Avalanche effect. The five requirements for hash algorithm 
are one-way, deterministic, fast computation, avalanche 
effect, must withstand collision [14]. 

 

B. Immutable Ledger 

Ledger is used to keep records. Immutable ledger [9] refers 

to a ledger that cannot be corrected, it remains permanent. 

Because of any change in one block the succeeding blocks 

have to be changed that leads to breaking of the chain. Hence 

it becomes difficult for anyone who wants to manipulate the 

data. 

C. Distributed Peer-to-Peer Network 

Distributed p2p network [15] consists of n-number of 

computers so the entire blockchain will be stored across the 

network in many systems. If any block is hacked then the 

other computers in the network communicate with each other 

regarding modification in the blockchain. Once the 
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modification is detected in the network then the correct values 

will be copied and hence data will be restored. Therefore, the 

hacker has to attack more than 50% of the blockchain at a 

time only then they can hack successfully. Hence additional 

security comes into picture where technology brings trust in 

trustless network. 

D. MINING 

A block stores multiple transaction. Mining is all about 

nonce. Nonce gives extra control and flexibility. we can 

change the hash by changing nonce. The miners solve the 

cryptographic puzzle to find the correct hash. The miners 

work to calculate the correct nonce by changing different 

nonce values. For the block to be added in the blockchain the 

hash generated should be less than target and the hash should 

start with leading zeroes. 

When two miners perform mining at the same time for same 

block then byzantine problem occurs. The blocks which are 

not majority are called orphaned blocks. In this case the 

transaction doesn’t take place in the network. 

 
E. CONSENSUS PROTOCOL 

The protocol regulates the computation of new blocks [16]. 

The block is shared among all nodes in the system, the 

protocol is responsible to keep the blockchain valid. The 

protocol regulates how the blockchain is used for specific 

purpose. Consensus protocol [17] provide defense against 

attackers. Different types of consensus protocols include 

proof of work, proof of stake, proof of elapsed time etc. 

 
F. Applications of Blockchain Technology 

Due to the nature of blockchain, this emerging technology 

can be widely implemented in various fields like finance [18], 

healthcare, defense applications [19] and in various other 

applications. Blockchain technology has been widely used in 

financial transactions like Cryptocurrencies. bitcoin is one of 

its kind. In order to ensure security and integrity of the 

medical information Blockchain technology plays a vital role 

in providing solutions in the distributed environment explores 

the potential application of blockchain technology in 

healthcare, its various requirements, challenges and obstacles 

encountered for using blockchain technology. It also 

introduces the smart contracts [20] for blockchain based 

healthcare systems for pre-defined agreement among various 

stakeholders. Other implementations of blockchain include 

blockchain for IOT [21], blockchain for big data 

[22] blockchain for data security [23] in cloud computing. 

IV. HOW CAN WE USE BLOCKCHAIN AS AN IDS 

As the number of internet enabled devices are growing in a 

rapid phase, the complexity of the network also increased 

with time. The single IDS may not be sufficient for the 

effective detection of various attacks. Therefore, to overcome 

the above-mentioned issue, the concept of collaborative 

intrusion detection framework [1] is used because of its 

enhanced detection accuracy. The collaborative Intrusion 

Detection System (CIDS) allows the IDS nodes to exchange 

data with each other, however there are two important issues 

such as data sharing and trust management which may affect 

the detection accuracy. 

Because of the inalienable idea of blockchain innovation, it 

very well may be demonstrated for comprehending the 

difficulties with the CIDS. The problem of data sharing in 

blockchain can be addressed by building strong correlation 

between collaborating parties and can protect privacy in the 

data by working as an irreversible contract ledger between the 

owner of the data and the rest of the communicating parties. 

Since blockchain allows to resolve the trust computation 

issue, the resulting collaborative IDS will be the robust IDS. 

 

 
V. FUTURE WORK AND RESEARCH CHALLENGES 

Even though use of blockchain in CIDS shows promising 

approach in achieving high detection accuracy and least 

misclassification rate, addressing data sharing with all the 

communicating parties is still a major concern,  since trusting 

each other is a big challenge for the all the communicating 

parties to achieve data privacy. By the design philosophy, 

blockchains are suitable for managing the records of events, 

medical records, and transactions. Therefore, ensuring proper 

data sharing is very essential to fight against the problem with 

the centralized IDS method. As Blockchains were initially 

developed for the purpose of cryptocurrencies, It cannot be 

used in the same way as it exists today, so proper research in 

customizing and developing the consensus protocols for the 

network intrusion detection is not addressed by many 

researchers. 

 
 

SUMMARY. 

 

In this paper, we have discussed the issues with the existing 

Intrusion detection system and the architecture of 

collaborative IDS is also discussed. This study presents a new 

research direction of using emerging technology of 

blockchain as an IDS in a collaborative environment. The 

literature shows that there are multiple techniques have been 

used to improve the performance the IDS in the last two 

decades but the innovative method of using blockchain as an 

IDS can really make the IDS more robust, highly secured and 

that leads to the reduced misclassification rate. However, we 

have also discussed the open challenges and about the future 

work, which is very essential to make it a reality. 
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