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ABSTRACT: 

 
Secure transformation of data is one of the main challenges in the present today 

situation even if we include secure channel, better encryption, etc. The conventional methods 

of encryption can only maintain the data security. The information could be accessed by the 

unauthorized user for malicious purpose. Therefore, it is necessary to  apply effective 

encryption/ decryption methods to enhance data security. In this encryption technique, 

original data is encrypted multiple times with DES algorithm and different keys at each 

phase. This encryption technique increases the complexity in encryption algorithm at greater 

extent. 
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[1] INTRODUCTION 

 
Cryptography is a method of storing 

and transmitting data in a particular form so 

that only those for whom it is intended can 

read and process it. Cryptography [6]-[7] is 

necessary when communicating over any 

untrusted medium, which includes just about 

any network, particularly the Internet. In 

cryptography, we start with the unencrypted 

data, referred to as plaintext. Plaintext is 

encrypted into cipher text, which will in turn 

(usually) be decrypted back into usable 

plaintext. The encryption and decryption is 

based upon the type of cryptography scheme 

being employed and some form of key, this 

process is sometimes written as: 

 

 
C = Ek(P) 

P = Dk(C) 

 
Where P = plaintext, C = cipher text, E 

= the encryption method, D = the decryption 

method, and k = the key. 

 
There are five primary functions of 

cryptography today: 

 
1. Privacy/confidentiality: Ensuring 

that no one can read the message 

except the intended receiver. 

 
2. Authentication: The process of proving 

one's identity. 

 
3. Integrity: Assuring the receiver that 

the received message has not been 

altered in any way from the original. 

 
4. Non-repudiation: A mechanism to 

prove that the sender really sent this 

message. 

 
5. Key exchange: The method by which 

crypto keys are shared between 

sender and receiver. 

 
The modern field of cryptography can be 

divided into several areas of study, i.e: 
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 Symmetric-key cryptography 

Symmetric-key cryptography refers 

to encryption methods in which both the 

sender and receiver share the same key. 

Symmetric key ciphers are implemented as 

either block ciphers or stream ciphers. A 

block cipher enciphers input in blocks of 

plaintext as opposed to individual characters, 

the input form used by a stream cipher. The 

Data Encryption Standard (DES) is a 

symmetric-key algorithm for the encryption 

of electronic data. 

 

DES is the archetypal block 

cipher—an algorithm that takes a fixed- 

length string of plaintext bits and transforms 

it through a series of complicated operations 

into another cipher text bit string of the same 

length. In the case of DES, the block size is 

64 bits. DES also uses a key to customize the 

transformation, so that decryption can 

supposedly only be performed by those who 

know the particular key used to encrypt. The 

key ostensibly consists of 64 bits; however, 

only 56 of these are actually used by the 

algorithm. Eight bits are used solely for 

checking parity, and are thereafter discarded. 

Hence the effective key length is 56 bits. 

 

 Public Key Cryptography 

 
Public key cryptography has been 

said to be the most significant new 

development in cryptography in the last 300-

400 years. Modern PKC was first described 

publicly by Stanford University professor 

Martin Hellman and graduate student 

Whitfield Diffie in 1976. Their paper 

described a two-key crypto system in which 

two parties could engage in a secure 

communication over a non-secure 

communications channel without having to 

share a secret key. PKC depends upon the 

existence of so-called one-way functions. 

 

 Hash Functions 

 
Hash functions, also called message 

digests and one-way encryption, and are 

algorithms that, in essence, use no key 

(Figure 1C). Instead, a fixed-length hash 

value is computed based upon the plaintext 

that makes it impossible for either the 

contents or length of the plaintext to be 

recovered. Hash algorithms are typically 

used to provide a digital fingerprint of a file's 

contents often used to ensure that the file has 

not been altered by an intruder or virus. Hash 

functions are also commonly employed by 

many operating systems to encrypt 

passwords. Hash functions, then, provide a 

mechanism to ensure the integrity of a file. 

Hash algorithms in common use today 

include: 

 
Message Digest (MD) algorithms: A series 

of byte-oriented algorithms that produce a 

128-bit hash value from an arbitrary-length 

message. 

 

MD2 (RFC 1319): Designed for systems 

with limited memory, such as smart cards. 

(MD2 has been relegated to historical status, 

per RFC 6149.) 

 
MD4 (RFC 1320): Developed by Rivest, 

similar to MD2 but designed specifically for 

fast processing in software. (MD4 has been 

relegated to historical status, per RFC  6150.) 

 

MD5 (RFC 1321): Also developed by Rivest 

after potential weaknesses were reported in 

MD4; this scheme is similar to MD4 but is 

slower because more manipulation is made to 

the original data. 

 
 

[2] EXSITING SYSTEM 

 
A message authentication code (MAC) 

[2]-[4] is a short piece of information used to 

authenticate a message. A MAC algorithm, 

accepts as input a secret key and an arbitrary-

length message to be authenticated, and 

outputs a MAC. The MAC value protects 

both a message's data integrity as well as its 

authenticity, by allowing verifiers (who also 

possess the secret key) to detect any changes 

to the message content. 
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In MAC protocol [1], all the nodes will 

be having the MAC algorithm. Here, the 

sender node will have a key (k) and uses the 

message to run in the MAC algorithm to get 

the MAC tag. The message and the MAC tag 

are then sent to the receiver node. The 

receiver node in turn runs the message 

portion of the transmission through the same 

MAC algorithm using the same key, 

producing another MAC tag. The receiver 

then compares the first MAC tag received in 

the transmission to the second generated 

MAC tag. If they are matched, the message 

was not altered during transmission and it is 

not an anti-node. If the MAC function is not 

matched. 

 

 

 
 

 
 

 
 

Fig-1: MAC functioning 

 

 
MAC protocol uses the hashing 

function so that the authentication process 

takes places at a faster rate, so that the system 

wake-up time will be less and the energy will 

not be drained soon. Therefore the normal 

nodes are kept as it is and the anti-nodes are 

labeled malicious and are neglected for 

further transmission. MAC protocol is safe 

and authenticated process where in no data is 

lost or modified at the time of transfer of 

message. But even at some point of time if 

the pre-installed MAC algorithm is hacked 

then the message that is transferred can be 

accessed or modified. Therefore, to increase 

the security level 

from untrusted third party while message 

transfer, a multi-phase encryption process 

can be used after the MAC attachment in the 

above mentioned existing scheme. 

 
The paper structure is as follows. 

Firstly, a literature survey upon the existing 

system is being specified in ―EXISTING 

SCHEME ―section which also mentions the 

various types of encryption in brief. 

Secondly, the proposed system in the 

―ENHANCED SCHEME―, briefs about 

how when Triple-DES with MAC is being 

integrated the security level is increased. 

 

 
[3] ENHANCED SCHEME 

 
In order to overcome the disadvantages 

of the above discussed scheme, the enhanced 

scheme that is the multi-phase encryption 

process can be implemented that is multi-

phase encryption process [5] is based on 

triple DES functioning. 

 
Triple Data Encryption Standard 

(DES) is a type of computerized 

cryptography where block cipher algorithms 

are applied three times to each data block. 

The key size is increased in Triple DES to 

ensure additional security through encryption 

capabilities. Each block contains 64 bits of 

data. Three keys are referred to as bundle 

keys with 56 bits per key. Due to this design 

of Triple DES as an encrypt– decrypt– 

encrypt process, it is possible to use a triple 

DES implementation for single DES by 

setting K1, K2, and K3 to be  the same value. 

This provides backwards compatibility with 

DES. 

 
To make the transfer of message more 

secure, triple DES process can be combined 

with the existing system, i.e., after the MAC 

is attached with the plain text (w.r.t 

encryption process), it can be fed as an input 

to the triple DES process which undergoes an 

encrypt–decrypt–encrypt process with 3 

different keys on the cipher text can be 
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obtained (fig-2) [6]. Even in this process can 

hacked with brute-force method but after 

hacking the encrypted message to decrypt it, 

it takes longer period of time compared to 

existing system by when the original 

message will reach the receiver and starts 

processing. 

 
 

 

Fig-2: Multi-Phase Encryption Process 

 
The decrypt the cipher text back to 

plain text multi-phase decryption process is 

done as shown in fig-2, i.e. the triple DES 

process undergoes a decrypt–encrypt– 

decrypt process with the same 3 keys (K1, K2 

and K3) that were used at the time of 

encryption. 

[6] CONCLUSION 

 
Multi-phase Data Encryption is an 

upgraded technique for data & information 

security and plays an important role in 

modern Cryptography. Multi-phase Data 

Encryption describes the increase in 

complexity of data encryption due to 

multiple operations of single phase 

encryption/decryption techniques in 

cryptography. One of the advantages of 

multiple encryptions is that it  provides better 

security because even if some component 

ciphers are hacked or some of the secret keys 

are recognized due to brute force or any other 

algorithm, the 

confidentiality of original data can still be 

maintained by the multiple encryption 

processes. 

 
 

REFERENCES 

 
[1] Pavan A C and P. Prasanna, ―Secure & 

Energy Efficient Scheme against Denial-of- 

Sleep Attack in WSN ‖ , IJMTST | Volume: 2 | 

Issue: 05 | May 2016. 

 
[2]A. Bachir, M. Dohler, T. Watteyne, and 

K. K. Leung, ―MAC essentials for wireless 

sensor networks,‖  IEEE Commun. Surv. 

Tuts., vol. 12, no. 2, pp. 222–248, Second 

Quarter 2010. 

 
[3] J. Kabara and M. Calle, ―MAC 

protocols used by wirelesssensor networks 

and a general method of performance 

evaluation,‖   Int.  J.  Distrib.  Sensor  Netw., 

vol. 2012, pp. 1–11, 2012, Art. ID 834784. 

 
[4] P. Huang, L. Xiao, S. Soltani, M.W. 

Mutka, and N. Xi, ―The evolution of MAC 

protocols in wireless sensor networks: A 

survey,‖  IEEE commun. Surv. Tuts., vol. 15, 

no. 1, pp. 101–120, First Quarter 2013. 

 
[5] Himanshu Gupta, Vinod Kumar Sharma, 

―Multiphase Encryption: A New Concept in 

Modern Cryptography‖ , International 

Journal of Computer Theory and 

Engineering, Vol. 5, No. 4, August 2013. 

 
[6] Google Search & Wikipedia Dictionary 

for Triple DES & relevant topics as well as 

graphical images 

 
[7] B. Schneier, ―Applied cryptography 

second edition: protocols, algorithms, and 

source code in C,‖  John Wiley and Sons, 

1996, pp. 758. 

International Journal of Applied Engineering Research ISSN 0973-4562 Volume 14, Number 15, 2019 (Special Issue)  
© Research India Publications.  http://www.ripublication.com

Page 40 of 40


