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Abstract: In recent years, everything is trending toward 
digitalization.  With the rapid development of the Internet 
technologies and the wide usage of applications of databases, 
databases need to be transmitted conveniently over the 
network. Extensive use of the Internet coupled with the 
tremendous growth in database applications has created a huge 
demand for database security. Watermarking is one of the 
techniques for protecting databases from illegal copying and 
distribution, and copyright protection. Different types of 
watermarking techniques have been proposed to address these 
purposes. In this paper, we survey the current proposed 
database watermarking techniques with certain constraints, 
classify them according to their cover type and visibility and 
analyse them. 

Keywords: Relational Databases, Digital Watermarking, 
Relational Database Watermarking, Copyright Protection, 
Authentication. 

I.  INTRODUCTION 
With the rapid development of information technology and 

multimedia, digital information is turning into indispensable 
parts in human’s working and living. The recent flood in the 
growth of the Internet results in offering of a wide range of 
web-based services, such as database as a service, digital 
repositories and libraries, ecommerce, online decision support 
system etc. Ordinary people are able to access easily the 
digital assets, such as digital images, audio, video, database 
content etc., for sharing, distribution and redistribution, or 
many other purposes. As a result of this, such digital 
repositories are facing serious challenges like piracy, illegal 
redistribution, ownership claiming, forgery, theft etc. Digital 

watermarking technology is an effective solution to meet such 
challenges. A watermark is considered to be some kind of 
information or marks that is embedded into underlying digital 
data for tamper detection, ownership proof, traitor tracing etc. 

 
Initially most of the work on digital watermarking was on 

watermarking text, images, videos, etc. [1][2], and in the last 
few years watermarking of database systems started to receive 
attention because of the increasing use of it in many real life 
applications. In 2002, Agrawal et al. proposed the idea of 
digital watermarking for relational database [3]. In general the 
database watermarking techniques consist of two phases: 
Watermark Embedding and Watermark Detection [3][4]. 

 

Figure-1: Watermark Embedding Process 
 

Figure-1 depicts the watermark embedding process. During 
watermark embedding phase, a private key only known to the 
owner is used to embed the watermark into the original 
database. Then the watermarked database can be made 
available to public. Figure-2 depicts the watermark detection 
process, used to verify the ownership of a suspicious database. 
In detection process the suspicious database is taken as input 
and by using the private key, which is same as used during the 

International Journal of Applied Engineering Research ISSN 0973-4562 Volume 13, Number 3 (2018) Spl. 
© Research India Publications.  http://www.ripublication.com

160



embedding phase, the embedded watermark is extracted and 
compared with the original watermark information [5]. 

 

Figure-2: Watermark Detection Process 
 

II. CHALLENGES FOR RELATIONAL 
DATABASE WATERMARKING TECHNIQUES 

The technical challenges for relational database 
watermarking are due to the differences in the characteristics 
of relational and multimedia data. They are: 

 Few Redundant Data:Multimedia objects consists of large 
number of bits providing large cover to hide watermark, 
whereas the database object is a collection of independent 
objects, called tuples. The watermark has to be embedded 
into these tuples [3]. 

 Out-of-Order Relational Data:The relative spatial/ 
temporal positions of different parts or components in 
multimedia objects do not change, whereas there is no 
ordering among the tuples in database relations as the 
collection of tuples is considered as set [3]. 

 Frequent Updating:Any portion of multimedia objects is 
not dropped or replaced normally, whereas tuples may be 
inserted, deleted, or updated during normal database 
operations [3]. 

 Based on psycho-physical phenomena:There are many 
psycho-physical phenomena based on human visual 
system and human auditory system which can be exploited 
for mark embedding. However, one cannot exploit such 
phenomena in case of relational databases [6]. 
These difficulties give rise to many technical challenges in 

database watermarking as well. 

III. APPLICATIONS OF DIGITAL 
WATERMARK FOR RELATIONAL DATABASES 

Digital watermarks for relational databases are potentially 
useful in many applications, including: 

 
 Ownership Assurance: Digital watermarks for relational 

database can be used for ownership protection. To 
assure ownership of a relational database, Owner of the 
database can embed a watermark into the data by using 
some private parameters or secret key which is known 
only to him. Then the watermarked database can be 
made available publicly. Later, suppose the owner of 
the data suspects that the data has been pirated by 
someone else, then the owner can verify the authenticity 
of data with the use of watermarking scheme. For 
resolving the ownership claim on such data can be done 
with the use of the presence of owner’s watermark. 
Hence watermark detection have to be used to survive 
against various malicious intentions [7]. 

 Fingerprinting: Fingerprinting is used to identify a 
betrayer. The applications where content is publicly 
available over a network, the owner of data would like 
to discourage unauthorized distribution and duplication 
of data by embedding a distinct watermark in each copy 
of the content. If unauthorized copies of the data are 
found, then the original data can be determined by 
extracting the fingerprint [7]. 

 Fraud and Tamper Detection: When database content is 
used for confidential and statistical applications such as 
electronic commerce or biological applications, it is 
important to ensure that the data was originated from a 
targeted source only. This can be achieved by 
embedding a mark in the underlying data of the 
database and subsequently the integrity of the data can 
be verified through the integrity of the extracted 
watermark [8][9]. 

IV. DIFFERENT TYPES OF ATTACKS 
Generally, the digital watermarking for integrity 

verification is called fragile watermarking as compared to 
robust watermarking for copyright protection. In a robust 
watermarking scheme, the embedded watermark should be 
robust against various attacks which aim at removing or 
distorting the watermark. While in a fragile watermarking 
scheme, the embedded watermark should be fragile to 
modifications so as to detect and localize any modification in 
presence of different attacks [10]. The watermarked database 
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may suffer from various types of intentional and unintentional 
attacks which may damage or erase the watermark, as 
described below: 

 Benign Update: This happens when a natural type of 
data processing is carrying out in the marked database. 
Due to this, the marked tuples may be deleted or 
updated or new tuples may be inserted, which may 
remove the embedded watermark or may cause the 
embedded watermark undetectable. Usually this type of 
processing is performed unintentionally. 

 Value Modification Attack: There are different types of 
value modification attack viz., bit attack, rounding 
attack and transformation. Bit attack attempts to destroy 
the watermark by altering one or more bits in the 
watermarked data. If the usefulness of data is very 
crucial, more alternation may result the data completely 
useless. Bit attack may be performed by assigning 
random values to certain bit positions known as 
randomization attack or by inverting the values of the 
bit positions known as bit flipping attack. Rounding 
attack done on numeric attribute by rounding all the 
values of the attribute. Success of this attack depends on 
the estimation of how many bit positions are involved in 
the watermarking. In transformation attack the data is 
transformed to some other metric by the attacker and 
this conversion may raise suspicion among data users. 

 Subset Attack: The attacker may consider a subset of the 
tuples or attributes of the targeted watermarked relation 
and then attacking the data by deleting or updating 
tuples on them, and the attacker may hope that the 
watermark has been lost. 

 Superset Attack: The attacker added new tuples or 
attributes into the watermarked database which can 
aff ect the correct detection of the watermark. 

 Collusion Attack: This attack requires the attacker to 
have access to multiple fingerprinted copies of the same 
relation. 

 Mix-and-Match Attack: The attacker creates a new 
relation by taking disjoint tuples from multiple relations 
containing similar information. 

 Majority Attack: This attack creates new relations by 
using the same schema as the copies but with each bit 
value computed as the majority function of the 
corresponding bit values in all copies, so that the owner 
will not be able to detect the watermark. 

 False Claim of Ownership: There are two types of 
attacks in this category viz. additive attack and 
invertibility attack. In additive attack the attacker adds a 
new watermark to the existing watermarked data and try 
to claim his ownership. In invertibility attack the 
attacker may launch an invertibility attack to claim the 
ownership if it is possible to successfully discover a 
fictitious watermark which is in fact a random 
occurrence from a watermarked database. 

 Subset Reverse Order Attack: This is done by 
exchanging the order or positions of the tuples or 
attributes in relation which may erase watermark or 
make it undetectable. 

 Brute Force Attack: In this type of attack, the attacker 
tries to guess about the secret parameters by traversing 
the possible search spaces of its domain. 

V. CLASSIFICATION OF WATERMARKING 
TECHNIQUES 

The watermarking techniques proposed so far can be 
classified as follows [10]: 

 Watermark Information: The watermark information can 
be an image, text or a combination of image and text. 
Diff erent schemes embed diff erent types of watermark 
information into the underlying data of the database. 

 Distortion: Watermarking schemes may be distortion-
based or distortion-free depending on whether the 
marking introduces any distortion to the underlying 
data. 

 Cover Type: In a watermarking scheme, the marks can 
be embedded in numerical or non-numerical or 
categorical type attributes. An attribute priority can also 
be used for selecting the cover into which marks are 
embedded. 

 Granularity Level: The marks can be inserted into the 
data at character, attribute or tuple level. That is, 
insertion or modification of information can be done at 
bit level or higher levels. 

 Verifiability/Detectability: The detection/verification 
process may be deterministic or probabilistic in nature, 
it can be performed blindly or non-blindly or performed 
publicly or privately. 

 Intent of Marking: Watermarking schemes can be 
designed to serve for different purposes, like, integrity 
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checking and tamper detection, ownership proof, traitor 
detection etc. 

VI. WATERMARKING TECHNIQUES 

In this survey paper, we have tried to cover the details of 
various watermarking techniques proposed so far. To limit the 
survey area we categorize the proposed techniques based on: 

 Distortion Based: The marks embedded by this scheme 
introduces small changes in the underlying data of the 
database. But the degree of change should be tolerable 
and should not make the data useless. 

 Distortion Free: The watermark insertion phase does 
not depend on any specific type of attribute and does 
not introduce any distortion in the underlying data of 
the database. 

A. Distortion Based Watermarking Techniques 

 Watermarking Technique covers Numerical Data Type 
Attributes 

Rakesh Agrawal, Jerry Kiernan [3] proposed a technique 
for attributes of numeric datatype, which ensures that some bit 
positions of some of the attributes of some of the tuples contain 
specific values. The tuples, attributes with in a tuple, bit 
positions in an attribute, and specific bit values are all 
algorithmically determined under the control of a private key 
known only to the owner of the data. This bit pattern 
constitutes the watermark. Only if one has access to the private 
key can the watermark be detected with high probability. 
Detecting the watermark neither requires access to the original 
data nor the watermark. The watermark can be detected even in 
a small subset of a watermarked relation as long as the sample 
contains some of the marks. We then present an effective 
watermarking technique geared for relational data. 

Their extensive analysis shows that the proposed technique 
is robust against various forms of malicious attacks and 
updates to the data. Using an implementation running on DB2, 
we also show that the performance of the algorithms allows for 
their use in real world applications. 

 Watermarking Technique covers Numerical and Non-
Numeric Data Type Attributes 

Qin et al. [16] suggest an improvement over the Agrawal 
and Kiernan’s scheme [3]. Instead of using hash function, they 
use chaotic random series based on the Logistic chaos equation 
which has two properties: the non-repetitive iterative operation 
and the sensitiveness to initial value. It avoids the inherent 
weakness of collision of Hash function. The selection of bits of 

LSB for embedding watermark meets the requirements of both 
data range and data precision of each attribute, rather than 
simply to use a same ξ for all attributes. So the error caused by 
watermark is decreased significantly, hardly aff ects the 
availability of the database. 

 

 Watermarking Technique covers Numerical and Non-
Numeric Data Type Attributes 

Hazem M. El-Bakry, Nikos Mastorakis [11] proposed a 
novel digital watermarking technique for relational database. 
The proposed technique has provided a very high degree of 
reliability and protection of relation database with the aid of the 
user predefined function; which inserts an additional hidden 
record to available relational database. This technique has 
many advantages over existing techniques. First, it is available 
for any relational database. Second, it does not require any 
additional time because the calculations required for the new 
record are done off line. Third, it is not possible to delete the 
hidden record because it has been locked with a secret key 
known only by the data owner. The values in the hidden record 
are known only by the data owner. Furthermore, the problems 
associated with the work in literature are solved. For example, 
there is no need for additional storage area as required when 
adding additional columns especially with large databases. In 
addition, in case of protecting data by adding columns, we need 
for to add a number of columns equal to the number of data 
types to be protected. Here, one record is sufficient to protect 
all types of data. Moreover, there is a possibility to use a 
different function for each field results in more robustness. 
Finally, the proposed technique does not have any other 
requirements or restrictions on either database design or 
database administration. 

 Watermarking Technique using Least Significant Bit 
Substitution Algorithm 

Yusuf Perwej, Firoj Parwej, Asif Perwej [12] narrates the 
classification of Watermarking Techniques,  application of 
Digital Watermarking and properties of Watermarking. Data 
hiding by Least Significant Bit Substitution algorithm is also 
discussed. They proposed an edge detection from Gabor Filter 
method and used data hiding by the simple LSB substitution 
method. In the method a set of pixels that constitute a block 
jointly share the bits from the watermark. The values for the 
mean square error (MSE) and peak signal to noise ratio 
(PSNR) are measured. The results indicate the method 
introduces low noise and hence ensures lesser visible 
distortions. The PSNR value of about 58 dB attained is much 
higher when compared with any other proposed methods. In 
the proposed work, they use DCT transform watermark 
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algorithms based on robustness. The hardiness of the 
watermarking evaluated have been measured by the Peak 
Signal to Noise Ratio (PSNR) of the watermarked Image and 
similarity between real Watermark and after extract Watermark 
using Normalized Cross Correlation (NC) method. In this 
paper implementation results show that the imperceptibility of 
the watermarked image is acceptable. 

 Watermarking Technique based on inserting the bits of a 
binary image in relational database 

Zhiyong Li, Junmin Liu and Weicheng Tao [13] propose a 
novel relational database watermarking scheme based on a fast 
and stable clustering method on database tuples, which adopts 
Mahalanobis distance as the similarity measurement. Before 
the process of watermark embedding and detecting, the 
databases tuples are adaptively clustered into groups according 
to the length of binary watermark. More over the watermark 
segments are respectively embedded into or detected from 
those groups according to the numeric field's Lowest 
Significant Bit (LSB) and polar angle expansion. The majority 
decision strategy is used to determine the value of watermark 
bit in blind detection process. The experiment results indicate 
that the proposed watermarking scheme has higher robustness 
and reversibility under blind detection against the database 
maintaining operators. 

The scheme shows a high robustness under blind detection 
for subset selection, addition and modification attack, and also 
can restore the original data more truly. Due to the local 
convergence of fast clustering and the error of restoration data, 
it can not satisfy the application requirement of high-accuracy 
data. 

 A novel adaptive watermarking scheme based on 
clustering and polar angle expansion for relational 
database  

Udai Pratap Rao, Dhiren R Patel, Punitkumar M Vikani 
[14] proposed a new technique of database watermarking is 
proposed which based on inserting the bits of a binary image in 
relational database. In the proposed work a suitable tuple in the 
database is chosen for marking and then the chosen bits of an 
images replace some bits of the selected attributes of particular 
tuple. The proposed technique minimizes the variation by 
inverting some bits of the watermarked attribute. The 
experimental results demonstrate the robustness of the new 
technique against deletion, alteration, selection and insertion 
attacks and shows the proposed technique is irrespective of 
tuples order. 

B. Distortion Free Watermarking Techniques 

 
 Partitioning Based   

Sukriti Bhattacharya and Agostino Cortesi [5] introduce a 
distortion free watermarking technique that strengthen the 
verification of integrity of the relational databases by using a 
public zero distortion authentication mechanism based on the 
abstract interpretation framework. The watermarking technique 
is partition based. The partitioning can be seen as a virtual 
grouping, which does not change neither the value of the 
table’s elements nor their physical positions. Instead of 
inserting the watermark directly to the database partition, they 
treat it as an abstract representation of that concrete partition, 
such that any change in the concrete domain reflects in its 
abstract counterpart. The main idea is to generate a gray scale 
image of the partition as a watermark of that partition, that 
serves as tamper detection procedure, followed by employing a 
public zero distortion authentication mechanism to verify the 
ownership. 

The proposed technique does not depend on any particular 
type of attributes (categorical, numerical). This technique can 
be used to ensures both authentication and integrity.  The 
technique is partition based, so it is possible to detect and 
locate modifications as we can trace the group which is 
possibly affected when a tuple is tampered. Each tuple in a 
table is independently processed, therefore, the scheme is 
particularly efficient for tuple oriented database operations. 
This scheme does not modify any database item therefore it is 
distortion free. 

 R-tree Based Watermark 

Ibrahim Kamel [15] proposed a novel watermarking 
scheme for R-tree data structures that does not change the 
values of the attributes. Moreover, the watermark does not 
change the size of the R-tree. The proposed technique takes 
advantage of the fact that R-trees do not put conditions on the 
order of entries inside the node. In the proposed scheme, 
entries inside R-tree nodes are rearranged, relative to a ''secret'' 
initial order (a secret key), in a way that corresponds to the 
value of the watermark. To achieve that, they proposed a one-
to-one mapping between all possible permutations of entries in 
the R-tree node and all possible values of the watermark. 
Without loss of generality, watermarks are assumed to be 
numeric values. The proposed mapping employs a numbering 
system that uses variable base with factorial value. The 
detection rate of the malicious attacks depends on the nature of 
the attack, distribution of the data, and the size of the R-tree 
node. An extensive analysis and experimental results showed 
that the proposed technique detects data alteration with high 
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probability (that reaches up to 99%) on real datasets using 
reasonable node sizes and attack model. The watermark 
insertion and extraction are mainly main memory operations, 
and thus, have minimal effect on the cost of R-tree operations. 

VII. CONCLUSION 
In this paper we have done a thorough study about the 
attacks/threats on relational data, and different types of 
watermarking techniques for relational data and classification 
of watermarking techniques. We have done the survey based 
on watermarking techniques, which introduces distortion to the 
underlying data and based on distortion free. Most of the 
distortion-based watermarking techniques mainly aim at 
protecting the ownership, whereas distortion-free watermarking 
techniques mostly are fragile and aim at maintaining integrity 
of the database information. 
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