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Abstract— Digital Image Forensics is a promising research 
field that gives active and passive methods to validate the 
authenticity, integrity and detection of tampering in images. 
Visual cryptographic schemes play an inevitable role in active 
digital image forensics to sustain authenticity, integrity and 
detection of forgeries. Active digital image forensics based on 
visual secret sharing schemes endure from cheating while a 
participant as a cheater releases a fake share during secret 
reconstruction. In this paper we proposed a new method for 
prevention of cheating in active digital image forensics based on 
cheating immune visual cryptography scheme (CIVCS). Also, 
here we have presented an overview of active digital image 
forensics and cheating immune visual cryptography scheme 
which have been discussed based on several studies. 

Keywords— Visual Cryptography; Image Forensics; Cheating 

Immune VCS 

I.  INTRODUCTION  
Digital image forensics is the investigation of image 

authenticity, integrity, detection of forgeries and the 
identification of image capturing device. Images can be 
considered as a strong evidence of reported news in dailies, 
media and primary probationary material under judiciary [1]. 
Even though images are rich source of information in the 
cyberspace, they are very vulnerable to modifications. The 
sophisticated image editing software available not only in 
computers and laptops but also in handheld mobile devices are 
widely used by the attackers to alter or obscure the image and 
its meaning which creates the condition for criminal digital 
image forgery. Hence these images need to be authenticated. 
Digital image forensics provides active and passive methods 
to maintain the authenticity and integrity of the digital image 
and identification of the source. In the last one decade digital 
image forensics has obtained paramount importance among 
the researchers [2,3]. 

Digital Image Forensics consists of three branches: Image 
Source Identification, to identify the captured device; 
Discrimination of Computer Generated Images, to distinguish 
if an image is natural or computer generated; Image Forgery 
Detection, to discriminate if an image is intentionally 
modified. The methods for image authentication can be further 
classified into two major groups: active (intrusive) and passive 
(non-intrusive). In active digital image forensics, watermark or 
digital signature is embedded into a digital image and 

authenticity is verified whether the retrieved signature  
matches the original one or not. Passive digital image 
forensics uses the intrinsic content of an image to detect if it 
has been tampered, without any supervised information [4].  
The images can be widely used in journalism, police 
investigation and as court evidences, image tampering can be 
a hazard to the security of public. Therefore, detection of 
image manipulation is a vital issue and the development of 
trustworthy methods for detection of image integrity and 
tampering is necessary [5].  

Naor and Shamir [6] introduced a new type of k out n 
secret sharing scheme called Visual Cryptography, in which 
the dealer provides a transparency to the n participants. 
Stacking any k transparencies can reveal the secret image and 
it can be recognized by the Human Visual System (HVS) but 
any k-1 of them gains no information about the secret image. 
The participants in the qualified set can reveal the secret 
image without any prior knowledge of cryptography and 
without any computation [7]. 

We proposed [8] a new active digital image forensic 
method based on visual cryptography scheme which provides 
improved authenticity, integrity, detection of forgery and 
source. This scheme overcomes the drawbacks of active 
digital image forensics using traditional methods such as 
digital watermarking and digital signatures. Active digital 
image forensics based on the visual cryptography scheme also 
reduces the computational complexity. Nowadays the 
experimental results show that cheating is possible by 
dishonest participants called cheaters, in visual cryptography. 
Therefore the implementation of highly secured (cheating 
prevented) active digital image forensics based on cheating 
immune visual cryptography is necessary. 

II. CHEATING IN VISUAL CRYPTOGRAPHY 

In 2006, Horng et al.[9] demonstrated that cheating is 
possible in the k-out-of-n visual cryptography by dishonest 
participants called cheaters, can mislead the remaining 
participants called victims through delivering fake shares. 
They presented three definitions and two assumptions about 
cheating. 

Definition 1. In VC, a participant is called a cheater if, 
during secret reconstruction, he releases a transparency, called 
fake share, different from the one he received from the dealer. 
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Definition 2. In VC, a reconstructed secret image is 
authentic if it is smooth in a sense that its boundary of black 
and white regions is clearly perceptible. 

Definition 3. In VC, cheating is said to be successful if any 
honest participant, called victim, accepts a reconstructed secret 
image different from the actual secret image as authentic. 

The following assumptions are needed to detect cheating. 

Assumption 1. The appearance of each transparency is in a 
noise form and the brightness of each transparency is the 
same. 

Assumption 2. The secret image is a binary image and it is 
smooth in a sense that its boundary of black and white regions 
is clearly perceptible. Furthermore, the secret image is large 
and there are many black pixels and many white pixels. 

The two types of cheaters in visual cryptography are 
Malicious Participant (MP) who is also a legitimate 
participant, namely, MP ∈ P, and the other is a malicious 
outsider (MO), where MO ∉ P. The MP is able to build a fake 
set of shares using his genuine share. By stacking the fake 
share on the genuine share, a fake secret image can be 
reconstructed. Figure 1depicts the example of cheating a (4,4) 
visual secret sharing scheme by MP. The MO is capable of 
cheating the visual cryptography scheme without having any 
knowledge of any genuine shares. The MO construct a set of 
fake shares for the fake image based on the optimal (2,2) 
visual cryptography scheme and the fake shares are required to 
be tuned to that of the original genuine shares’ size. Then the 
fake shares can be stacked with genuine shares to reveal the 
fake secret image [10,11]. 

 
Fig.1 Example of cheating a (4,4) – VCS by MP 

A. Studies on Cheating Immune Visual Cryptography 

Horng et al. proposed two simple cheating prevention 
visual cryptographic schemes. The first one is an 
authentication based cheating prevention scheme that provide 
the participants the ability to verify the integrity of the shares 
before decoding. Another scheme is a 2-out-of-(n+l)   cheating 
prevention scheme that is intended to make it harder for the 
cheaters to predict the structure of transparencies of the other 
participants [9]. 

A cheating immune (2,n)- threshold visual secret sharing 
scheme is provided by Prisco et al. They constructed a scheme 
without the use of additional information, like additional 
shares or other images and do not suffer the problem of 
protecting only black secret pixels as in [9]. They provided a 
defenition of cheating against a single honest participant. 
Given a (2,n)-threshold scheme with parameters l and h, a 
group of c<n participants are called “cheaters” when they get 

together, construct a fake share and present such a share to a 
honest participant with the intention of forcing the honest 
participant to reconstruct a wrong secret [12]. 

Hu and Tzeng presented three cheating methods against 
VC or EVC schemes. The first two methods are applied to 
attack VC schemes and the third one to attack EVC schemes. 
They proposed a generic method that converts any VCS to 
another VCS with the property of cheating prevention. Their 
transformation incurs minimum overhead on contrast and 
pixel expansion [11]. A cheating prevention scheme for binary 
visual cryptography with homogeneous secret images is 
proposed by Tsai et al. They solved the cheating problem 
without extra burdens by adopting multiple distinct secret 
images. In this scheme, sharing these secret images 
simultaneously and the share construction method of visual 
cryptography is redesigned and extended by genetic 
algorithms [13]. 

Chen et al. proposed an (n,n) threshold visual cryptography 
scheme for cheating prevention to modify the generic 
transformation for cheating prevention scheme (GTCP). Each 
participant holds his own private verification image to 
improve the GTCP. The scheme is implemented by 
constructing four matrices, two of them are used for sharing 
the secret image and the other two are used for sharing the 
verification image [14].  

Liu et al. implemented a cheating immune visual 
cryptography scheme that can be based on any VCS, including 
with a general access structure. Their scheme avoided all the 
existing drawbacks like: the scheme needs an online trusted 
authority; it requires additional shares for the purpose of 
verification; pixel expansion and contrast reduction. The 
stated that their CIVCS does care about whether the 
underlying operation is OR or XOR [15].  

A new authentication based cheating prevention scheme in 
Naor- Shamir’s visual cryptography is proposed by Chen et al. 
The scheme adopts the black patterns especially inserted into 
the verified stacking result. The number of black patterns is 
used to check whether the share is fake share or not. Chen et 
al. cryptanalyzed  the Hu-Tzeng’s CPVSS scheme and showed 
that it is not cheating immune in their another paper [16,17]. 
Also Chen et al. revisited some well-known cheating activities 
and Cheating Prevention Visual Secret Sharing (CPVSS) 
schemes and categorized the cheating activities into 
meaningful cheating, non- meaningful cheating, and 
meaningful deterministic cheating. They analyzed the research 
challenges in CPVSS and proposed a new cheating prevention 
(2,n) – VSS scheme which relies on share authentication 
without the added transparencies [18]. 

Jana et al. designed a cheating prevention in visual 
cryptography using steganographic scheme, to embed secret 
message within the shares, become stego shares. The 
extraction of secret message from the stego shares gives the 
originality of the shares. If it is not matched with the original 
message by Trusted Authority (TA) then it is fake share, 
which may prevent cheating in VCS. In this scheme there is 
no need to send extra share for verification [19].   
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Fig 2. Active Digital Image Forensics based on Visual Cryptography 

Lin et al. proposed a simple method for establishing a 
visual cryptographic scheme by using coherent patterns with 
the ability to prevent cheating. The scheme has smaller pixel 
expansion than the previous schemes and the verification 
process is fulfilled without any additional verification share 
[20]. Cheating prevention visual cryptography scheme using 
Latin square is proposed by Ren et al. Without pixel 
expansion, the new method provides random regions 
authentication in each divided block of all shares. The 
proposed method is applicable to both (k, n) deterministic 
visual cryptography scheme ((k, n)-DVCS) and (k, n)-
probabilistic visual cryptography scheme ((k, n)-PVCS) [21]. 

Praveen and Sethumadhavan proposed a blind 
authentication-based cheating immune (2,n) visual 
cryptographic scheme by modifying the existing scheme based 
on uniform codes where the pixel expansion value will 
increase in the order of O(log n) [22].  

 
 
 
 
 
 

III. ACTIVE DIGITAL IMAGE FORENSICS BASED ON VISUAL 
CRYPTOGRAPHY SCHEME 

Visual Cryptography based active digital image forensics 
method is proposed in [8] that eliminates the drawbacks of 
previous active digital image forensic methods based on 
digital watermarking and digital signatures. The scheme 
provides improved authenticity, integrity, robustness and less 
computational complexity and cost. Figure 2 depicts the active 
digital image forensics based on visual cryptography scheme. 

As in [9] proved that cheating is possible in visual 
cryptography. Cheaters provide some fake shares to victims 
and the victims cannot identify whether the revealed secret 
image is fake or genuine. It is very important to detect the 
cheating in visual cryptography based active digital image 
forensics. If not, cheating activities may cause unpredictable 
damage to victims.  Here comes the importance of active 
digital image forensics based on cheating immune visual 
cryptography. 

 

 
Fig 3. Active digital image forensics based on cheating immune VC 
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IV.  PROPOSED ACTIVE DIGITAL IMAGE FORENSICS BASED ON 
CHEATING IMMUNE VCS   

The proposed active digital image forensics based on 
cheating immune visual cryptography scheme prevents the 
cheating. Cheating immune visual cryptography is a branch of 
visual cryptography that provides the method of preventing 
genuine participants from being cheated by misleading secrets 
provided by malicious participants. Here we used an 
authentication based cheating prevention scheme that consists 
of shares Si and verification shares Vi generated by 2-out-of-2 
visual cryptography. Verification shares Vi, for i = 1,2,…,n, 
are used to verify the correctness of the shares Sj, for j = 
1,2,…,n and i≠j. Each participant Pi provides the dealer with a 
distinct verification logo Li to be used for verifying the 
authenticity of other shares.  

 S1, S2 and S3 are shares and V1, V2 and V3 are verification 
shares. V1 is the verification share to verify the correctness of 
S2 and S3. The verification share is used to verify the 
correctness of the other two shares possessed by the other two 
participants [9]. The schematic diagram of the proposed active 
digital image forensics based on cheating immune visual 
cryptography is shown in Figure 3. 

This scheme prevents the cheating in visual cryptography 
based active digital image forensics and also provides high 
security and integrity. 

V. CONCLUSIONS 
In this paper we have presented a new model for active 

digital image forensics based on cheating immune visual 
cryptography scheme. We studied the existing cheating 
prevention schemes and found that the proposed model 
prevented the cheating from malicious attackers to a greater 
extent. Our future study will focus to develop more 
sophisticated models in active digital image forensics using 
various cheating immune visual cryptography schemes with 
reduced pixel expansion and high contrast.  
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