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Abstract— Increasing penetration of distributed generation 

through renewable sources, especially solar photovoltaic, in the LV 

distribution network is opening up a plethora of possibilities in  

power system planning and building. Microgrids are essentially 

self-controlled and stabilized grids of limited geographic span with 

generation, storage and consumption  of electrical energy present 

in a distributed fashion. They offer the best possibilities for future 

power networks where the aggregation of energy and dispersal of 

power flow becomes a resilient and reliable operation once essential 

features of Smart Grids are used. Electrical network analysis tools 

are available which can provide inputs to the power system 

planners on the reliability issues when such grids are built. These 

computationally intensive software tools  available for network 

analysis require high level of expertise besides being costly. As a 

widely accepted tool in the process industry, Layer of Protection 

Analysis (LOPA), is a semi-quantitative approach to derive 

functional safety and reliability in complex process systems from  

established norms. Extension of LOPA to electrical processes as 

well as systems themselves shows the efficacy of the basic 

methodology in providing a practical approach to develop reliable 

systems. In the paper an attempt has been made to extend the 

conceptual framework of LOPA  to the analysis of Microgrids from 

the perspective of reliability. Assessing the effect on reliability 

under changing network topologies due to addition and deletion at 

the subsystem level of operational subunits covering generation, 

storage and consumption can be simplified using LOPA. It can be 

used for a preliminary assessment of reliability changes in 

Microgrids without recourse to the computationally intensive and 

costly software tools in the intial stages of design. 
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Reliability 

I. INTRODUCTION (HEADING 1) 
New and renewable energy sources for electrical energy 
production are being integrated  into the traditional power 
grids at an accelerated pace throwing up new challenges - 
technical, regulatory and commercial. Technical challenges 
include the shift from the top-down control systems of the 
electrical grids in existence to distributed control systems, 
dispersal of  generation assets into the lower voltage levels of 
the grids, power flow issues in the networks related to the 
ancillary services required for grid management and the 
structure of the grids themselves. Commercial challenges are 
also many since the traditional hierarchical forms of power 
generation and distribution are changing so that the 
commercial interactions have become more complex anwill  

get more complex as the basic premises of transactions shift to 
decentralized forms. It is in this context that Microgrids with 
Smart Grid capabilities have been found to offer practical 
solutions to most of the above problems  [1].A typical  scheme 
is shown in Figure 1.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1: A typical schematic of a Microgrid. 
 
The complexities of a grid with multiple power sources and 
loads distributed temporally but contained geographically is 
seen in such Microgrid architectures. A few significant but 
basic questions  that should be considered are :  

1. Are there any requirements for studying the network in 
detail for ascertaining the reliability of such an  architecture? 
2. Is there a need for investigating the reliability measures 
built into such grids ? 
3. Is it possible to provide guidance on the reliability and 
safety aspects of additions of load and dispersed generation 
in such grids? 

Finding  answers to these questions through the application of 
established approaches within power system planning and 
operation is not an easy task and involves mathematical 
modelling, simulation and validation of complex models 
developed for large scale system analysis. A major difficulty 
is the cost and time involved in such computational processes 
whereas the power system manager may be interested not in 
the mathematical precision of the  solutions but more 
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concerned about the possibility and applicability of 
engineering solutions to the scenarios investigated in the 
initial stages. In the process industry since the early 1990s a 
semi-quantitative approach to study the risks of safety hazards 
associated with complex processes that has proved effective in 
providing engineering solutions increasing the reliability of 
processes is the  Layer of Protection Analysis and its 
modifications [2],[3]. 

II. METHODOLOGY 
Microgrids are made up of loads with time varying power 

consumption patterns; generation with time dependencies like 
wind, solar PV in embedded forms; connectivity between the 
independent system operator’s HV grid through the point of 
common coupling (PCC) and  in many instances, battery 
energy storage systems forming a physical part of the grid 
control and management strategy. Reliability of Microgrid as a 
system under dynamic conditions when sub unit entity 
changes  are made or when system states change is brought 
out  by performing the Extended LOPA method. System 
orientation of such a process driven assessment methodology 
like LOPA is not necessarily easily apparent. A “system of 
systems” approach coupled with the process view of power 
flows in the Microgrid – power transactions taking place 
between grid entities under control are visualized as process 
flows with distinct states through bounded system regions - 
help in establishing the conceptual basis of the Extended 
LOPA method. The reliability parameters for standard 
electrical systems  are available in reference databases like 
that provided by [4]. It will provide a first level estimate of the 
reliability impact of the changes for planning  engineering 
solutions if necessary.  

III. MICROGRIDS:CHARACTERISTICS AND FEATURES 
A Microgrid is characterised by the full level functionality 
available for grid management in comparison with large scale 
electrical grids but with very restricted geographic spread. All 
the time dependencies of power flow parameters are there in 
the Microgrid also as in a large scale grid so much so that the 
solutions to these are driving the development of new control 
strategies and methods to ensure two key features of a smart 
grid – that of reliability and resiliency. Reliability of  
operation of a Microgrid centres on ability to “island” the 
bounded region of connected operation from the main grid or 
ISO grid and continue serving the local loads through 
sustained management of embedded generation. As a corollary 
to this it should be stated that the isolation of faulted systems 
in the bounded region is taken to be ensured in case of faults 
inside the region; see Figure 2.  

A number of power system analysis tools including load 
flow analysis, protection system study will provide the grid 
manager with the exact fault isolation conditions required and 
under what power flow conditions these should be brought 
into action through the built in protection system and 
command and control devices in the network if properly 
designed. The problem is that this will be ensured only if the 
system is well engineered in the first place. Taking that the 

higher level isolation and protection functions have been 
properly planned at the PCC level shown by the dark dotted 
curve in Fig 2, the fault isolation in the bounded region of the 
Microgrid usually is a problematic area since the load 
connection is done under certain standard protocols which 
may change when the structure of the Microgrid is altered. 
 

 

 

 

 

 

 

 

 

 

 

Figure 2. A Microgrid and typical span of control for  
                protection and isolation. 
 
Retrofit of protection and isolation systems by the consumer, 
even if requested by the grid operator for improving overall 
reliability of operation, is not much complied with in  real 
world grids. This leads to  possible blackspots in the 
protection and isolation characteristics  of the Microgrid with 
consequential fallout on the reliability of the Microgrid. 
Resiliency refers to that characteristic feature of the Smart 
Grid that allows operation of the grid subsequent to large scale 
damage allowing atleast the most critical loads to be supplied 
with minimal disruptions. Such requirements have been 
highlighted when the traditional grids are subjected to 
prolonged, unpredictable outages under extreme duress 
climatic conditions and remains an actively pursued area in 
research [5]. Moreover the presence of distributed energy 
systems in the lower power output range, especially solar PV 
systems, lead to multiple safety hazards directly affecting the 
reliability of the Microgrid as a whole. Two such examples are  
1) islanded operation of  locally grouped solar PV inverters 
under loss of central control due to communication failures,  
2) inadvertent injection of reactive power by inverters capable 
of reactive power support  leading to persistent operation in 
high voltage range before protection systems act. 

IV. MODIFIED LAYER OF PROTECTION  
Process industry employs LOPA as a subsequent stage in 

enhancing the reliability of safety engineered systems after 
Process Hazard Analysis or Hazard and Operability study. It is 
intended to arrive at requisite safety instrumented systems 
(SIS) or  additional protection  layers to improve safety. The 
safety layers are adapted as in Figure 3 for application in the 
study of electrical systems . The transition from  process-
centric to process and systems approach leads to the 
modification of the physically realized layers of protection and 
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helps in the analysis of  “systems of systems” like the 
Microgrid having energy generation, storage and  commercial 
utilization processes. 

 

 
Figure 3 : Layers of protection modified for electrical systems,  

  from [6]. 
 

A modified LOPA involving human factor aspects strengthens 
the modified LOPA  analysis since the ‘operator’ role in 
electrical systems at the consumer levels are typically taken up 
by the owner/s with widely varying technical skills and more 
often than not without formal training in such systems [6]. It 
should be noted that the limited geographic boundaries of the 
Microgrid is an enabling factor for the suitability of Extended 
LOPA methodology in studying the reliability and resiliency 
aspects of these. 

V. APPLYING EXTENDED LOPA TO MICROGRIDS 

Microgrids are those with the smart capabilities of balancing 
localized generating systems with consumer loads of differing 
profiles while maintaining synchronised linkage to the main 
utility grid or ISO grid under specified operating conditions. 
For the grid manager of the Microgrid the questions to be 
answered in investigations relating to reliability and resiliency 
are those that follow: 
1. What kind of changes may lead to prospective reliability 
concerns at the Microgrid level? 
2. Will resiliency of the Microgrid already provided through 
specific designed-for-systems and operating protocols be 
compromised under system changes ? 
3. Can reliability or resiliency changes be traced through 
quantitative but simple forecasts of impacts of typical 
scenarios  under specific conditions be generated? 
4. Can there be any standard procedure for understanding 
hidden risks ? 
Securing the Microgrid against reliability and resiliency 
concerns will be easier if the general system design is 
subjected to modified layer of protection analysis with the 
energy production and transfer process remains central to this 
“ system of systems” while having controlled connectivity to 
main grid. It will be helpful to look at the protection schemes 
built into the design of the lower order systems , i.e, the 
residential consumer load interfaces or the localized 
distributed generation systems. The presence of  protection 

subsystem connections in  series or parallel modes impact the 
final reliability substantially . It is seen that parallel protection 
layers will provide higher reliability, (R par(t)),  than highest 
reliable subsystem included, i.e.,  

R par(t) = 1 – П(1-Rn(t))   (1) 
Series protection layers  lead to the overall system reliability, 
R ser(t), being lesser than the least reliable of the  subsystems , 
Rn(t) ,that is , 

 R ser(t) = П (Rn(t))     (2) 
 

A. Sufficiency of Protection Schemes 

From the basic Microgrid scheme in Figure 1 the layers of 
protection provided in standard schemes in use act at  

- the subsystem level or independent installation level, 
- the grid integrated control level through command and 

control devices in the grid 
- the Point of Common Coupling level for islanded operation 

under main grid faults 
- the energy management system level as a supervisory mode 

with Intelligent Control. 
The need for analyzing a Microgrid through Extended LOPA is 
established when we look at the logical dependencies of the 
protection schemes to isolate the system fault or local area fault or 
islanding on main grid fault. This is represented diagrammatically in 
Figure 4. The overlaps need to be closely studied in any Microgrid 
design as shifting of the overlapping regions occurs during changes in 
the individual systems during the changes in systems and conditions 
of operation. It is such overlaps that lead to logic failures or failed 
redundancies which become clear in the first level LOPA analysis 
with clarity. 

 

 
Figure 4. Span / Overlap of  fault conditions on the basis of  

 areas. 

B. Identification of Unknown Risk 

The operations in process industries is ensured through the 
use of Safety Integrity Level (SIL) and Safety Instrumented 
Systems oriented towards ensuring the availability of the 
process streams for  high reliability of the processes. Similarly 
if we view the energy transfer occurring in the electrical grid 
as the basic process of high criticality, the Microgrid at low 
voltage levels  become amenable to an Extended LOPA 
method as described briefly earlier. In such a scenario the 
study of the  “system of sytems”- the Microgrid, through 
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Extended LOPA puts forward a risk profile of the interactive 
system running the energy transfer process. Automatically 
such a logically derived risk profile derived from the Cause – 
Initiating Cause //Consequence – Consequence Severity-Event 
Severity linkages through LOPA results in the demarcation of 
Mitigation likelihoods and resultant improved reliability of the 
Microgrid. The presence of unknown risks is converted 
through this application of consequence – cause chain in the 
Extended LOPA. 

VI. RESULTS AND DISCUSSION 
Investigating the Microgrid schemes highlights the 

potential scenarios that can lead to degradation of reliability 
figures through probable changes in systems, operational 
protocols and conflict of control decisions under unforeseen 
events. Even though electrical power  system design and grid 
planning provide very strong protection schemes there is the  
drawback of  these standardised design methods being limited 
by the traditional grid hierarchy concepts from which they 
have evolved. Microgrids provide for much more interactivity  
between traditionally segregated generation and  power 
transfer modes while introducing a highly instrumented grid 
backbone for Intelligent Control of the grid operations. 
Against such a background it is seen that a proven analysis 
method like Layer of Protection Analysis can be modified for 
use in the electrical domain. The Extended LOPA 
methodology described allows for evaluating the operational 
risks resulting from the migration of the system states due to 
the shifts or changes in the active regions of interaction as 
described in the shifting of protection spans. As a semi-
quantitative mode of analysis the limitations of LOPA are 
carried over to the Extended LOPA method and hence rules 
out the use of the method as the only or sole method to be 
used for analysis of electrical networks like the Microgrid. 
Rather it is intended to direct the grid planning in the right 
direction as a first level method to detect the dynamical 
changes and resulting consequences in system responses for 
informed designs.by the drop down menu to differentiate the 
head from the text. 

VII. CONCLUSION 
Increasing use of the Microgrid concept for intelligent or 

Smart Grid designs has brought out the requirement of 
addressing the dynamic shifting of operational states affecting 
the reliability of the network or grid. As a method of  safety 
and reliability analysis in the process industry, LOPA has 
proven itself to be an invaluable tool in designing critical 
interactive process systems. An Extended LOPA methodology 
is suggested for the analysis of reliability of new grid designs 
like the Microgrid. Brief explanation of the method in relation 
to sufficiency of protection schemes and detection of unknown 
risks in the Microgrid schemes has been given to show the 
applicability. 
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