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Abstract 

 

The paper presents Segment Routing (SR) with one of the Fast Re-route (FRR) techniques using 

Topology Independent Loop-free Alternate (TI-LFA). It highlights the ability of SR to source-route that 

aids to overcome the problems with other LFA techniques. The combination of SR with TI-LFA eliminates 

the need to establish Targeted LDP (Label Distribution Protocol) sessions with remote nodes. The major 

role of TI-LFA is that its FRR method to choose the best path uses the post-convergence paths from the PLR 

(Point of Local Repair) using the IGP (Interior Gateway Protocol). The implementation of TI-LFA with 

SR ensures extensive network coverage, fast recovery. The paper gives an eagle-eye view of Segment 

Routing and TI-LFA techniques with detailed flow diagrams, topology implementation and a snapshot of 

results using GNS3. 

 

I. Introduction 

 

A Service Provider Network that runs traditional IP/MPLS faces serious challenges to evolve as the 

complexity of the network increases. The operation of major services demands complex implementations 

on the IP/MPLS Network[Shakir2018]. The future technologies demand- fast convergence, support 

complex infrastructure, scale to new services and deployment techniques. Additionally, such Service 

Providers run mission-critical applications and services that need fast failure recovery and high network 

availability. It has become a challenge to unlock such a sudden boom of expectations that are fulfilled with 

the traditional MPLS implementations. These expectations have created an opportunity for network 

designers to develop better transport technologies that can interoperate and co-exist with the existing 

technologies. In striving for achieving a potentially scalable, application engineered routing and attaining a 

deeper view of the control plane, Segment Routing technology[Clarence2014] has emerged. Segment 

routing is a source-based routing paradigm that scoops out the complexities in the network. Also, it is a 

tunneling protocol that drives way to flexible network programmability for software-defined networking. 

Segment Routing does not require any changes in the MPLS data plane and it can be enabled in the existing 

brownfield networks any rip and replace, as it can co-exist with RSVP-TE/LDP. Segment Routing 

possesses a wide range of benefits that make it highly preferable. It is known for its simplicity, scalability, 

network programmability, traffic engineering, and fast convergence. 

The fast convergence is achieved through Fast Re-Route using LFA techniques. There are many LFA 

techniques utilized in MPLS such as LFA, RLFA, DLFA, TI-LFA. However, in the case of a few 

topologies, the post- convergence path is not preferred in other LFA techniques compared to TI-LFA. 

Hence, to ensure the fastest convergence and protect the path automatically with IGP (post-convergence 

path), we use the TI-LFA. The other LFA deployment does not guarantee a fast convergence backup path. 

SR utilizes TI-LFA that can provide loop- free guaranteed coverage against link failure, node failure, and 

SRLG (Shared Risk Link Group) failure. TI-LFA creates a backup path for every destination in the network 

and makes the network ready for any failure scenario. There is no need for Targeted LDP Sessions in the 

case of TI-LFA. It uses an optimal path concerning to PLR (Point of Local Repair). It eradicates the issues 

of micro-loops in the transient condition. In this paper, we implement the Segment Routing with TI-LFA 

in Graphical Network Simulator-3 using the IOS-XRv routers. We shall detail the working of the Segment 

routing and TI-LFA technique in the following sections of this paper. 

 

1. Segment Routing 

 

Segment Routing[Filsfils2016] is a versatile technology, deployed seamlessly in the MPLS network. 

MPLS is a data plane protocol and for the control plane, we used LDP and Resource Reservation Protocol 

(RSVP) earlier. Now we have the third option Segment Routing. SR can replace LDP and RSVP, which 

will do the labeling. Segment Routing offloads the control plane complexity and makes the migration 

simple and easy. Segment routing is enabled on the routers and the labels will come into place when we 

change our preference from LDP to SR.  
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In the traditional Service Provider network, to enable a service to a particular customer, we create 

multiple tunnels for each requirement. To avoid such complexity and inefficiency Segment Routing creates 

tunnels dynamically based on the requirements and labels are distributed using the Interior Gateway 

Protocol (Open Shortest Path First / Intermediate System to Intermediate System) and Border Gateway 

Protocol (BGP). The labels are called Segment- IDs which forward the packet to a specific network node 

according to the shortest path or through a specific interface to a given application or service. 

The fundamental concept of Segment routing is to divide the whole network into Segments, which is 

the basic unit of the Segment Routing process. Each Segment is identified with an identifier called a 

Segment Identifier (SID). These SIDs are advertised through the IGP such as OSPF & IS-IS and hence are 

called IGP SIDs. Once Segment Routing is enabled in an IGP domain, it belongs to a single SR Domain. 

In a particular SR domain, two types of SIDs are advertised by IGP, namely- Prefix-SID and Adjacency 

SID.The figure 1 represents the MPLS forwarding labels with the Segment Routing IDs, that is, a list of 

Prefix SIDs and Adjacency SIDs as follows: 

 

 
Figure1 MPLS Forwarding Table 

 

Prefix-SID is the identification for an SR [Pier2020]enabled router in the SR Domain. It is globally 

unique across the SR Domain and is advertised along with the loopback IP in the IGP configuration. This 

SID is configured from a block of SIDs called the Segment Routing Global Block (SRGB). On the other 

hand, Adjacency SID is locally significant for a particular link and the directly connected nodes construct 

the forwarding plane for it. Since Adjacency SID has local significance, it is not unique in the SR domain. 

The router allocates this SID dynamically from the dynamic label range. In IOS-XR, by default and unless 

explicitly mentioned, the SRGB block range is 16000 to 23999 and the Dynamic label range is 24000-

1048575. Prefix-SID belongs to the Global Segment and is the sum of SRGB Base and Prefix Index. [Prefix 

SID = SRGB Base + Prefix Index]. 

The below-mentioned screenshot shows the running configuration to define the non-default SRGB in 

the ISIS configuration. 

 

 

Figure 2 SRGB Configuration in ISIS 

 

The MPLS Label table shown in Figure 3 reads the Segment Routing labels with Start Label 18000 and 

size 2000 via ISIS. Hence, the Labels used in the MPLS Forwarding table[Clarence2015] are nothing but 

the SIDs – Prefix-SID and Adjacency SID that propagate as per the Segments. The label operations enable 

the switching for the MPLS to ensure transportation from source to destination. The label operations in the 

case of MPLS-SR remains the same, that is, PUSH, SWAP & POP. However, here the swap operation does 

not swap a new label at every node. The labels are swapped to the same labels until it reaches the end of a 

segment. A route from Source to Destination is created by combining multiple segments, in other words, a 
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stack of SIDs is created for a particular route. Every router in the SR Domain creates such a stack of SIDs 

with the backup paths from every destination. 

 

 

 

 

 

 

 

 

 

 

 
Figure 3: MPLS label table with SRGB labels 

 

We shall look into the Label operations with the illustration given below. The below figure explains the 

Topology, Route from R1 to R4 and MPLS Forwarding for the label. The topology considered has four 

MPLS SR enabled routers with ISIS neighborship established.  

 

 

 

Figure 4 Segment Routing Label Operation 

 

The prefix SID is configured along with the loopback IPs in the ISIS configuration as mentioned in the 

figure. Considering a route from R1 to R4, we can see that the whole path as per IGP is a single Segment. 

Hence, a single label is enough to ensure the packet to the destination. At R1, the PUSH operation adds the 

SID label (Prefix SID- 18120) of the destination node (R4). The labeled packet from R1 reaches the 

neighbor R2 as per the MPLS Forwarding Table for the Label 18120. At R2, the Label 18120 is read. As 

the label is in the same Segment, it is added back as per the Forwarding table. This is the SWAP operation. 

Once it reached the penultimate router R3, it POPs the label and sends the packet to the destination node. 

This happens as PUSH, NEXT and CONTINUE operations. The PUSH operation pushes the segment to 

the stack. The NEXT operation activates the next SID once the current segment is completed. The 

CONTINUE keeps the current SID in stack active when the segment is not completed 
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1.1 Segment Routing with Ti-Lfa 

 

Typically, Segment Routing has been enabled to deliver a packet along a particular Segment or group of 

Segments in a network by following the stack of SIDs created at the source. To ensure protection and create 

backup paths we are proposing TI-LFA[Pierre2018]. In TI-LFA, the backup path is calculated based on the 

optimal IGP best path, assuming the link or node that is failed is out of the topology. It encodes any FRR 

path by using the Segment Routing blocks. As the name goes, it provides a loop-free backup path 

irrespective of the network topologies. This is an advantage compared to other LFA techniques, as the other 

techniques are applicable only in few topologies. The approach in TI-LFA is peculiar as it uses the post-

convergence shortest path. 

For many years, the ordinary Loop-Free Alternate (LFA) and Remote Loop-Free Alternate (RLFA) 

were the two techniques that provide Fast Re-Route (FRR) protection. Around three destinations for every 

five destinations will have guaranteed protection by these LFAs. In the case of Remote LFA, the packet 

will be able to reach the destination through the PLR without any loop. Compared to LFA, RLFA has 

managed to protect more destinations by created tunnel to the remote nodes. However, not all the 

destinations are protected, the coverage of the FRR is incomplete and it will not always provide the most 

optimal backup path. Topology Independent LFA (TI-LFA) combines the concept of LFA and RLFA that 

allows the PLR to use label stacks for constructing the backup path. TI-LFA ensures the loop-free post-

convergence path by adding a list of Segments for the backup path. In addition to this, the TI-LFA uses the 

path taken by the packet post IGP convergence as the backup path for the failed node or link. In the case of 

TI-LFA, FRR path computation uses the SPF algorithm and enforces a loop-free topology. Hence, we can 

assure a post-convergence path that is loop-free using SR TI-LFA.TI-LFA provides fast convergence and 

protection against – Link Failure, Node Failure, and SRLG Failure[Diptanshu2018]. 

The basic algorithm of RLFA/DLFA of computing P-space and Q-space is reused for TI-LFA along 

with the PQ node. The P-space of the Source router for a protected link makes the set of routers reachable 

from that router using the shortest paths as per IGP such that none of the paths uses the protected link. It is 

calculated using the Shortest Path Tree (SPT)[Ray2018]. The Q-space of the Destination router for a 

protected link is the set of routers from which that specific router that can be reached such that none of the 

paths uses the protected link. It is calculated using reverse Shortest Path Tree (rSPT) per next hop. A router 

that is in both P-Space and Q-Space is called a PQ- node. Previously a targeted LDP session is established 

with the PQ node. However, with the entry of SR, the need for it was eliminated and basic label operation 

can ensure the same. TI-LFA fits into the topologies where there is no PQ node, that is, the P space and the 

Q space do not intersect at a node or have directly connected neighbors. In such a scenario, the computation 

of a backup path is difficult. This is where TI-LFA computes based on the post-convergence tree and 

creates an explicit backup path that has no constraints on topology. 

 

 

Figure 5 TI-LFA Implementation for non-intersecting topologies 

 

Consider the above topology where the P space and the Q space do not have a common node. Let us 

consider a route from R1 to R6. If the link between R2 and R5 experiences a failure, R2 forwards packets 

to R3. But we can see that R3 does not form the PQ node and hence lacks the path to the destination 

directly. If TI-LFA is not implemented, R3 recomputes the path and as the cost of R3-R4 is higher, R3 

uses the R3-R2 link. This leads to a failure in the forwarding plane due to the looping in the link R2-R3. To 

get away with problems in such topologies, we look up to TI-LFA. R2 calculates the FRR backup paths 

based on the IGP convergence that guarantees the packet forwarding. Hence, the TI-LFA FRR algorithm 

determines the P-space, Q-space, SPF tree (using IGP post- convergence), a list of backup paths and the 

outbound interfaces to keep the network highly available in failure scenarios. 
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1.2 Implementation and Results 

 

Given below is an illustration with a topology that implements Segment Routing with TI-LFA in GNS3. 

In the topology implemented, five Cisco Router Images running Cisco IOS XR Software, Version 6.0.1, 

are connected as shown in Figure 6. The router has the IGP connectivity through ISIS level 2. MPLS LDP 

is established between the routers. Segment Routing with TI-LFA is imposed over the above basic topology. 

Prefix- SID for every router is declared along with the Loopback configuration in the IGP (IS-IS) 

configuration. The Prefix SIDs 18030, 18060, 18090, 18120, 18150 are configured on the routers R1, R2, 

R3, R4, R5 respectively. 

 
 

Figure 6 GNS3 Topology Implemented 

 

The SRGB gives along with the ISIS router configuration as a non-default block of 18000-19999. In 

order to prefer the SR based MPLS over the LDP based MPLS, we configure the ISIS with the preference 

command. The overall configuration process is shown in the figure below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 7 Implemented Configuration Snippet 

 

We have the below failure scenario to show-case the fast recovery and post-convergence back up the 

path with SR TI-LFA. Considering failure in the link between R2 and R5, let us see the backup path 

computation process. 

For the destination R5 with source R2, the primary link is R2-R5, the direct link. Once the primary link 

between R2 and R5 is down, TI-LFA looks for the backup path through SPF for the topology. This path 

computed is the post-convergence path from R2 to R5. For the above topology- R3, R4 & R1 are in the P 

space, that is, R2 can send a packet to these routers without flowing through link R2-R5. Similarly, R1, R4 

are in the Q space, that is, these routers can send a packet to R5 without flowing through link R2-R5. R4 

is the PQ Node. 
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Figure 8 Failure Scenario with TI-LFA 

 

The below snapshot explains the details of the primary path and computed backup path for the 

destination R5 (loopback 192.168.5.1/32) from the source router R2. 

 
 

Figure 9 TI-LFA Backup path 

 

The above show command verifies the fast-reroute path towards the destination loopback IP. We can 

see that the source R2 computes the primary path and backup path via TI-LFA. Here, the primary path is 

via the direct link to R5. In case of failure of this path, the TI-LFA backup path is chosen that is already 

computed and displayed. The Segment Routing protocol divides the whole network into segments based 

on path computation. The TI-LFA algorithm computes the PQ node as R4 and takes a path that goes via 

R3. Hence, it is a single segment path towards destination. The link between R2 and R4 via R3 is 

considered as a single segment. Hence, the label inserted is that of the node R4. The label stack created is 

18120 as the upper label and 18150 as the label below. To form the label stack, the PUSH operation pushes 

the labels 18150 and 18120. The segment goes up to R4 with the upper label in the stack as SID of R4, that 

is, 18120. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 10 MPLS Label forwarding 
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Considering the label operation for the label 18120. As the label traverses from R2, the MPLS 

forwarding reads the label 18120 and SWAP to the same label as the outgoing packet. At R3, the top label 

is read and the POP operation happens (NEXT operation in terms of Segment Routing Operations) and 

reaches R4. At R4, which is the penultimate router, the next label is 18150, which indicates R5. Hence, the 

label is removed, that is, PHP (Penultimate Hop Pop) is performed and reaches the destination R5. Hence, 

by using TI-LFA we send packets from R2 to R5 even if the direct connection link is down by creating a 

backup path. This provides a Loop-Free Alternate path and thus ensuring Fast Network Convergence. 

To show the fast convergence, we have simulated a traffic generator. The above snapshot indicates the 

frames sent and received. During the failure of the R2-R5 link, we see a single frame drop that computes to 

99.3% success rate with TI-LFA implementation.                                                     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 1 Traffic Generator Snippet- Frames Dropped 

 

 

2. Conclusion and Future Scope 

 

The paper gives an overview of Segment Routing and the TI-LFA technique. We have seen the detailed 

working to Segment routing and its co-existence with LDP. Hence, it is evident that the implementation of 

Segment Routing can happen on the go and does not need any downtime for migration. Also, SR with 

Topology Independent Loop-free Alternate (TI-LFA) and Fast Re-route (FRR) techniques can provide fast 

network convergence with a maximum 0.7% packet loss as per the implemented topology in GNS3. Hence, 

it is demonstrated that the TI-LFA algorithm can calculate the backup path for every primary path before 

a failure occurs. However, we have elaborated on only some main functionalities of TI-LFA. SR TI-LFA 

can be configured for anti-micro-loop switchover function, anti-micro-loop switchback function, Anycast 

FRR, SRLG Protection, Protecting LDP traffic, etc. Hence, Service Providers shall implement Segment 

Routing to avoid the complexities in the network and add the flavor of TI-LFA to ensure fast convergence 

and failure recovery to run highly critical services. 
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