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Abstract 

Encryption or cipher texting using highly secured key is a 

matter of serious research today. This paper investigate the 

use of chaotic Duffing oscillator for encryption of 

information. We found that this method of encryption is 

hacking free and thus provide high security and privacy of the 

data for online transmission.   

Keywords: Chaos, Duffing oscillator, encryption, decryption, 

cyphertext.  

 

1. INTRODUCTION 

Keeping the secrecy of any data is becoming a necessity in 

tour digitalized world. Recently after the covid-19 attack, all 

most 90 percent of the people in the world depends on 

computer, laptop or smartphones for many purposes for their 

financial transactions, shopping, conducting virtual 

conferences military purposes, conducting online courses, 

exams, other education purposes which require a serious 

amount of privacy. We should make sure that the messages 

should be read or modified by authorized persons only.  

Cryptography is an art of encrypting a message to keep its 

secrecy.  The word cryptography comes from two greek 

words, “Kryptos” which means ‘hidden’, and “graphicos” 

which means ‘writing’. Hence cryptography can be 

considered as a method used to conceal the content of a 

message.  The sender and receiver only can read the message. 

Data encryption is used for protecting information from 

eavesdropping.  Inorder to keep the secrecy of encryption, the 

algorithm we use must be highly sender-dependent. Only if 

the same code is used for decoding this message, the receiver 

can decode and understand. Recently so many issues are 

arising due to hacking of various details of highly confidential 

meeting, or individual data submitted to the government. This 

happens only because almost all existing encryption 

techniques dependon linear algebraic equations. Use of 

nonlinear equations for encryption will keep the message 

highly confidential. 

Cryptography methods convert original 

message/data/information into unreadable form so that valid 

user can access the data at the destination.It uses mathematical 

equations to encrypt and decrypt data. All available 

cryptographic techniques have algorithmsbased on linear 

systems such as DES ,Caesar Cipher, and  IDEA[1]. These are 

easilyattacked by different hacking methods, mostly by Brute 

Force technique or by Differential crypto-analysis [2]. 

Cryptoghaphy based on nonlinear mathematical equations is a 

highly interested area of research today[3,4].  

Nonlinear evolution equationsare not exactly solvable. They 

possess different solutions for different equations. Hence each 

equation keeps a unique identity which can be utilized in the 

process of encryption and decryption. For nonlinear dynamic 

systems, a small change in a parameter can lead to unexpected 

changes in both the qualitative and quantitative behaviour of 

the system. A small change in the initial parameter value will 

completely change the systems froma periodic behaviour to 

aperiodic behaviour. Most nonlinear dynamic systems are 

chaotic. A small change in one or more initial conditions can 

completely change the expected final result. The final result 

may become highly complicated and an unpredictable one. 

Such a situation is called chaotic situation and such a system 

is called chaotic system. . In the chaotic region the trajectories 

show an exponential divergence of nearby trajectories. . The 

basic characteristic of a chaotic system is the sustained 

irregularity in the behaviour of that nonlinear system. Another 

characteristic is that chaotic systems are highly 

unstable.Image encryption systems using chaoticDuffing 

oscillator equations are studied and it shows better 

performance than the existing techniques[5]. Several studies 

on chaos based cryptography have been carried out recently 

[6.7]. But still it is in its infancy. 

The present work uses two well known nonlinear evolution 

equations whose solutions can be found only through 

computational methods. We tried encryption and decryption 

using Duffing oscillator equations. Our aim is to transfer the 

encrypted data between two end points (TLS over HTTP or 

anything which is similar to this). From Wikipedia “TLS uses 
symmetric-key encryption to provide confidentiality to the 
data that it transmits. Unlike public-key encryption, just one 
key is used in both the encryption and decryption 
processes. Once data has been encrypted with an algorithm, it 
will appear as a jumble of ciphertext”.   The key must be 

known to both sender and receiver. Thistechnique is very 

simple and reliable since it cannot be hacked using usual 

hacking methods. 
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2. LINEAR AND NONLINEAR SYSTEMS 

A linear system is a physical system whose motions are 

described by linear differential equations.If a parameter that 

describes a linear system is changed, then other parameters 

will change correspondingly. The characteristic features of 

linear systems are their insensitiveness to infinitesimal 

changes in initial conditions and at the most constant 

separation of nearby trajectories in phase space 

Nonlinearity is everywhere in everyday life. Most of the 

physical phenomena in nature are nonlinear. Nonlinear 

systems are modelled with nonlinear evolution equations. 

They cannot be exactly solvable.In contrast with linear 

systems, the nature of solution of a nonlinear system can 

depend on the initial conditions. If a parameter that describes 

a nonlinear system is changed, it leads to sudden changes of 

the coordinates and other parameters in both qualitative and 

quantitative behaviour of the system.  

 

2.1. Important terms related to dynamical systems 

2.1.1 Time series 

A time series is a collection of quantitative observations that 

are evenly spaced in time and measured successively.  It is 

used to indicate whether or not a system is chaotic or 

complex.   A chaotic system’s timeseries are very complex 

because each observation somewhat dependent upon the 

previous observation and often is influenced by more than one 

previous observation.  The advantage of time series analysis is 

that it can be used to predict the future. 

 

2.1.2 Phase space 

A plot of the solution of a system in the phase plane is called a 

phase trajectory/flow/orbit/space. More often, the plot of 

𝑥 (position) versus 𝑥 ̇ (velocity) is called a two-dimensional 

phase portrait. A point in the phase plane, with coordinates 

(𝑥(𝑡), �̇�(𝑡)) at a certain time t, is called a phase point. Phase 

space describes completely the state of the system at any time. 

It is useful for understanding the dynamics of linear and 

nonlinear systems.  

 

2.1.3 Chaos 

Very small changes in the behaviour of nonlinear systems 

may give rise to the complex behaviour called chaos.A small 

change in the initial conditions may completely change the 

future path of the system. In the chaotic region the trajectories 

show an exponential divergence of nearby trajectories. The 

basic characteristic of a chaotic system is the sustained 

irregularity in the behaviour of that nonlinear system. Another 

characteristic is that chaotic systems are highly unstable. 

The three major components that determine the behaviour of a 

system are the time evolution equations, the values of the 

parameters describing the system and the initial conditions. 

Thus chaos is aperiodic long-term behaviour in a deterministic 

system that exhibits sensitive dependence on initial 

conditions. Chaotic behaviour shows up in systems that are 

essentially free from noise and are also relatively simple. 

Chaos is exhibited by a nonlinear dynamic system such as the 

double pendulum. 

 

3. TYPICAL TERMINOLOGIES TO IDENTIFY 

CHAOTIC SYSTEMS 

Several concepts related to chaos can be described using the 

following terminologies. 

 

3.1 Bifurcation 

Bifurcation means a splitting into two parts. The term 

bifurcation is commonly used in the study of nonlinear 

dynamics to describe any sudden change in the behaviour of 

the system as some parameter is varied. The bifurcation then 

refers to the splitting of behaviour of a system due to the 

variation in one or more control parameters. Bifurcation 

diagrams are plotted between the values visited or approached 

asymptotically of a systemand the control parameter values. 

 

3.2 Attractor and Repellor 

The following terms are important in analysing the behaviour 

of  a nonlinear  system  

 

3.2.1 Fixed points 

Fixed points represent equilibrium solutions (sometimes 

called steady, constant or rest solutions, since if 𝑥 =𝑥∗ 

initially, then 𝑥(𝑡) = 𝑥∗ for all time). An equilibrium point is 

defined to be stable if all sufficiently small disturbances away 

from it.. Conversely,for unstableequilibria, disturbances grow 

in time,  

 

3.2.2 Limit cycle 

Limit cycle is an isolated closed trajectory. Isolated means 

that neighbouring trajectories are not closed; instead, spiral 

either towards or away from the limit cycle.  If all 

neighbouring trajectories approach the limit cycle, the limit 

cycle is stable or attracting. Otherwise the limit cycle is 

unstable or in exceptional cases, half-stable. Limit cycles are 

exhibited by systems having self-sustained oscillations. That 

is, these systems oscillate even in the absence of external 

periodic forcing. In each case, there is a standard oscillation of 

some preferred period, waveform and amplitude. Limit cycles 

are inherently nonlinear phenomena; they can’t occur in linear 

systems. It is a closed curve to which the system stabilizes in 

phase space. Fixed points and limit cycles belong to non-

chaotic attractors.  

 

3.2.3 Lyapunov exponent 

A way to distinguish chaotic and non- chaotic motion is 

through the determination of Lyapunov exponents which are 
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the quantitative measures of the neighbouring phase 

trajectories. If a system is allowed to evolve from two slightly 

different initial states X(t) and X0(t) ,  then 

)()( 0 tXtXX  and 

)0()0( 00 XXX   

aftern iterations , their divergence may be characterized 

approximately as 

)0()( XetX t  
 

Here λ is called Lyapunov exponent. It gives the average rate 

of divergence. If λ is negative, the trajectory will converge 

and evolution is not chaotic. If λ is positive, the motion is 

chaotic, that is, as time increases the number of fixed points 

increases exponentially.  

 

3.2.4 Intermittency 

Intermittency occurs whenever the behaviour of a system 

seems to switch back and forth between two qualitatively 

different behaviours even though all the control parameters 

remain constant and no significant external noise is present. 

The switching appears to occur randomly even though the 

system is described by deterministic equations. Intermittency 

also occurs in systems described by differential equations.  

 

3.2.5 Strange Attractor 

Strange attractor is an attractor that exhibits sensitive 

dependence on initial conditions. Trajectories on the attractor 

remain confined to a bounded region of phase space, yet they 

separate from their neighbours exponentially fast. Only 

nonlinear dynamic systems have chaotic attractors consist of 

infinite number of closely spaced infinitely thin layer. 

Examples of strange attractors include the double-scroll 

attractor and Lorenz attractor.  

 

3.2.6 Butterfly effect 

To describe the dramatic extreme sensitive dependence of 

chaotic solution Lorentz coined the term butterfly effect. That 

is even a minute perturbation can cause realizable effects in a 

finite time under chaotic evolution.When very small variation 

in initial conditions had created a significantly different 

outcome , then it is called butterfly effect.  

 

4. DUFFING OSCILLATOR 

Duffing oscillator equation is a nonlinear differential equation 

which makes its presence in many physical, engineering, 

biological and communication theory.  It is a nonlinear second 

order differential equation used to model certain damped and 

driven oscillators. The equation describes the motion of a 

damped oscillator with a more complex potential than 

in simple harmonic motion. It is an example of a dynamical 

system that exhibits chaotic behaviour 

 Originally the model was introduced by the Dutch physicist 

George Duffing in 1918 to describe the hardening spring 

effect observed in mechanical problems and is represented by 

Duffing oscillator equation is given by, 

𝑑2𝑥

𝑑𝑡2
+ 𝐷

𝑑𝑥

𝑑𝑡
+ 𝐴𝑥 + 𝐵𝑥3 =  𝐺cos (𝑊𝑡) 

Where A, B, D, GandW are the parameters of duffing 

oscillator. 

A = Controls the size of stiffness 

B = Controls the amount of nonlinearity in the restoring force 

D = Controls the size of damping 

G = Controls the period of driving force 

W = Controls the frequency of driving force 

The time series and phase space diagrams for different values 

of the constants are given below. The oscillator behaviour 

leads to chaotic condition can be examined from these 

diagrams. We used Runke-Kutta method of order 4 (RK4) and 

python software for drawing these graphs. 

The figures show the variation in the behaviour of time series 

and phase space of a nonlinear system modelled using Duffing 

oscillator equations.  

CASE 1:       D=0,  G=0,  B=1, and  A=1 

(undamped and unforced oscillations of a nonlinear oscillator) 

 

 

 

 

 

 

 

 

Figure 1 (a)  Time series of position 

 

 

 

 

 

 

 

 

 

 

1 (b) Phase Plo 
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             CASE2 :D=0.1,  A=1, B=1, G=0 (  damping added ) 

 

 

 

 

 

 

 

 

 

 

Figure 2 (a) Time series of position 

 

 

 

 

 

 

 

 

 

 

2 (b) Phase Plot 

 

CASE 3:  D=0.5,  A=1,  B=1,  G=0, W=1rad/s  

 

 

 

 

 

 

 

 

 

 

     Figure 3 (a)  Time series of position 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3(b) Phase Plot 

 

CASE 4:  D=0.5, A=-1, B=1, G=0.33, W=1rad/s (Forced 

oscillator)  

 

Figure 4 (a) Time series of position 

 

 

 

 

 

 

 

 

 

4 (b) Phase Plot 
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CASE 5   :D=0.5. A=-1, B=1, G=0.35, W=1rad/s 

 

 

 

 

 

 

 

 

 

 

Figure 5(a) Time series of position     

 

 

 

 

 

 

 

 

5 (b) Phase Plot 

 

As G is increased to a critical value 0.3437, the phase 

trajectory bifurcates in to a new limit cycle of period-2T. 

 CASE 6 :D=0.5. A=-1, B=1, G=0.357, W=1rad/s 

Here the drive amplitude is chosen as G=0.357. As G is 

increased from 0.355, the period-2T limit cycle becomes 

unstable and gives birth to a period-4T solution. Here shows 

the period-4T orbit for G=0.357 

The time series and phase portrait are shown below: 

 

 

 

 

 

 

 

 

 

 

                     Figure 6 (a) Time series 

 

 

 

 

 

 

 

 

 

6 (b) Phase Plot 

 

               CASE 7:D=0.5. A=-1, B=1, G=0.42, W=1rad/s 

 

 

 

 

 

 

 

 

 

                     Fig. 7(a) Time series of position 

 

 

 

 

 

 

 

 

                                7(b) Phase Plot 

 

This cascade of bifurcations continues for further increase in 

G as 8T, 16T, … solutions. 

 

5. CRYPTOGRAPHY 

Cryptography is the science of transmitting information 

securely between the sender and receiver without the chance 

for intervention of third parties. It is the method of disguising 

and revealing, or encrypting and decrypting, information 

through complex mathematics.The encryption process uses a 
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mathematical function called ‘cipher’ in order to encrypt 

plaintext and turn it into cipher text. It is also used in the 

decryption process.Only those who possess a secret key can 

decipher (or decrypt) the message into plain text. Decryption 

is the process of taking encoded or encrypted text or other 

data and converting it back into text that you or the computer 

can read and understand. A cryptographic algorithm works in 

combination with a key —a word, number, or phrase — to 

encrypt the plaintext. The same plaintext encrypts to different 

cipher text with different keys. 

 Today, cryptography is used to provide secrecy using 

sophisticated mathematical equations(algorithms) and 

integrity to our data, and hence provide authentication and 

anonymity to our communications. Due to the large number of 

commercial transactions on the internet, cryptography is 

crucial  in ensuring the security of the transactions. In general, 

cryptography is an important way of achieving data 

confidentiality, data integrity, user authentication and non-

repudiation. 

The main concerns of modern cryptography are the following: 

1) Confidentiality: the information cannot be 

understood or decoded by anyone for whom it was 

not intended. 

2) Integrity :the information cannot be altered in 

storage or transit between sender and intended 

receiver without the alteration being detected. 

3) Non-repudiation: the creator/sender of the 

information cannot deny at a later stage his or her 

intentions in the creation or transmission of the 

information. 

4) Authentication: the sender and receiver can confirm 

each other’s identity and the origin/destination of the 

information 

 

Cryptography is used in many applications like banking 

transactions cards, computer passwords, e-commerce 

transactions and even in individual chatting. Three types of 

cryptographic techniques used in general. 

1. Symmetric- key cryptography 

2. Public- key cryptography 

3. Hash functions 

Symmetric-key Cryptography: Both the sender and receiver 

share a single key. The sender uses this key to encrypt 

plaintext and send the cipher text to the receiver. On the other 

side the receiver applies the same key to decrypt the message 

and recover the plain text. Symmetric key algorithms are very 

fast because keys do not need to be very long; however, there 

exists the problem of sharing the common key in the first place 

as it could be intercepted and then the entire system is 

compromised. 

Public-key Cryptography:Public key cryptography (PKC) is 

an encryption technique that uses a paired public and private 

key (or asymmetric key) algorithm for secure data 

communication. Rather than using a single key for encryption 

and decryption, as is the case with symmetric key 

cryptography, separate keys (a public key and a private key) 

are used. Public key may be freely distributed, while its paired 

private key, remains a secret. The public key is used for 

encryption and for decryption private key is used. 

Hash Functions: Hash functions are extremely useful and 

appear in almost all information security applications. A 

hash function is a mathematical function that converts a 

numerical input value into another compressed numerical 

value. The input to the hash function is of arbitrary length 

but output is always of fixed length. 

 

5.1 Applications of Cryptography 

 Secure communications: The most obvious use of 

cryptography, and the one that all of us use 

frequently, is encrypting communications between us 

and another system. This is most commonly used for 

communicating between a client program and a 

server. Examples are a web browser and web server, 

or email client and email server.  

 End-to-end Encryption: It is a method of secure 

communication that prevents third-parties from 

accessing data while it's transferred from one 

end system or device to another. In E2EE, the data is 

encrypted on the sender's system or device and only 

the recipient is able to decrypt it. 

 Storing Passwords: One of the main uses of 

cryptography is to store passwords. 

The major goal of cryptography is to prevent data from being 

read by any third party. Most transmission systems use a 

private-key cryptosystem. This system uses a secret key to 

encrypt and decrypt data which is shared between the sender 

and receiver. 

6. AN EFFICIENT AND RELIABLE CHAOTIC 

CRYPTOGRAPHIC SYSTEM USING DUFFING 

OSCILLATOR EQUATIONS 

Duffing oscillator can be used in cryptography to transmit 

secret messages securely. The reason for choosing Duffing 

oscillator is that it is the simplest among nonlinear oscillator 

equations and is very much sensitive to initial conditions in 

chaotic state. A small variation in initial chosen value can 

change its entire behaviour completely(figure 8). The sender 

only fixed the initial conditions. A very small change in the 

initial condition will change cipher text. This makes hackers 

to fail in their attempt of cracking secret codes. We use the 

chaotic region of duffing oscillator to fix the value of the 

parameters.  

The basic method includes, breaking the intended message in 

to units which are then coded as the plain text. The basic units 

could be alphabets or equivalent numerals or punctuation 

marks etc. The process of encryption is then performed by 

converting the plain text to corresponding ASCII code (Q) 

and then coding it as cipher text Cusing a secret key Rby a 

suitable operation, for example C = (R + Q) mod 127.  A 
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reliable and preferable cryptographic system requires the 

secret key 𝑘 as random values which must be not smaller than 

the size of the message and it must be available to both the 

sender and receiver simultaneously. It is interesting to note 

that all these criteria are satisfied to a great extend by a 

chaotic signal (as the key) with a pre fixed initial conditions 

decided by the sender 

The intended message is decrypted easily using the chaotic 

key R for example, plain text=(C - R) mod 127 

The chaotic signal which is used as the key can be taken from 

a predetermined time. This ensures the security better because 

any variation in the chosen time can cause a fail in accessing 

the secret codes. The measurements are made at each time 

unit leading to a different key to disguise a different message 

unit. The key is then used by the receiver to decrypt the signal 

to receive the message securely. The security of the key can 

be further enhanced by additional modifications.  

 

 

 

 

 

 

 

 

 

 

Fig. 8: (a) Time series of position with two initial 

conditions IC1 = 1.0 and IC2 = 1.001.  

 

 

 

 

 

 

 

 

 

 

(b) The difference between the two initial conditions 

 

6.1. General form of Algorithm used 

6.1.1  To convert the message (plain text to) Cipher text: 

encryption 

Step 1: Generate the corresponding ASCII code of the plain 

text.  Let it be Q 

Step 2: Fix the values of the parameters.,A = -1, B = 1, D = 

0.5, G = 0.42 

W = 1. With A, B, D, G and W are the parameters of 

oscillator 

A = Controls the size of stiffness 

B = Controls the amount of nonlinearity in the 

restoring force 

D = Controls the size of damping 

G = Controls the period of driving force 

W = Controls the frequency of driving force 

At G = 0.42, Duffing oscillator is in the Chaotic 

state. 

Step 3: Set the initial condition(IC): IC1 = 1.00 and IC2 = 

1.001 (Small differences in the initial condition would results 

a widely diverging outcome.) 

Step 4: Run the Runge-Kuttamethod for initial condition 1 

(IC1) and initial condition 2 (IC2). Store the x values of IC1 

as x1 and that of IC2as  x2.,   

Step 5: Subtract x1 and x2  

Step 6: Select any region from X, say x1 Where the selected 

region should match the 

length of the plain text. 

Step 7: Find the sum of alldigits up to decimal places (depend 

on our choice). Say this is the R value. 

Step 8: Finally, the cipher text will be C = (R + Q) mod 127 

Thus, we convert a plain text to a cipher text . 

6.1.2 To convert the cipher text to message (plain text): 

decryption 

In the receiver end, the same step continues up to step 7. But 

instead of plain text, now we have the cipher text(C). Convert 

the cipher text to their corresponding ASCII values. 

Then plain text = (C - R) mod 127 

6.2 Settings (Example) 

a] Parameter values: 

     A = -1 

     B = 1 

     D = 0.5(All parameter values can vary) 

     G = 0.42 

     W = 1 

b] Initial conditions: 

 X [0, 0] = 1.00  

     X [1, 0] = 1.40 (Can vary) 

c] Choose the range: 

 init_value = 260(We can choose any value between 
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0 to 300) 

     Because here in this program: 

initial time = 0 and final time = 300. 

    A plot of the difference between the two initial conditions 

will help us to choose the range.  

d] Place the sender.txt, cipher.txt and decoded.txt in the 

same location. 

 Write our secret information to the ‘sender.txt’ file 

and save it. 

 Run the program 

 Check the ‘cipher.txt’ file 

 ‘decoded.txt’ file decode the cipher text. 

First step is to generate the ASCII code corresponding to the 

plain text (Plain text is saved in a text file). Then Set the 

initial condition of the Duffing oscillator equation, say, IC1 = 

1.00 and IC2 = 1.1(Small differences in the initial condition  

would results a widely diverging outcome.)Run the RK4 

method for IC1 and IC2 Store the  x values of IC1 as x1 and 

that of IC2 as x2.Find the difference between x1 and x2 and 

plot this for visualization. Select any region from X, Say x1, 

here the selected region should match the length of the plain 

text. 

   X = [1.345, -0.253 . . .] Add the elements.  

   For eg: 1.345 = 1345 = 1 + 3 + 4 + 5 = 13  

          -0.253 = 0.253 = 0253 = 0+2+5+3 = 1 

            R = [13, 10 . . .] 

Rdepends on the choice of region in the Duffing oscillator 

system. It can vary. Add the R value to the ASCII code and 

use the mod 127. Finally, the cipher text will be C = (R + Q) 

mod 127. Now the plain text is converted into a cipher text.In 

the receiver end, the same step continues up to step 7. But 

instead of plain text, now we have the cipher text(C).Convert 

the cipher text to their corresponding ASCII values using (C - 

R) mod 127. The original text can be recovered from 

converting this ASCII code. 

 

7. CONCLUSION  

Transmission of information through internet insists 

confidentiality.  The requirement is that people other than the 

sender and receiver should not be able to read or manipulate 

the data. Cryptography is a technique routinely used to protect 

information send through internet, or any other 

communication techniques. Deviating from the usual 

cryptographic techniques based on linear mathematical 

equations, we investigated the use of chaos theory for creating 

cipher text. We used the chaotic region of Duffing oscillator 

and created cipher text. The advantage of this method over the 

other existing methods is that this cipher text cannot be 

decoded using any of the existing hacking methods. This is 

because, the chaotic oscillator equations we used is highly 

sensitive to initial conditions. Only the person who created the 

cipher text knows the secret key. We tested the security of the 

message we created by sending the cipher text to experts in 

hacking, but they could not hack that message. The coding of 

the message using our method ensures privacy of the 

information due to its high key sensitivity. Hence this method 

can be adopted for encryption of message for various types of 

communications through internet and even for military 

applications. 
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