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developed a variety of algorithms for image encryption, within
them we have a project developed by Wei and Zhou in [3]in
which they use unique features of the Iris and an AES algorithm
to encrypt the information, the result of the study shows that the
encrypted data has high security levels.

Abstract
As the use of the Internet increases the exchange of private data
as well, therefore the development of faster and novel
algorithms is essential. This paper presents an algorithm for
encrypting images based on the natural, unique and complex
patterns present in the Iris and the use of Non-Linear Systems
that present a chaotic behavior suitable for an encryption
system. It has been proven that the developed algorithm
produces optimal security values and can be used for
encryption processes in real communications.

A.

Possibly the two most influential algorithms for locating the iris
region are those proposed by Daugman [4] and Wildes [5].
Daugman's method uses the differential integral operator
shown in (1) it is used to detect the iris and the limits of the
pupil.
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I.

Segmentation of the Iris

INTRODUCTION

max(𝑟, 𝑥0 , 𝑦0 ) = | 𝐺𝜎(𝑟) ∗

With the rapid development and growth of communications
and the social and economic scenarios that encourage the use
of the internet, the number of data transmitted is increasing,
consequently, it is necessary to develop efficient algorithms for
encrypting data. In this article, it is proposed a symmetric-key
algorithm to encrypt colour images with the possibility to be
extended to other types of data such as text, audio and videos.
Using a key exchange algorithm such as Diffie-Hellman it
could used in public-key cryptography.

𝜕
𝐼(𝑥, 𝑦)
∮
𝑑𝑠 |(1)
𝜕𝑟 𝑟,𝑥0 ,𝑦0 2𝜋𝑟

where I (x, y) is the image, r is the radius on which you are
looking, Gσ(r) is the Gaussian smoothing function with
standard deviation 𝜎, 𝑑𝑠 is a circular arc of radius r and
(x0 , y0 ) coordinates of the center. The integro-differential
operator works as a detector of circular borders, changing the
radius and the coordinates of the center where there is a
maximum change of pixels at the edges. The Wildes method
primary applies a Canny filter to the iris image and generates a
binary edge map, the edge points are used to obtain the
parameters of the circle using the circular Hough transform.
However, these methods depend on particular parameters, such
as standard deviation, threshold, etc., which makes it notably
dependent on the specific characteristics of the iris.
Consequently, these parameters can produce the algorithm to
fail to locate the iris with different characteristics (for example,
dark and light iris images) [6]. Therefore, the used method of
segmentation of the present project uses a variation of Wildes
algorithm presented in [7], this proposed algorithm of
segmentation improves the efficiency and precision of the
algorithm to perform the segmentation, therefore is suitable to
the present scheme in which is necessary a high accuracy of
segmentation.

The iris recognition is a biometric technique to identify people
capturing and analyzing unique patterns of the iris [1]. The iris
recognition systems consists of 4 main stages [2], described as
follows:

Fig 1. Stages to identify a person using the iris

Fig 2. Three eyes, used for segmentation process

Traditional encryption algorithms are based on prime numbers,
for example, RSA, the proposed method uses Chaos theory to
perform the encryption process. In the literature has been

B.

Arnold's Map

The Russian mathematician Vladimir Arnold used the more
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general 2-dimensional chaotic map to encrypt an image [8].
Chaotic maps are completely sensible to initial conditions [9].
Arnold Map whose mapping in a three-dimensional plane
describes a torus automorphism in which the mixture is much
stronger than in the maps of Baker and Horeshoe [10]. The map
of Arnold can be defined as the following transformation:
𝑥
1
𝑥′
[ ′ ] = 𝐴 [𝑦] 𝑚𝑜𝑑 𝑁 = [
𝑞
𝑦

(3) is used to reduce the noise. Later, by Gaussian differences
(as an approximation to the Laplacian-Gaussian) among
consecutive images softening points of interest are sought,
detected as local maxim and minim in both differential image
and images before and after levels. The scaling of the object in
the image and the comparison window could filter out points of
higher interest, the process is repeated at multiple scales in the
image, building a scale pyramid with their respective levels of
sequence smoothing. As a result, points of interest
corresponding to different scales and levels will be taken,
therefore, as culminating steps, the points found in higher
scales should be extrapolated to the original starting scale.

𝑥
𝑡
] [ ] 𝑚𝑜𝑑 𝑁
𝑡𝑞 + 1 𝑦

Where 𝑞 and 𝑡 are the control parameters of matrix 𝐴. The
characteristic coefficient of Lyapunov is given by (2):
𝜆 = 1 + 𝑞𝑡 +

√𝑡 2 𝑞 2 + 4𝑞𝑡
2

(2)
II.

If q > 0 and t > 0, Arnold’s map is chaotic.

To carry out the encryption the CASIA database was used, this
provides a dataset of the iris, it was developed by the "Institute
of Automation Chinese Academy of Sciences", and is one of
the most known datasets in the literature for the recognition of
iris. Different iris were used to encrypt the image.

The parameters q and t will be part of the encryption key
those parameters are extracted for the unique features of the
iris. Using to the Arnold map, the image after X iterations
cannot be understood, if the reverse process is done the image
returns to its normal state.
C.

METHODOLOGY

The schema was implemented using OpenCV with a computer
with 12 GB of RAM, Intel Core I7-4700MQ CPU 2.4GHz x 8
GEFORCE GT 740M / PCIe / SSE2 Graphic Card. The
algorithm follows the next stages:

Lorenz System

In 1963 Lorenz publish in [11], in this research he studied the
models for describing the motion of the atmosphere, in terms
of differential equations, obtaining the system:
𝑑𝑥
= −𝜎 𝑥 + 𝜎 𝑦
𝑑𝑡
𝑑𝑦
= −𝑥𝑧 + 𝑟𝑥 − 𝑦
𝑑𝑡
𝑑𝑧
= 𝑥𝑦 − 𝑏𝑧
𝑑𝑡
where 𝑥 represents the intensity of the convection, 𝑦 represents
the temperature difference between the ascending and
descending currents, and 𝑧 is proportional to the “distortion of
the vertical temperature profile from linearity, a positive value
indicating that the strongest gradients occur near the
boundaries” [12].

Fig. 3. General methodology proposed to encrypt data
1. Detection of the Region of Interest: In this stage, the image
is processed in order to easily detect the region of interest using
the segmentation algorithm proposed by

The constant 𝜎 is the Prandtl number, guided by physical
considerations Lorenz choose the numerical values 𝑟 = 28
8
σ = 10 and b = . With this configurations he observed that
3
the systems presents high sensitivity to initial conditions [13].
D.

2. Feature extraction: In the present article we propose to use
the descriptors of SIFT [14]. First, because the gradient
information encoded in SIFT provides a generic description of
the local regions of all IRIS regions. Secondly, the histogram
derived from SIFT is distinctive for making iris classification.
Third, SIFT is proven as one of the most robust descriptors for
image analysis [15]

SIFT

Scale-invariant feature transform (SIFT) [14] This algorithm
seeks to detect and describe the characteristics of an image, it
was patented by the University of British Columbia, and
published by David Lowe in the year of 1999.

3. Data Encryption: For the encryption the key is generated
from the SIFT descriptors that can reach a higher precision
than Gabor and LBP [15], these descriptors will be the
parameters for the permutation, the initial conditions for
Lorenz map in diffusion process are fixed.

The process in general is to apply a Gaussian filter (smoothing)
in varying levels varying 𝜎
ℎ(𝑢, 𝑣) =

1
2𝜋𝜎 2

𝑢2 +𝑣 2
−
𝑒 2𝜎2

(3)
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a.

Permutation with Arnold's Chaotic Map

b.

Diffusion with Lorenz' Chaotic System
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The Fig. 4 shows how this schema works.

4) Scrambling Degree
𝜇𝑖𝑟𝑖𝑠 =

Measures of assessment

𝜎𝑐2
𝜎𝑖2

Where 𝜇𝑖𝑟𝑖𝑠 denotes the degree of randomization, 𝜎𝑐 denotes
the standard deviation of the encrypted image, 𝜎𝑖 denotes the
standard deviation of the original image.

1) 𝑵𝑷𝑪𝑹 and 𝑼𝑨𝑪𝑰
A biometric system should comply with accuracy, speed and
resource requirements, be strong and robust against various
attacks [1]. For that reason this part is focus on present some of
them.
The number of changing pixels (𝑁𝑃𝐶𝑅) and Unified averaged
changed intensity (UACI) are the most common measures to
evaluate the strength for image encryption respect to
differential attacks. Frequently a high (𝑁𝑃𝐶𝑅) and (UACI) is
interpreted as a high resistance to differential attacks.
1 𝑖𝑓 𝐶 1 (𝑖, 𝑗) = 𝐶 2 (𝑖, 𝑗)
𝐷(𝑖, 𝑗) = {
(1)
0 𝑖𝑓 𝐶 1 (𝑖, 𝑗) ≠ 𝐶 2 (𝑖, 𝑗)
(1) defines the comparison function between the pixel of the
original image and the pixel after the encryption process.
𝑁𝑃𝐶𝑅 = 𝑁(𝐶 1 , 𝐶 2 ) = ∑
𝑖,𝑗

𝑈𝐴𝐶𝐼(𝐶 1 , 𝐶 2 ) = ∑
𝑖,𝑗

|𝐶 1 (𝑖,

𝐷(𝑖, 𝑗)
𝑀𝑁

𝑗) − 𝐶 2 (𝑖, 𝑗)|
𝑀𝑁

Fig. 4. Methodology proposed to cipher data using the unique
features of the Iris and Chaos Theory

where 𝐶 1 represents the pixel of the original image and 𝐶 2
representing the pixel after the encryption process, 𝑀 and 𝑁
represents the number of rows and cols of the image.

III.

The range of 𝑁𝑃𝐶𝑅 and 𝑈𝐴𝐶𝐼 is [0,1]. An 𝑁𝑃𝐶𝑅 of 0
represents that the image did not change after encryption and 1
represents that the image changes completely.

The algorithm proposed is shown in Fig. 4. Results were
obtained from 158 iris images, some iris after the segmentation
process can be seen in Fig. 5.

ALGORITHM DS-CHAOTIC

According to [16] the optimal values of 𝑁𝑃𝐶𝑅 and 𝑈𝐴𝐶𝐼 are
99.61% and 33.46% respectively.
2) Correlation
The encryption of the image must have as a purpose a low
correlation of adjacent pixels, which can be calculated using the
correlation coefficient 𝑟𝑥𝑦 is given as follows:
𝑟𝑥,𝑦

1
′
′
( ∑𝑁
𝑖=1(𝑥𝑖 − 𝑥 )(𝑦𝑖 − 𝑥 ))
𝑁
=
1
1
(𝑥 − 𝑥 ′ )2 )( ∑𝑁
(𝑦 − 𝑦 ′ )2 )
( ∑𝑁
𝑁 𝑖=1 𝑖
𝑁 𝑖=1 𝑖

The parameter 𝑁 denotes the total number of pairs of pixels,
while 𝑥𝑖 , 𝑦𝑖 are values of each pair of adjacent pixels.
3) Entropy
2𝐿−1

𝐻 = ∑ 𝑝(𝑚𝑖 ) log 2
𝑗=0

Fig. 5. Some iris after segmentation algorithm proposed in
[7] used to encrypt images

1
𝑝(𝑚𝑗 )

After segmentation of the iris, the vector of characteristics was
obtained using the SIFT algorithm, some key points of the iris
can be shown in Fig. 6.

Let $L = 8$ the number of gray levels, red, blue and green
colors are in a [0,255] range and 𝑝(𝑚𝑗 ) represents the
possibility that this value appear. The maximum value of
entropy is 8, so the closer the entropy is to 8, the more secure
the algorithm is against attacks
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IV.

RESULTS

Now to test the security of the encryption, the 𝑈𝐴𝐶𝐼, 𝑁𝑃𝐶𝑅,
Entropy, Scrambling degree, correlation measurements on the
158 encrypted images are calculated. Finally is shown a table
with results and a comparison with a method of encryption.

Fig. 6. Key points drawn in some regions of interest
The proposed encryption algorithm uses color images, this
bases its operation through Arnold's chaotic map and it is
described by the Algorithm 1.
Algorithm 1 Encryption Algorithm
1: procedure 𝐶𝑖𝑝ℎ𝑒𝑟(𝐼𝑚𝑔, 𝐼𝑟𝑖𝑠𝐷𝑒𝑠𝑐𝑟𝑖𝑝𝑡𝑜𝑟𝑠)
2:

for each 𝑑𝑒𝑠𝑐𝑟𝑖𝑝𝑡𝑜𝑟 in 𝐼𝑟𝑖𝑠𝐷𝑒𝑠𝑐𝑟𝑖𝑝𝑡𝑜𝑟𝑠 do

3:

𝑡

← 𝜑1 (𝑑𝑒𝑠𝑐𝑟𝑖𝑝𝑡𝑜𝑟)

4:

𝑞

← 𝜑2 (𝑑𝑒𝑠𝑐𝑟𝑖𝑝𝑡𝑜𝑟)

5:

𝐼𝑚𝑔 ← ℱ𝐴 (𝐼𝑚𝑔, 𝑡, 𝑞)

6:

return 𝐼𝑚𝑔

where 𝜑1 and 𝜑2 are functions that receives a descriptor and
generate a value that is used as a parameter for the Function of
Arnold ℱ𝐴 .

Fig. 8. Correlation plots for the real image (image to cipher),
(𝑎) Red, (𝑏) Green, (𝑐) Blue

In this phase the process of permutation of the pixels of the
image is carried out, in which each pixel is changed position
with one-to-one correspondence, that is to say that all the pixels
that make up the permuted image correspond to the group of
pixels of the original image, so that it is possible to recover the
real image without any distortion. Different techniques can be
applied to perform the permutation of an image, for example,
the Chaotic Map of Arnold is simple and efficient in its
implementation, and shows good results in terms of the metric
to establish how much the pixels have moved from their
original position [17].
Now for each of the 158 irises the same image was encrypted,
for this encryption process the Figure of Lena was used, some
results after permutation can be seen in Fig. 7.

Fig. 9. Correlation plots for the ciphered image, (𝑎) Red, (𝑏)
Green, (𝑐) Blue
Fig 7. Some results after permutation process, using Arnold's
map, the image encrypted is the same using different iris.

In [16] they propose another algorithm in which they compute
entropy, 𝑈𝐴𝐶𝐼, 𝑁𝑃𝐶𝑅 and correlation coefficients for gray
images, in the Table I are shown the results

After Apply Arnold process, Runge-Kutta 4 method was used
to generate the values of Lorenz System and then apply the
diffusion process.

Table I: Comparison 𝑈𝐴𝐶𝐼, 𝑁𝑃𝐶𝑅, Entropy, Correlation and
scrambling degree for each one of the channels (R,G,B) for
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the 158 iris, against results in [16]

vol. 15, pp. 1148–1161, 1993.

Measure

Red

Green

Blue

Results
in [16]

NPCR

0.996

0. 996

0. 995

0.996

UACI

0.544

0.529

0.504

0.335

Entropy

7.837

7.861

7.840

7.998

Correlation

0.03

0.03

0.02

0.03

Scrambling
Degree

1.818

1.491

1.153

-

Based on the results, it is possible to see that the measures
achieved using Chaos Theory and the iris descriptors produce
optimal results, although is difficult to establish a comparison
with the article [16] the present article improve the UACI and
the correlation measures and reduce the entropy for the
channels, finally this work extend the encryption of images for
one or more channels.
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