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Abstract:  

The constant frequency and variety of high-speed data have 

resulted in the growth of large data sets in the last two decades. 

Storage of this data in memory is not possible due to storage 

constraints. As a result, today’s streaming algorithms need to 

work with one pass of data. Many streaming algorithms address 

different problems with data streams. Data stream problems 

though originated around the ‘70s have gained popularity only 

in that last 15 years due to the exponential growth of data from 

a variety of sources. Today’s researchers aim at providing 

solutions to specific problems that are found across many 

industries.  Most of the problems addressed in this paper are the 

ones researchers have considered as oft faced problems in the 

industry like heavy-hitters/top k elements or frequency count 

or membership check or cardinality. Algorithms addressing 

these problems like Bloom Filter, Count-min Sketch, 

HyperLogLog and such are being continuously improved for 

faster and effective results. Hashing is a technique used by 

many algorithms to resolve massive data problems affecting 

today’s applications. Hashing enables streaming data to be able 

to store and retrieve data resourcefully. In this paper, we 

analyze both the problems in streaming data and the various 

algorithms used to resolve them.   

Keywords: Bloom Filter, Count-min Sketch, Data Stream 

Problems, HyperLogLog, Streaming Data 

 

1. INTRODUCTION  

A data stream is defined as a continuous sequence of high-

frequency data (Volume and Velocity) from different sources 

(Variety) which is too big to be stored in memory. There is 

continuous progress being made on algorithms in recent years 

due to the advent of streaming data. 

A more formal definition of a stream would be, an input stream 

arriving sequentially a1, a2…., item by item, and describes an 

underlying signal [1] The objective is to compute an output 

value for a function of the stream using elements from the input 

stream, for example, Most frequently occurring items, number 

of distinct items and such. At any instance t, an algorithm has 

access to a1, a2….at for which the output to f (a1, a2….at) can be 

calculated. 

Since data streams are fast moving data, it is hard to store and 

reproduce. So, we need algorithms that do a single pass to solve 

data streaming algorithms. Time series model, Cash register 

Model, and Turnstile Model are a few streaming models. The 

difference between the models is how the input streams are 

handled based on the underlying signals [1] 

 Time series model: Each ai is equal to A[i] which is 

the underlying signal. They appear in increasing order 

of i. This is useful for data dependent on time series, 

for example, temperature checks every hour on a day, 

Stock price note every 5mins. 

 Cash register model: Known as the most popular data 

stream model ai’s are increments to A[j]’s. 𝑎𝑖 =
(𝑗, 𝐼𝑖), 𝐼𝑖 ≥ 0 mean 𝐴𝑖[𝑗] =  𝐴𝑖−1[𝑗] +  𝐼𝑖  where Ai is 

the state of the signal after seeing the ith item in the 

stream. Much as in a cash register, multiple ai‘s could 

increment a given A[j] over time. This is where each 

value of the signal gives a positive increment to the 

previous value to obtain a new value. Like a cash 

register adding occurrences of element values to a 

counter over time.  

 Turnstile Model: Where increments can also be 

negative. Like a turnstile in an amusement park that 

keeps count of people entering and exiting a park, the 

turnstile model allows both positive and negative 

inputs. Here ai’s are updates to A[j]’s. 𝑎𝑖 =
(𝑗, 𝑈𝑖) 𝑚ean 𝐴𝑖[𝑗] =  𝐴𝑖−1[𝑗] +  𝑈𝑖  where Ai is the 

state of the signal after seeing the ith item in the stream 

and 𝑈𝑖maybe positive or negative. 

Though the turnstile model seems to be the best model it is only 

from a theoretical purpose; the cash register model is used in 

most algorithms from a practical purpose. [1] 

Many algorithms have been developed to deal with such 

massive data problems, and that is what we will be discussing 

in our paper. The paper is sectioned as first the Introduction; 

the next section lists various streaming problems, and their 

associated algorithms formalized to resolve it. The following 

section includes an update on where the latest algorithms are 

being used today, and lastly the conclusion with our findings. 

  

2. DATASTREAM PROBLEMS AND ASSOCIATED 

ALGORITHMS 

In this section, we will discuss a few problems or frequently 

asked questions in data streams and different algorithms used 

to answer them.  All One-pass data stream algorithms have: 

1. First, an initialization section which is executed before the 

incoming of the stream 
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2. Second a processing section executed each time a signal 

comes in and 

3. Third an output section which answers a query about the 

stream 

Streaming algorithms need to manage and analyze the data 

stream efficiently. The algorithms should be able to handle a 

rapid, continuous and large volume of streaming data without 

the privilege of several passes over the data. The below 

algorithms claim to address all these requirements and are 

continuously being enhanced by several research authors in 

the recent decade. 

 

3. FINDING FREQUENT ITEMS/ HEAVY HITTERS/ 

 FREQUENCY OF TOP HITTERS/ FREQUENCIES 

The frequency count is all items whose frequency exceeds a 

specified fraction of the total number of items. Tracking 

approximate counts for objects arises in many scenarios such 

as most popular queries in a search engine, commonly 

purchased items by customers, frequently visited websites, 

most accessed topics in news streams or social media and such.  

Solutions to this problem are based on the count and prune 

strategy of the Misra-Gries algorithm to find approximate 

frequent itemsets. 

3.1. Misra-Gries Algorithm 

The first algorithm to solve it was developed in the early 1980s 

by David Gries of Cornell University and Jayadev Misra of the 

University of Texas, Austin. 

Let D be a stream and α be a parameter. The index i ∈ [n] is an 

α-heavy element if  𝑓𝑖
𝑘 ≥  𝛼𝐹𝑘   

The Misra-Gries algorithm stores k-1 (item, counter) pairs 

instead of a single counter of items from the input. The 

algorithm compares each new item against the stored items T 

and increments the corresponding counter if it is present. Else, 

if the item does not exist then some counter with count zero is 

allocated to the new item, and the counter set to 1. If all k - 1 

counter is allocated to distinct items, then all are decremented 

by 1. A grouping argument is used to argue that any item which 

occurs more than n = k times must be stored by the algorithm 

when it terminates [2]. 

 

3.2. Apriori Algorithms 

Apriori algorithm was first introduced to find the frequent 

itemsets based on the Apriori property (i.e., if an itemset 

frequently occurs then all the subsets of the item set, also occur 

frequently). As in a supermarket scenario is knowing which 

items are bought together (frequent itemsets) helps stores 

shelve them and discount them efficiently increasing sales and 

help customers purchase their items with more ease. 

Algorithm: Apriori 

1. Itemset generation: Generating frequent candidate itemsets 

or which the support is higher than the threshold support. 

Support is the number of times the item appears. 

2. Prune step: Scanning the dataset to find the support of each 

candidate itemset and prune those whose support is less than 

the threshold. 

3. k = k + 1, go to step 1. 

The Apriori algorithm needs at most l + 1 scans if the maximum 

size of a frequent itemset is l. 

 

3.3. FP Algorithm 

Though the Apriori algorithm achieves excellent performance 

by reducing the candidate size, for large streaming datasets, 

they are very costly in terms of candidate generation and 

scanning for frequencies. Han, Pei & Yin [3] introduced the FP-

Growth algorithm to remove the bottlenecks of the Apriori-

Algorithm. They construct a compressed tree data structure 

called FP-tree (Frequent-Pattern tree) that stores the actual 

transactions from the database as a linked list going through all 

transactions that contain an item. Only frequent length-1 items 

will have nodes in the tree, and only frequently occurring nodes 

will have better chances of sharing nodes than less frequently 

occurring ones [4]. The search technique employed is a 

partitioning-based, divide-and-conquer method that looks for 

shorter patterns and concatenates the suffix hence reducing 

search costs.  

 

Algorithm: The FP-tree [5] 

1. Scan the transaction database DB once. Collect the set of 

frequent items F and their supports. Sort F in support 

descending order as L, the list of frequent items. 

2. Create the root of an FP-tree, T, and label it as “null.” For 

each transaction Trans in DB do the following: 

● Select and sort the frequent items in Trans according 

to the order of L. Let the sorted frequent item list in 

Trans be [p | P], where p is the first element and P is 

the remaining list. Call insert_tree([p | P], T).  

● The function insert_tree([p | P], T) is performed as 

follows. If T has a child N such that N.item-name = 

p.item-name, then increment N’s count by 1; else 

create a new node N, and let it count be 1, its parent 

link is linked to T, and its node-link be linked to the 

nodes with the same item-name via the node-link 

structure. If P is nonempty, call insert_tree(P, N) 
recursively 

The FP-tree construction process needs exactly two scans of the 

transaction database, first to collect the set of frequent items, 

and second to construct the FP-tree. Time taken to insert a 

transaction into the FP-tree is O(ITransI). 

 

3.4. Count-Min Sketch Algorithm  

Count-min sketch (CMS) probabilistic data structure also can 

be used to resolve the frequency heavy hitters problem. The 

count-min sketch uses hash functions for hashing each element 
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in the stream and keeps a count of the number of times each 

bucket is hashed to. [6] 

Skeletal pseudocode to initialize and update the sketch is shown 

in the following functions 3 to 5. The code in function 3 

initializes the array C of w×d counters to 0 and picks values for 

the hash functions based on the prime p. For each Update(i, c) 

shown in function 4, the total count N is updated with c, and the 

for loop hashes i to its counter in each row, and updates the 

counter also. The procedure for Estimate(i) shown in function 

five is almost identical to this loop: given i, we perform the 

hashing in the first line of the for loop and keep track of the 

smallest value of 𝐶[𝑗, ℎ𝑗(𝑖)] over the d values of j [4]. 

 

Function 1: CM_Init (𝑑, 𝑝) 

𝐶[1,1] … 𝐶[𝑑, 𝑤] ← 0; 

𝑓𝑜𝑟 𝑗 ← 1 𝑡𝑜 𝑑 𝑑𝑜 

𝑃𝑖𝑐𝑘 𝑎𝑗 , 𝑏𝑗  𝑢𝑛𝑖𝑓𝑜𝑟𝑚𝑙𝑦 𝑓𝑟𝑜𝑚 [1 … 𝑝]; 

𝑁 = 0 

 

Function 2: CM_Update (𝑖, 𝑐) 

𝑁 ← 𝑁 + 𝑐; 

𝑓𝑜𝑟 𝑗 ← 1 𝑡𝑜 𝑑 𝑑𝑜 

ℎ𝑗(𝑖) =  (𝑎𝑗 × 𝑖 + 𝑏𝑗  𝑚𝑜𝑑 𝑤); 

𝐶[𝑗, ℎ𝑗(𝑖)] ←  𝐶[𝑗, ℎ𝑗(𝑖)] + 𝑐; 

 

Function 3: CM_Estimate (𝑖) 

𝑒 ← ∞; 

𝑓𝑜𝑟 𝑗 ← 1 𝑡𝑜 𝑑 𝑑𝑜 

ℎ𝑗(𝑖) =  (𝑎𝑗 × 𝑖 + 𝑏𝑗  𝑚𝑜𝑑 𝑝) 𝑚𝑜𝑑 𝑤; 

𝑒 ← (𝑒, 𝐶[𝑗, ℎ𝑗(𝑖)]) ; 

𝑟𝑒𝑡𝑢𝑟𝑛 𝑒 

 

Using a heap data structure and Count() and Inc() functions of 

the count-min sketch we get a probabilistic answer to the heavy 

hitters problem. Count(x) returns the frequency count of x, that 

is the number of times Inc(x) has been called on in the past. 

When an item x arrives, querying the data structure, its 

estimated frequency is obtained. If the count is above a user-

defined threshold or m/k insert count (x) into the heap and 

delete other occurrences of x from the heap. If x has a count 

less than m/k, it is deleted using Find-min and Extract-Min 
operations. In the end, the heap is scanned, and every element 

that has a frequency >= m/k is returned as a heavy hitter [6]. 

4. COUNTING DISTINCT ELEMENTS 

Counting distinct elements in a stream is a calculation using 

hashing functions. 2 raised to the power that is the longest 

sequence of 0’s seen in the hash value of any stream element is 

an estimate of the number of different elements.[7] Using these 

estimates and taking averages an approximation to the distinct 

element count is obtained.  

 

4.1. Flajolet-Martin (FM) Algorithm 

Probabilistic counting by Flajolet & Martin (FM) is the first 

method used for approximating the number of distinct elements 

in a stream in one pass. By hashing elements of a stream to a 

bit-string that is sufficiently long (more than the possible results 

of the hash function), it is possible to estimate the number of 

distinct items. For example, 64 bits is sufficient to hash the 

URL’s [7]. 

Suppose a data stream has repeated elements { x1, x2, … , xs }. 

Let d be the number of distinct elements, namely d = | { x1, x2, 

… , xs } | and elements be { e1, e2, … , en }, the FM algorithm 

runs in O(s) time and requires O(log(d)) memory. So, memory 

usage is the focus in the FM algorithm since other algorithms 

like hashing would need O(d) memory.  

The critical property of a hash function is that when applied to 

the same element, it always produces the same result. This 

property estimates unique elements within a large dataset by 

recording the longest sequence of zeroes within that set.  The 

algorithm works on the principle that the maximum number of 

leading zeros that occurs for all hash values is less likely and 

indicates a larger cardinality [8]. 

 

4.2. HyperLogLog 

Using less memory and cost the hyperloglog algorithm 

provides an estimate to the count distinct problem. This 

algorithm is an extension derived from the Flajolet-Martin 

algorithm. The HyperLogLog algorithm can estimate 

cardinalities of > 109 with a typical accuracy of 2%, using 1.5kb 

of memory [9].  

Aiming to minimize memory space required in such a 

continuous computation much research has been done to 

present a unique space and time efficient data structure (sketch) 

by building on the FM algorithm.  The result is continuously 

maintaining a sketch (consisting of several sub-sketches) over 

a data stream S such that for any given time t, the sketch can be 

used to return a ϵ -approximate answer to nS,t.  

Using a hashing table with the sliding window technique [10] 

an efficient data structure is built. A hashmap stores the 

elements of the current window of the input stream {x1, x2, … 

, xs } and a counter ‘C’ is used to calculate the number of 

distinct elements. Using the count from the previous window 

elements the next window’s elements are checked for 

membership. As the window slides one element is removed, 

and a new element is added to the hash. This way the runtime 

is also kept at O(n) [11]. 
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Algorithm: HyperLogLog 

Step 1: Create an empty hash map hM and initialize distinct 

element counter C=0 

Step 2: Insert elements of the first window to hM. Since hashing 

uses (key, value) pairs, in hM elements are the key and their 

counts the value. Counter C is also updated. 

Step 3: The window slides 

i. the first element of the previous window is removed  

1. If the removed element appeared only once remove it from 

hM and decrement C 

2. Else decrement its count hM 

ii. Add the last element of next window 

1. If the added element is not in hM add it and increment C 

2. Else increment its count hM 

Using an auxiliary memory of m units (typically, “short bytes”), 

HyperLogLog performs a single pass over the data and 

produces an estimate of the cardinality such that the relative 

accuracy (the standard error) is typically about 
1.04

√𝑚
. This 

improves on the best previously known cardinality estimator, 

LOGLOG, whose accuracy can be matched by consuming only 

64% of the original memory [12]. 

 

5. MEMBERSHIP TEST 

To test for membership is a commonly occurring problem in 

many real-life scenarios. For example, identify malicious 

URLs, reduction of disk lookups for non-existent rows or 

columns, detect spam emails, and such. Using the filtering 

technique, we can screen elements belonging to a particular set 

and store them, and non-members removed easier to check for 

membership.  

 

5.1. Bloom Filter 

Bloom Filter is a probabilistic data structure which saves 

memory space and is time efficient, but the trade-off is false 

positives. It tells us if the value is definitely not in the input 

stream or maybe in the stream. Bloom Filters do not allow false 

negatives, that is, returning false when the element is not in the 

set. To determine whether a value is not present in a search 

takes a long time compared to determine whether the value 

exists. Bloom Filter reduces some failed searches to O(1) 

compared to O(log n) in a binary search or O(n) in a sequential 

search.  So even though Bloom Filters allow false positives the 

simplicity, space saving, and speed factors often compensate 

this downside. [13] 

In today’s world since just checking for membership is not 

sufficient Bloom filter variants to count the number of 

occurrences, allow deletions for faster retrieval, minimum false 

positive probability and such have all resulted in variations to 

boom filters like counting Bloom Filter (CBF), Cuckoo filter, 

Stable Bloom Filter, Scalable Bloom Filters and more. 

6. OTHER PROBLEMS 

6.1. Problems using Graph Streams  

So far, all our algorithms are based on streams that have a 

metric structure. Another essential class of structured large data 

sets is large graphs. This motivates the study of graph 

algorithms that operate in streaming fashion: the input is a 

stream that describes a graph [14]. In computer science, the 

flow of computation is represented by graphs. A graph is a non-

linear data structure consisting of vertices (nodes) connected by 

edges (arcs) [15] Transportation companies use graphs to plan 

out their delivery systems. Using vertices (intersection of 

roads) and edges (roads connecting two vertices) the shortest 

path between two vertices is found as the ideal delivery route.  

 

6.2. Estimating Moments  

A generalization of the counting distinct problems (discussed 

previously) is the estimating moments problem. The problem, 

called computing “moments,” involves the distribution of 

frequencies of different elements in the stream. The base for all 

moments is a simple extension of second moments [7]. 

 

6.3. Counting 1’s 

This is counting how many 1’s is there in a window in the last 

k bits for any k≤N.  This is used to know an approximate 

number in a binary stream. 

 

6.4. Most-Common ‘recent’ Elements Decaying Window  

Instead of fixed window size, we could consider the data stream 

over arrived t minutes ago. This allows computing the summary 

of an exponentially decaying window efficiently. [7] 

 

7. AREAS OF ADVANCEMENTS IN CURRENT 

 ALGORITHMS 

Machine learning is the field of science where algorithms teach 

the computer how to perform a task successfully. Machine 

learning algorithms focus on mining data using supervised 

(under observation) or unsupervised (without observation) or 

both learning methods to provide data scientists with analytics 

to solve business problems. The type of machine learning 

algorithms being used is based on the type of task being solved, 

the volume, velocity, and variety of input data and the output 

required. According to Ahmad, Lavin, Purdy, and Agha [16], 

the increase in connected real-time sensors has resulted in 

increasing the importance of anomaly detection in streaming 

data. Early anomaly detection though valuable is challenging 

to execute in practice. In this space algorithms that learn 

continuously are preferred.  

 

8. ANALYSIS AND FINDINGS 

All the above algorithms (Count-min Sketch, HyperLogLog, 

and Bloom filter) used to solve problems (Heavy Hitter, 
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Membership check, Association and such) use techniques (such 

as hashing, clustering) to provide solutions. After extensive 

research and analysis, we can confidently say that most queries 

revolve around a few basic questions: 

 How many distinct elements are in the data set 

(cardinality)? 

 What are the most frequent elements (heavy-

hitters/top k elements)? 

 What are the frequencies of the most frequent 

elements? (frequency count) 

 Does an element exist in the data set 

(membership check)? 

 

Today’s researchers aim at providing solutions to specific 

problems that are found across many industries. Shah, Shah, 

Shetty, et al. [17] in their paper provide a comparative study of 

pattern recognition algorithms on sales data. Using 2 of the 

association mining algorithms – Apriori and FP-Growth 

discussed in the Frequent Items /Heavy Hitters section of our 

paper they have compared their performance on sales data. 

Their results show that the FP-Growth algorithm is much more 

consistent and quicker in performance due to its divide and 

conquer method. Anderson, Bevin, Lang, et al. [16] provide a 

high-performance Misra-Gries algorithm that they say 

overcomes significant shortcomings of current streaming 

frequency approximation methods. First, their algorithm 

handles weighted updates in amortized constant time and 

employs an optimized data structure with minimal memory and 

maximum throughput. Secondly, they provide a method for 

merging summaries produced by any counter-based algorithm 

(like Misra-Gries (MG) and Space Saving (SS)). 

Mohamadi, Khan, and Birol [18] introduce ntCard a streaming 

algorithm used to estimate the k-mer coverage frequency 

histogram for high throughput sequencing genomics data. The 

algorithm uses Bloom filters for faster categorization and tools 

for optimal memory size and number of hash functions. This 

way the ntCard algorithm can get the total number of distinct 

k-mers F0, as well as the number of k-mers above a certain 

multiplicity threshold. 

By using not just one streaming technique but a combination of 

different techniques a richer understanding of the dataset can 

be generated, like sampling filtered data or sketching a cluster 

or using a hashing table over a sliding window [19]. Rusu & 

Dobra in their paper [20] improve the time performance of 

sketches by computing the sketch over a sample of the stream. 

Thus, using sketching and the sampling technique. Their results 

show that the accuracy of the sketch computed over a small 

sample is close to the accuracy over the entire data even when 

the sample size is 10% or less of the data size. 

 

9. CONCLUSION 

The key to success is to see challenges as opportunities. This 

paper aims to showcase algorithms used for solving streaming 

data issues.  With the growth of large data sets from IoT, 

sensors, social networks, and such data streams have gained 

popularity as a data format. The origins of data stream problems 

have been traced to the ’70s but have only gained popularity in 

the last 15 years due to the growth in data volume, many 

theories, and application-oriented research. Most algorithms 

and their variations/improvements revolve around answering 

few basic queries – cardinality or heavy-hitters/top k elements 

or frequency count or membership check. In this paper, we have 

listed various streaming problems, and their associated 

algorithms formalized to resolve it. We have also provided an 

update on where the latest algorithms are being used today. As 

next steps, deep diving into a particular area its application, 

implementation, and findings will result in improvements for 

the specific area. 
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