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Abstract 

Secure data de-duplication can significantly reduce the 

communication and storage overheads in cloud storage 

services, and has potential applications in our data-driven 

society. Existing data de-duplication schemes are generally 

designed to either resist brute-force attacks or ensure the 

efficiency and data availability, but not both conditions. In 

this paper, a three-tier cross-domain architecture and an 

efficient and privacy-preserving big data de duplication is 

proposed in cloud storage (EPD). EPD achieves both data 

availability, resists brute-force attacks and privacy-

preserving data. In addition, accountability is taken into 

consideration to offer better privacy assurances than 

existing schemes. The proposed data de-duplication 

outperforms existing competing schemes, in terms of 

computation, communication and storage overheads.  

Keywords: Secure de-duplication, RSA algorithm, 

Diffe-Hellman algorithm  

I. INTRODUCTION 

The technology which puts our entire computing 

infrastructure in online for both hardware and software 

application is called Cloud computing. It uses remote central 

severs to maintain data & applications and Internet. The 

most basic and widely used examples of cloud computing is 

Gmail, Yahoo mail, Facebook, Hotmail, Orkut etc. Once 

can check the mail/data/photos in the mailbox in the 

computer with an internet connection since the data is stored 

with the mail service provider on a remote cloud. One does 

not need individual PC or laptop to check of these data. The 

cloud computing is the essential technology in the 

geographical shift in the location of our data from personal 

computer to a centralized server or ‘cloud’. The customers 

will be charged for cloud service on the usage basis. So it 

also called Software as a Service (SaaS). In order to serve 

the clients, Dynamism, Abstraction and Resource Sharing it 

aims to provide infrastructure and resources in online. 

A. Varieties of Cloud Computing 

Cloud Computing is classified under various heads. On the 

basis of the type, usage & location, it is classified under the 

following head: 

Public Cloud- In public cloud the users can able to share the 

virtualised resources publicly. It supports for many 

customers. Since the customers do not know about the 

location of the computing services. It is easy to use with the 

help of internet connectivity. The major issue in this type of  

 

 

cloud is data privacy. Some of the examples of public cloud 

are Amazon EC2, Google, Microsoft, IBM’s Blue cloud.  

 

Private Cloud- In public cloud the users can able to share 

the virtualised resources privately. This type of cloud can 

able to service for the cluster of dedicated customers. The 

connectivity between the customers are made through the 

internet, fibre and private network. A Business organisation 

choose this type of cloud for confidential information and 

core systems. Some of the example of private cloud 

technology is Eucalyptus and VMware. 

 

Hybrid Cloud- The infrastructure which combines both the 

public and private cloud is said to be hybrid cloud. The 

business enterprise has its own framework that depends on 

their usage and this is suitable when there is maximum 

network traffic and data load. 

 

II. RELATED WORK 

At simplest definition, eliminating redundant data in a 

dataset refers to the technique of data-duplication. The de 

duplication is the process of deleting the extra copies of the 

same data, and storing only one copy of the file. The data is 

analysed to identify duplicate byte patterns to ensure the 

single instance is indeed the single file. Then, duplicates are 

replaced with a reference that points to the stored chunk. To 

reduce the communication and storage overheads in cloud 

storage services the secure data de-duplication is used and it 

has potential applications in our data-driven society. The 

existing data de-duplication schemes are generally designed 

to either resist brute-force attacks or ensure the efficiency 

and data availability, but not both conditions. There is no 

existing scheme that achieves accountability, in the sense of 

reducing duplicate information disclosure. The main 

objective is to propose an efficient and privacy-preserving 

data de-duplication in cloud storage. The proposed system 

achieves both privacy-preserving and data availability by 

de-duplication in text files, audio & video files and resists 

brute-force attacks. In addition, we take accountability into 

consideration to offer better privacy assurances than 

existing schemes. And to performs existing competing 

schemes, in terms of computation, communication and 

storage overheads. 

III. PRELIMINARIES 

In this section we review some basic de-duplication 

notations and definitions that are used later. 
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A. System model under considerations 

The system model  is a three-tier cross-domain big data de-

duplication system, which comprises a key distribution 

center (KDC), a cloud service provider (CSP), clients from 

different domains and the corresponding local managers, 

denoted as LMA and LMB. 

a) KDC: 
The distribution and managemetn of private keys for the 

system is tasked with trusted KDC. 

b) CSP:  
The first tier is a CSP, which offers data storage services for 

clients. While the CSP cloud serv is capable of supporting 

the storage needs of clients, it is financially vested to reduce 

the expensive big data management and maintenance 

overheads. 

 

 Therefore, the CSP needs to perform inter-deduplication, 

which means that messages for deduplication are from 

different domains, to decrease the corresponding overhead. 

 

 
Fig 2.1 System model under consideration 

 

c) LMA (LMB):  
The second tier consists of domains (e.g., organizations 

such as companies or universities), which have cloud 

storage contracts with the CSP. Each domain maintains a 

local manager (e.g., LMA or LMB), which is responsible 

for intra-deduplication, and forwarding messages from 

clients in domain A (or B). 

d) Clients:  
Every client is affiliated with a domain (e.g., employees in 

the company or students and faculty members in the 

university or university network, say University of Texas 

system). Clients upload and save their data with the CSP. In 

order to protect their data privacy and help the CSP to 

complete data deduplication over encrypted data, they 

encrypt the data and generate the corresponding tags. 

Finally, clients send message tuples containing encrypted 

data and the corresponding tags to the LMA or LMB 

(clients from domains A and B send message tuples to the 

LMA and LMB, respectively). 

For simplicity, Fig. 2.1 illustrates the system model for two 

different domains, but our scheme can be easily extended to 

support multiple domains. 

 

B. AES Encryption & Decryption 
 

AES uses four types of transformations: Byte substitution 

(Sub Bytes), permutation (Shift Rows), mixing(Mix 

columns) and Add round key. 

 

 Byte Substitution (Sub bytes)  

Sub Byte does a byte-for-byte substitution on state. The 16 

input bytes are substituted by looking up a fixed table (S-

box) given in design. The result is in a matrix of four rows 

and four columns. 

 

 

A0,0 

 

A0,1 

 

A0,2 

 

A0,3 

 

A1,0 

 

A1,1 

 

A1,2 

 

 

A1,3 

 

A3,0 

 

A3,1 

 

A3,2 

 

A3,3 

 
Fig 2.2 Byte Substition 

 

 Permutation (Shift rows)  

Each of the four rows of the matrix is rotated to the left. 

Any entries that ‘fall off’ are re-inserted on the right side of 

row. Shift is carried out as Row1 is not rotated. Row2 is 

rotated one (byte) position to the left. Row3 is rotated two 

positions to the left. Row4 is rotated three positions to the 

left. The result is a new matrix consisting of the same 16 

bytes but shifted with respect to each other. 

 

 
Fig 2.3 Shift row 

 Mixing (Mix columns)  

Each column of four bytes is now transformed using a 

matrix multiplication using(finite GaloisField-GF(28)). 

This function takes as input the four bytes of one column 

and outputs four completely new bytes, which replace the 

original column. The result is another new matrix 

consisting of 16 new bytes. 
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 Add Round Key  

In the Add Round Key step, the sub key is combined with 

the state. For each round, a sub key is derived from the 

main key using Rijndael's key schedule; each sub key is the 

same size as the state. The sub key is added by combining 

each byte of the state with the corresponding byte of the sub 

key using bitwise XOR. 

 

In decryption all encryption step is reversible. Finally we 

get the original plain text. 

 

IV. SYSTEM ARCHITECTURE AND SECURITY 

MODEL 

 

In this section , we describe the system architecture by 

EPCDD scheme and secure de-duplication. 

 

A. Design goal 

The goal of our proposed EPCDD scheme are described as 

follows 

 Privacy 

Although the CSP and local managers can obtain the 

encrypted data along with the corresponding tags, the CSP 

and LMA (LMB) are not able to obtain plaintexts from 

these tuples. In addition, the duplicate information 

disclosure is inevitable in data de-duplication, but we seek 

to minimize such information leakage as much as practical. 

 Resist brute-force attacks 

Suppose the CSP has some background knowledge of the 

plaintext space. Although the CSP stores encrypted 

message tuples of all clients and has knowledge of some 

secret parameters received from the KDC, it is not able to 

obtain the plaintext corresponding to the specific cipher text 

through brute-force attacks. 

 Availability 

In order to reduce the big data storage and management 

overheads, the CSP may attempt to delete the duplicate 

data, without affecting data availability 

 Accountability 

Accountability provides citizens a means of holding actors 

such as politicians and government officials responsible for 

their actions, particularly those that have an impact on the 

society, etc [9]. Similarly, in this paper, clients delegate 

data storage to the CSP by paying associated costs, and 

disclose the duplicate information to the CSP to help 

completing the encrypted data de-duplication. Hence, the 

CSP must ensure that clients can be assured that the CSP is 

accountable in the sense that the CSP will hold true to the 

contractual obligations (e.g. availability and privacy). 

 Efficiency 

The storage, computation and communication overheads 

associated with the big data de-duplication should be as 

small as possible, and the cost of searching for duplicated 

data should also be minimized. In recent times, secure data 

de-duplication has been studied by the research community 

[3]. Convergent encryption (CE), also known as content 

hash keying, is a cryptosystem that produces identical 

cipher texts from identical plaintext files and has been 

widely applied in secure data de-duplication because of the 

use of a deterministic and message-dependent symmetric 

key [9], these approaches suffer from inherent security 

limitations shown in [7].  

B. Modules and Description 

 User Registration and Authentication 

Every client is affiliated with a domain (e.g., employees in 

the company or students and faculty members in the 

university or university network). Clients upload and save 

their data with the CSP. In order to protect their data 

privacy and help the CSP to complete data de-duplication 

over encrypted data, they encrypt the data and generate the 

corresponding tags. Finally, clients send message tuples 

containing encrypted data and the corresponding tags. 

 Encryption and Decryption (cloud) Using RSA 

Algorithm. 

Data Owner first encrypts the file and then stores into the 

cloud. Two keys used for encrypting a file: 1. File Data 

encrypted to unique File Encryption Key (FEK). This is 

also referred as Symmetric Key. 2. FEK encrypted to each 

user’s public key. This is also referred as Encrypted 

Symmetric Keys (ESK). Additionally, as new users joins 

and leaves the group, the management of metadata 

associate with each file causes significant maintenance 

issues with no easy way to manage it. And the only way to 

manage it is to re-encrypt the file which is costlier 

operation. 

 Key generation and Distribution 

Encryption is central to computer security, the generation 

and sharing of a cryptographic key (sometimes referred to 

as a password) are central to encryption. Unlike encryption 

algorithms, which can be difficult to break, the 

cryptographic key is a central point of attack. Therefore the 

key (and its handling) must be made as strong as possible. 

The creation and sharing of strong keys is a critical part of a 

secure system, and failure to perform either task well can 

determine the ultimate security of the system. An ideal key 

(or “password”) is completely random; it is as large as 

allowed by the system; and its characters span the entire 

possible character space, including numbers and special 

characters. Unfortunately, keys with these characteristics 

cannot easily be memorized by a user. Cryptographic 

systems usually place the responsibility for entering the key 

in the hands of the user. Referred to by some as “something 

you know,” the concept is that, to the extent that the key is 

difficult to guess and to the extent that the user keeps the 

key secret, the system should be secure. Entering complex 

keys, however, can be taxing for users, especially if they 

are required to memorize several such keys or change them 

frequently, as may be required by organizational. 

 Secure data de-duplication 

In the data warehousing community, the task of finding 

duplicated records within large databases has long been a 
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persistent problem and has become an area of active 

research. There have been many research undertakings to 

address the problems of data duplication caused by 

duplicate contamination of data. Several approaches have 

been implemented to counter the problem of data 

duplication. One approach is manually coding rules so that 

data can be filtered to avoid duplication. Other approaches 

include having applications of the latest machine learning 

techniques or more advance business intelligence 

applications. The accuracy of the different methods for 

countering data duplication varies. For very large data 

collection implementing some of the methods may be too 

complex and also expensive to be deployed in their full 

capacity. 

 Brute force attack resilience 

These attacks can be used against any type of encryption, 

with varying degrees of success. Brute-force attacks 

become faster and more effective with each passing day as 

newer, faster computer hardware is released. automatically 

with a computer program, so the speed at which someone 

can brute-force encryption increases as available computer 

hardware becomes faster and faster, capable of doing more 

calculations per second. The brute-force attack would likely 

start at one-digit passwords before moving to two-digit 

passwords and so on, trying all possible combinations until 

one works. This can be very effective, as many people use 

such weak and common passwords. 

 

Fig. 4.1  Flow diagram 

V. PROPOSED METHODOLOGY 

The main objective is to investigate a three-tier cross-

domain architecture, and propose an efficient and privacy-

preserving big data de-duplication in cloud storage 

(hereafter referred to as EPCDD). EPCDD achieves both 

privacy-preserving and data availability, and resists brute-

force attacks. In addition, we take accountability into 

consideration to offer better privacy assurances than 

existing schemes. We then demonstrate that EPCDD 

outperforms existing competing schemes, in terms of 

computation, communication and storage overheads. In 

addition, the time complexity of duplicate search in 

EPCDD is logarithmic.  

In recent times, secure data de duplication has been studied 

by the research community [3]. Convergent encryption 

(CE), also known as content hash keying, is a cryptosystem 

that produces identical cipher texts from identical plaintext 

files and has been widely applied in secure data de-

duplication [3] formalize a new cryptographic primitive, 

message locked encryption (MLE),to improve the security 

of CE. However, because of the use of a deterministic and 

message-dependent symmetric key [9], these approaches 

suffer from inherent security limitations shown in [7]. To 

enhance the security of de-duplication and ensure data 

confidentiality, explained how one can ensure data 

confidentiality by transforming the predictable message into 

an unpredictable message. In their system, a key server is 

introduced to generate the file tag for duplication check. 

However, the third party server suffers from the single 

point of failure. Thus, [7] proposed the first secure cross-

user de-duplication scheme that supports client-side 

encryption without requiring any additional independent 

servers. 

Efficiency is an important indicator to measure whether a 

scheme can be applied in practice. Hence, just ensuring data 

confidentiality is insufficient to apply data de-duplication in 

the real-world. Secure data de-duplication techniques can 

also be classified, based on their underlying architecture 

(i.e. client-side de-duplication and server-side de-

duplication). Client side de-duplication acts on the data at 

the client before it is transferred, such an approach can 

result in bandwidth and storage savings. However, client-

side de-duplication scheme increases the overhead of 

computation and key management for clients. 

Secure data de-duplication techniques can also be 

classified, based on their underlying architecture (i.e. client-

side de-duplication and server-side de-duplication). Client 

side de-duplication acts on the data at the client before it is 

transferred. The such an approach can result in bandwidth 

and storage savings.  

 

VI. WORKING OF DATA DE-DUPLICATION 

In simplified terms, data de-duplication compares objects 

(usually files or blocks) and removes objects (copies) that 

already exist in the data set. The de-duplication process 

removes blocks that are not unique. If you can de-duplicate 

what you store, you can better utilize your existing storage 

space, which can save money by using what you have more 

efficiently. If you store less, you also back up less, which 
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again means less hardware and backup media. If you store 

less, you also send less data over the network in case of a 

disaster, which means you save money in hardware and 

network costs over time.  Simply put, the process consists 

of four steps: (Fig 6.1) 

 Divide the input data into blocks or “chunks.” 

 Calculate a hash value for each block of data. 

 Use these values to determine if another block of the 

same data has already been stored. 

 Replace the duplicate data with a reference to the 

object already in the database. 

 

Fig. 6.1 working of de-duplication 

Once the data is chunked, an index can be created from the 

results, and the duplicates can be found and eliminated. 

Only a single instance of every chunk is stored. The actual 

process of data de-duplication can be implemented in a 

number of different ways. You can eliminate duplicate data 

by simply comparing two files and making the decision to 

delete one that is older or no longer needed (Fig.6.2) 

 

Fig. 6.2 Replacement of data 

A. Diffie-Hellman algorithm 

The Diffie-Hellman algorithm is being used to establish a 

shared secret that can be used for secret communications 

while exchanging data over a public network using the 

elliptic curve to generate points and get the secret key using 

the parameters. Diffie-Hellman is a way of generating a 

shared secret between two people in such a way that the 

secret can't be seen by observing the communication.  This 

technique is used to create an encryption key with someone, 

and then start encrypting your traffic with that key. And 

even if the traffic is recorded and later analysed, there's 

absolutely no way to figure out what the key was, even 

though the exchanges that created it may have been visible. 

This is where perfect forward secrecy comes from. Nobody 

analysing the traffic at a later date can break in because the 

key was never saved, never transmitted, and never made 

visible anywhere. 

B. Working of Diffie-Helaman algorithm 

The way it works is reasonably simple. A lot of the math is 

used in public key crypto in that a trapdoor function is used. 

And while the discrete logarithm problem is traditionally 

used (the xy mod p business), the general process can be 

modified to use elliptic curve cryptography as well. 

But even though it uses the same underlying principles as 

public key cryptography, this is  asymmetric cryptography 

because nothing is ever encrypted or decrypted during the 

exchange. It is, however, an essential building-block, and 

was in fact the base upon which asymmetric crypto was 

later built. 

The basic idea works by: 

1. I come up with two prime numbers g and p and tell 

you what they are. 

2. You then pick a secret number (a). Instead you 

compute ga mod pand send that result back to me. 

(We'll call that A since it came from a). 

3. Call the secret number b and the computed number B. 

So I compute gb mod p and send you the result (called 

"B") 

4. Now, you take the number which sent and do the 

exact same operation with it. So that's Ba modp. 

5. I do the same operation with the result you sent me, 

so: Ab mod p. 

(ga mod p)b mod p = gab mod p 

(gb mod p)a mod p = gba mod p 

That result, that number we both stumbled upon in step 4 

and 5, is our shared secret key. We can use that as our 

password for AES or Blowfish, or any other algorithm that 

uses shared secrets.  

VII. PERFORMANCE EVALVATION  

In this section, we evaluate the performance of the 

proposed EPD scheme in terms of efficiency, availability, 

realibity, usability & authentication. Moreover, we give a 

comparison with existing scheme and EPD scheme. 

Efficiency: The resource employed for service when 

providing the wanted operation and also therefore the 

http://en.wikipedia.org/wiki/Perfect_forward_secrecy
http://en.wikipedia.org/wiki/Trapdoor_function
http://en.wikipedia.org/wiki/Elliptic_curve_Diffie%E2%80%93Hellman
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amount  of efficiency, underneath, settled situation, that 

means it evaluate however nice the web service employ the 

source. The metrics which related to efficiency is utilization 

of resource, ratio of waiting time, time behaviour. 

 

Fig 7.1 De-duplication efficiency 

Availability: In classic device user entry services from web 

browser via the net, however right here the accessibility to 

that service is not assured. The metrics related to 

availability of the data de duplication is flexibility, 

accuracy, response time. 

 

Fig 7.2 De-duplication Availability 

Realiability: It is the power of a service to remain 

functional with the time without malfunction. The 

capability of the service to keep on operating with a certain 

degree of efficiency timely. The metrics related to 

realiability is service constancy, accuracy of service, fault 

tolerance, Maturity, Recoverability. 

 

Fig 7.3 De-duplication realibility 

Usability: The quantity to which a service could be used by 

particular consumers to gain certain aims with usefulness, 

effectiveness and also approval in a certain background of 

usage. The metrics related to the usability of the data de 

duplication is operability, attractiveness, learn ability. 

 

Fig 7.4 De-duplication Usability 

Authentication: The process of determinative whether or 

not somebody or something is in fact, who are what it’s 

declared to be authentication usualy involves verifying the 

validity of a minimum of one type of identification. The 

metrics related to  authentication of the EPD scheme 

involves meaning, sensitivity, effectiveness, 

confidentiability. 
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Fig 7.5 De-duplication authentication 

 

VII CONCLUSION 

Cloud storage adoption, particularly by organizations, is 

likely to remain a trend in the foreseeable future. This is, 

unsurprising, due to the digitization of our society. One 

associated research challenge is how to effectively reduce 

cloud storage costs due to data duplication. In this paper, 

we proposed an efficient and privacy-preserving big data 

de-duplication in cloud storage for a three-tier cross domain 

architecture. We then analyzed the security of our proposed 

scheme achieves improved privacy preserving, 

accountability and data availability, while resisting brute-

force attacks. The proposed scheme outperforms in terms of 

computation, communication and storage overheads. 
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