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Abstract 

Security is always a major concern in the field of 

communication. For secure data transmission over internet, it 

is important to transfer data in high security and high 

confidentiality, information security is the most important 

issue of data communication in networks and internet. To 

secure transferred information from intruders, it is important 

to hide the information. Different methods used to ensure data 

confidentiality during transmission like steganography and 

cryptography. Cryptography is the practice for secure 

communication in the presence of third parties. 

Steganography is the technique of writing hidden messages 

such that except the sender and receiver, no one even suspects 

the existence of the message. There  has been trifling 

cryptanalytic progress against these two methods sine their 

advent. This paper offers a heuristic study of fundamentals 

behind cryptography and steganography techniques along 

with a brief description of some cryptographic primitives that 

are commonly used in the field of communication security. It 

also includes several computational issues as well as analysis 

of security aspects against different kinds of attacks. 

Keywords: Encryption Techniques, Cryptography, 

Steganography, information security, data protection.  

 

1    INTRODUCTION 

1.1  Cryptography  

The fundamental necessity in security is to hide information 

from irrelevant public or malicious attackers. This 

requirement[31] has given birth to different kinds of 

cryptographic primitives including symmetric and asymmetric 

cryptography, hash functions, digital signatures, message 

authentication codes etc.  

Symmetric cryptography: In symmetric encryption, a key is 

shared between the sender and the receiver which is kept 

secret from the intruder. Among the different kinds of 

symmetric algorithms, Advanced Encryption Standard (AES) 

is gaining popularity due to its better security and efficiency 

than its predecessors. It was defined in Federal Information 

Processing Standard (FIPS), published in November 2001. 

As a symmetric cipher, AES shares a secret key to encrypt 

and decrypt any message and operates on 128 bit fixed block. 

AES may be configured to use 3 different key lengths and 

resulting algorithms are named AES-128, AES-192 and AES-

256 respectively to indicate the length in bits of the key. 

Asymmetric cryptography: Unlike symmetric cryptography, 

asymmetric cryptography uses a pair of keys to encrypt and 

decrypt message. One of these two keys is known as public 

key as it is distributed to others and the other is called private 

key which is kept secret. Normally public key is used to 

encrypt any message which can only be decrypted by the 

corresponding private key. There are essential properties that 

must be satisfied by the asymmetric cryptography like, The 

key generation process should be computationally efficient, 

sender should be able to compute the cipher text by using the 

public key of the receiver for any message, the receiver should 

be able to decrypt the cipher easily to plain text by using his 

own private key, it is impossible or at least impractical to 

compute the private key from the corresponding public key, it 

is computationally infeasible to compute the plain text form 

the public key and cipher text. 

The purpose of this paper is to describe the basic encryption 

and decryption method as well as to cover mathematical and 

security aspects of the most widely used schemes.  

 

1.2 Steganography 

Cryptography is the technique by which data is concealed but 

the existence of cipher text is known to the intruder. Whereas 

Steganography[32] is a process of concealed writing such that 

no one knows a message exist other than the sender and the 

receiver. The advantage of steganography is that message 

does not attract attention to itself. The main features of a 

steganography system are to get high load capacity and visual 

quality and decrease the amount of noise. Due to the 

conflicting behaviour of these features, it is not easy to get 

them at the same time.  

The advantage of steganography over cryptography alone is 

that the intended secret message does not attract attention to 

itself as an object of scrutiny. Plainly visible encrypted 

messages, no matter how unbreakable they are, arouse interest 

and may in themselves be incriminating in countries in 

which encryption is illegal  

 

1.3  Taxonomy of Cryptography and Steganography 

 Techniques 

In the modern era of cryptography is separated into two 

primary fields, one is symmetric key and other is asymmetric 

key cryptography. Though the former type of cryptography 

can be again divided into substitution and transposition 

techniques and further these ciphers has a list of different 

algorithms that provides a security for numerous applications. 

https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Encryption
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There are various steganography approaches exist and they 

differs depending upon message to be embedded, use of file 

type as carrier or compression method used etc.  Figure 1 

depicts the taxonomy of cryptography and steganography. 

 

 

 

 

Figure 1: Taxonomy of Encryption Techniques 



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 14, Number 5 (2019) pp. 1049-1061 

© Research India Publications.  http://www.ripublication.com 

1051 

Table 1: Acronyms used for Taxonomy Diagram 

No. Acronym Technique 

1 ET Encryption Technique 

2 CT Cryptography Technique 

3 ST Steganography Technique 

4 CCST Combined Cryptography and Steganography Technique 

5 ANT  ANT colony optimization 

6 MAES  Modified AES for Image encryption 

7 TCS Triple level encryption  Cryptography and 

Steganography 

8 HLSB  Hash LSB Steganography 

9 TBS Texture based video steganography technique  

10 CRA Comparative RSA and AES Cryptography 

11 MD5AES  Steganography Using AES Encryption and MD5 Hash 
Function 

12 PRMSDS  Stenographic technique Pixel Repetition Method and 

Special Data Shifting  

13 RSACS Multilayer RSA Cryptography and Dual Audio 
Steganography 

14 IAES Image Steganography using Advanced Encryption 

Standard  

15 TDES  Triple DES  

16 RIVC Random Visual Image Cryptography Technique  

17 LCMC Logistic Chaos Method Cryptography Technique  

18 IBC Identity based Cryptography Technique  

19 LMA  Logistic Mapping Algorithm  

20 ECC  Elliptic Curve Cryptography Technique 

21 MOD  Modulus Function in Spatial Domain Steganography 

22 DLSB Dual Image based LSB Steganography 

23 MLSB  LSB and Triple XOR Operation on MSB 

24 PRT Spatial domain steganography using pattern recognition 

techniques 

25 NSM Security Mechanism Using Hybrid Cryptography 

Algorithms 

26 SMT  Uniform Split and Merge Technique 

27 BI  Blend of Image Steganography and Cryptography 

Technique 

28 XORLSB  Image Steganography using LSB XOR Substitution 

Method 

29 MC Multimedia Cryptography 

30 RGBAES  RGB Substitution and AES 

31 GAAES AES Cryptography and Steganography by Genetic 
Algorithms 

32 MPLSB  Matrix Pattern and LSB Algorithms  

33 SAES  Speech Encryption and Decryption using Advanced 

Encryption Standard 

34 DLSB LSB Based Image Steganography Using Dynamic Key 

Cryptography 

 

We have developed taxonomy for the Encryption techniques 

(ET) published in the literature till-date as given in Figure 1. 

We use the names given by their respective authors if it is 

named in the proposing paper else the protocols are named on 

their features in this paper. as shown in Table 1. The full and 

abbreviated names are adopted throughout this paper are 

given in taxonomy in Figure 1. We divided the ET into three 

main categories: Cryptography Techniques (CT), 

Steganography Techniques (ST), Combined Cryptography 

and Steganography Techniques (CCST). 

In this paper, our intention is to provide an overview of all 

types of ET techniques related to providing security to data 

transmitted over network. Description of each surveyed 

technique listed in Figure 1 includes the Operation 

methodology, merits, demerits, results.  

 

1.4    Organization of Paper 

The rest of this paper is organized as follows. Section 2 

provides discussion on relevant CT found in the literature. 

Following this, Section 3 describes relevant ST found in the 

literature. Description of CCST is given in section 4. We 

conclude the paper with research contributions in Section 5. 

 

2.  CRYPTOGRAPHY TECHNIQUES (CT) 

Cryptography is heavily based on mathematical theory and 

computer science practice; cryptographic algorithms are 

designed around computational hardness assumptions, making 

such algorithms hard to break in practice by any adversary. It 

is theoretically possible to break such a system, but it is 

infeasible to do so by any known practical means. These 

schemes are therefore termed computationally secure; 

theoretical advances, e.g., improvements in integer 

factorization algorithms, and faster computing technology 

require these solutions to be continually adapted. There 

exist information-theoretically secure schemes that probably 

cannot be broken even with unlimited computing power—an 

example is the one-time pad—but these schemes are more 

difficult to implement than the best theoretically breakable but 

computationally secure mechanisms. 

 

2.1  Random Visual Image Cryptography Technique 

 (RIVC) 

Operation Methodology: Using Cryptography algorithm[12], 

the secrete text message is hidden in a cover image. The 

stenographer image is now sliced into multiple shares using 

Visual Cryptography and transmitted in an open system 

environment. At the receiver end the received shares are 

stacked one on top of another to generate the cover image 

which has the message text hidden in it. This is done by 

Visual Cryptography. 

Merits: Based on secret image sharing and key safeguarding 

technique, an effective and generalized scheme of colour 

image hiding is proposed by means of numerical 

computations 

Demerits: Traditionally, the RIVC is only suitable to encrypt 

coarse secret images that do not contain much detail 

information. The reason is that, RIVC can only recover the 

secret image from an overall view point, each secret pixel can 

only be correctly represented with a certain probability in the 

recovered secret image. In such a case the thin lines, in the 

secret image, are usually unclear and misrepresented in the 

recovered secret image of RSIVCS 

Results: The algorithm has an enhanced encryption method 

which is a combination of Visual Cryptography System 

https://en.wikipedia.org/wiki/Computational_hardness_assumption
https://en.wikipedia.org/wiki/Integer_factorization
https://en.wikipedia.org/wiki/Integer_factorization
https://en.wikipedia.org/wiki/Information_theoretic_security
https://en.wikipedia.org/wiki/One-time_pad
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(VCS) and Stenography. Both these systems have their own 

drawbacks but when used together our system becomes more 

immune to unauthorized access of secrete information. 

 

2.2     Logistic Chaos Method Cryptography Technique 

 (LCMC) 

Operation Methodology: The main idea behind the proposed 

methodology[13] is to create two shares of the secret video 

and encrypt those shares The shares of the video are generated 

using the (2, 2) visual cryptography scheme with the help of a 

cover video and the frames of the video shares are encrypted 

using logistic chaos method. Main reason for using the 

encryption is to enhance the security of the visual 

cryptographic shares. During decryption process, the shares 

are recovered using the same logistic chaos method and then 

the original video is obtained using the (2, 2) visual 

cryptography technique. 

Merits: Chaotic scheme has been chosen for the encryption of 

shares because of the simplified key management as requires 

assuring the security of the private key transmission in which 

parameters and initial states of chaotic system are included 

Results:  Provided an encryption methodology that serves to 

securing video data utilizing the concepts of visual 

cryptography and logistic chaos method. The proposed 

scheme utilizes the confusion and diffusion properties to 

achieve high security level. The confusion step deals with 

pixel shuffling operation and the diffusion step applies the 

XOR operation. The proposed method is tested for robustness 

and efficiency by calculating entropy, NPCR & UACI, PSNR 

& MSE, correlation coefficient, histogram analysis, key space 

and key sensitivity analysis. The results of these analysis 

show that the proposed scheme is effective and secure for 

transmission of video data over network 

 

2.3     Identity based Cryptography Technique (IBC) 

Operation Methodology: The Shamir techniques[14] is used 

for image encryption and decryption First stage Shamir 

techniques is encryption original image use for the encrypted 

the data Boundary scanning is techniques is use for the data 

hide such way that cannot hackers hack the secrete data. 

Original image size is converted 128*128 size image or other 

size depends upon the size of data .For the hiding the data 

128*128 image suitable for covering of data small type of 

data image in the form of 128*128 called as stego image .This 

stego image hide the data in form of boundary of image or 

edge. Now this encrypted form data called secrete data this 

place data boundary of image small square form. Secrete data 

encrypted ASCII form and boundary of image placed in 

decimal. Secret data that need to be exact parts match between 

two entities. Method. First read the stego image, then by pre-

processed scaling convert the secrete data into stego cover 

image of RGB colour. This Stego image is broken into 

number of nth parts. 

Merits: . Its primary innovation was its use of user identity 

attributes, such as email addresses or phone numbers, instead 

of digital certificates, for encryption and signature 

verification. This feature significantly reduces the complexity 

of a cryptography system by eliminating the need for 

generating and managing users' certificates. It also makes it 

much easier to provide cryptography to unprepared users, 

since messages may be encrypted for users before they 

interact with any system components. 

Results: Shamir techniques for the data hiding in image. The 

original image take as 128*128 size or depend upon the size 

of information which we want to Steganography. We use n, k 

cryptography for the data hiding and recover the data. First we 

can convert the image into nth parts and destego image in kth 

parts. Kth parts is parts from nth parts to recover the original 

image but kth parts similar number not repeat again otherwise 

decoded image not same as original one and secret data not 

separated from the image. 

 

2.4     Logistic Mapping Algorithm (LMA) 

Operation Methodology: The algorithm uses[15] two secret 

keys are used for encryption and decryption of information 

which we input it to. One for cover image and other for data. 

At first the image is input and then it is encrypted the image 

we input it by using a secret key. For encrypting image we 

used 2 processes by using different variables. Values in the 

image get shuffled within itself in a row wise and column 

wise manner. Therefore there will be no loss of image 

confidentiality. So in this way the image is highly secure. 

After process1 and process 2 completes the main operational 

image will be displayed with grains in encrypted format. For 

embedding the data the password is also entered in a specified 

length. This password length and details are as per the 

sender’s choice. Now the data to be hidden is specified in a bit 

wise format. For embedding the image get shuffled in a row 

wise and column wise manner. Therefore the data get shuffled 

within the image itself and as a result there will be no loss of 

data. After the embedded process, data will embed to the 

encrypted image with all the specified queries. Then for 

decryption process, first we need to decrypt the data from the 

image so by optional queries the receiver gets the idea for to 

decrypting. 

Merits: This process provides the assurance that the 

communicating entity is the one that it claims to be. It is the 

method of ensuring that data is real, accurate and safeguarded 

from unauthorized user modification. has a satisfactory 

security level with low computational complexity, and hence 

fast, which proves to be a good candidate for secure image 

transmission. 

Demerits: Proposed encryption algorithm[15] is sensitive to a 

very small change in the secret keys. If we change a little in 

any of the initial conditions then the decrypted image is 

completely different and in un-understandable form. 

Results: In order to provide security to the image, Logistic 

mapping is used which converts an image into another form 

(non readable form). This has many applications in image 

processing such as image and data encryption. This proposed 

system which two secret key and high quality result may 

provide security of high level. 
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2.5     RSA and AES Cryptography (CRA) 

Operation Methodology: AES [6] uses variable key length of 

128bit (10 rounds), 192bit (12 rounds), 256bit (14 round). It 

performs SubBytes transformation, Shift row transformation, 

Mix columns, Add round keys with a simple bit wise XOR 

operation b\w state and round key.  

In RSA[6] select p,q where n=p*q, Ǿ(n)=(p-1)(q-1), choose 

public component e gcd(e, Ǿ(n))=1, d.e˭1(modn) public key 

(n,e)  private key (n,d) cipher text c=m^e modn, Plain text 

m=c^dmodn 

Merits: AES: faster, safer  and less implementation 

complexity encryption, no major attack has been proven 

successfully against AES till now. 2^128 possible keys, resist 

linear and differential cryptanalysis. RSA: is considered safe 

with large key (2048 bits) and has more functionality. 

Demerits: AES: key distribution is considered as a critical 

issue like other symmetric encryption algorithm. RSA: 

security of the RSA cryptosystem is not perfect .RSA with 

short key is proven insecure against brute force attack. Large 

key will make encryption and decryption slow.  Mathematical 

attack by determining prime number.   

Results: Since RSA has more functionality and AES is much 

faster, it is better to combine these two: asymmetric 

cryptograph  can be used to authenticate the parties and to 

agree on a key for symmetric encryption. Large data blocks 

are encrypted  using faster AES algorithm rather than slower 

RSA and  safely distributed using RSA algorithm. 

 

2.6     Modified AES for Image encryption (MAES) 

Operation Methodology: The modifications[2] is mainly 

focused on both shift row transformations. In shift row 

transformation, if the value in the 1st row and 1st column is 

even, the 1st and 4th rows are unchanged & each bytes in the 

second and third rows of the state are cyclically shifted right 

over different number else 1st and 3rd rows are unchanged 

and each byte of the 2nd and 4th rows are cyclically shifted to 

the left over different number of bytes.  

Merits: The proposed cryptosystem does not require any 

additional operations rather than the original AES. Encryption 

times in ms with MAES is good compared to AES 

Demerits: AES has a very simple key schedule and simple 

encryption operations. Many AES attacks are based upon the 

simplicity of this key schedule and it is possible that one day 

an attack will be created to break AES encryption. It uses too 

simple algebraic structure. Every block is always encrypted in 

the same way. Hard to implement with software. AES in 

counter mode is complex to implement in software taking 

both performance and security into considerations. 

Results: This modifications allows for greater security and 

increased performance.  MAES gives better encryption results 

in terms of security substantial attack. 

 

 

2.7     RGB Substitution and AES (RGBAES) 

Operation Methodology: Applied AES[26] for images 

encrypting to enhance security in communication area for 

sending data. The image file is selected first and then we 

perform splitting of the images. Then we apply AES 

Algorithm on the split images. Decryption mechanism is 

applied on the same image and achieves the split image and 

combines it to form original image. Text to image encryption 

based on principles of DNA computing 

Merits: In this proposed model each character in the text data 

is mapped to a RGB equivalent value by which the text can be 

transformed to an image 

Results: method which leads to a highly secure transmission 

of the text. If anyone decrypts the image then he gets another 

image, which further confuses him whether the actual 

information is in text or in image format. Even when the same 

characters are repeated it cannot be tracked, since each 

character is assigned with random values whenever it repeats. 

 

2.8    Speech Encryption and Decryption using Advanced 

Encryption Standard (SAES) 

Operation Methodology: The implementation of AES 

algorithm[29] is a step by step procedure. At first, in 

encryption module, 128-bit plain text undergoes pre-round 

transformation. Pre-round transformation is bitwise XOR 

operation between the input 128-bit plain text and 128-bit 

cipher key. The output of pre-round transformation is 

transferred to next stages for further round transformations. 

Merits: Security margin of the system is high because of the 

increased number of rounds and using different keys for 

various rounds 

Results: a new hardware implementation has been developed 

for real time application of offline speech encryption and 

decryption using AES algorithm. Cryptanalytic attacks are 

less efficient for longer keys and hence 128-bit AES used in 

this work is definitely more secure. Design techniques used in 

implementation of AES are very simple but the algorithm is 

virtually indecipherable. Further optimization may need to be 

done for minimizing the required area on FPGA for high end 

applications. 

 

2.9    Triple DES (TDES) 

Operation Methodology: 3DES was created because DES 

algorithm[11], invented in the early 1970s using 56-bit key. 

The effective security 3DES provides is only 112 bits due to 

meet-in-the-middle attacks. Triple DES runs three times 

slower than DES, but is much more secure if used properly. 

The procedure for decrypting something is the same as the 

procedure for encryption, except it is executed in reverse. In 

DES, data is encrypted and decrypted in 64 -bit chunks. The 

input key for DES is 64 bits long; the actual key used by DES 

is only 56 bits in length. The least significant (right-most) bit 

in each byte is a parity bit, and should be set so that there are 

always an odd number of 1s in every byte. These parity bits 
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are ignored, so only the seven most significant bits of each 

byte are used, resulting in a key length of 56 bits. This means 

that the effective key strength for Triple DES is actually 168 

bits because each of the three keys contains 8 parity bits that 

are not used during the encryption process. 

Merits: The use of 56-bit keys: 56-bit key is used in 

encryption, there are 256 possible keys. A brute force attack 

on such number of keys is impractical. The nature of 

algorithm: Cryptanalyst can perform cryptanalysis by 

exploiting the characteristic of DES algorithm but no one has 

succeeded in finding out the weakness. 

Demerits: Two chosen input to an S-box can create the same 

output. The purpose of initial and final permutation is not 

clear. 

Results: The presented simulation results showed that 3DES 

has a better performance result with ECB and CBC than other 

common encryption algorithms used. In this paper they have 

presented a performance evaluation of = selected symmetric 

encryption algorithms. The selected algorithms are AES, 

DES, 3DES, Blowfish, RC2, and RC4. 

 

2.10     Elliptic Curve Cryptography Technique (ECC) 

Operation Methodology: Elliptical curve cryptography[16] 

(ECC) is based on a public key cryptosystem based system 

that is on elliptic curve theory. Elliptic Curve Cryptography 

can be used to create smaller, faster, and more efficient 

cryptographic keys. ECC authentication scheme is more 

suited for wireless communications, like mobile phones and 

smart cards, personal information like financial transaction or 

some secret medical reports, confidential data where main 

consideration is to provide secure data. 

Merits: ECC employs a relatively short encryption key a value 

that must be fed into the encryption algorithm to decode an 

encrypted message. This short key is faster and requires less 

computing power than other first-generation encryption public 

key algorithms. For example, a 160-bit ECC encryption key 

provides the same security as a 1024-bit RSA encryption key 

and can be up to 15 times faster, depending on the platform on 

which it is implemented.  

Demerits: One of the main disadvantages of ECC is that it 

increases the size of the encrypted message significantly more 

than RSA encryption. Furthermore, the ECC algorithm is 

more complex and more difficult to implement than RSA, 

which increases the likelihood of implementation errors, 

thereby reducing the security of the algorithm 

Results: Elliptic curve Cryptography authentication scheme 

offers considerably greater data security for a given key size. 

If the key size is smaller it is also possible to implement for a 

given level of security so that it consume less power and less 

heat production. The smaller key size makes faster 

cryptographic operations, running on smaller chip and on 

more compact software. 

 

2.11     Security Mechanism Using Hybrid Cryptography 

 Algorithms (NSM) 

Operation Methodology: proposed system[21], three standard 

cryptographic algorithms such as AES, RSA and MD5. The 

original message is given as input to the AES and MD5 

algorithms. The input may be in any text format except media 

files. MD5 is the hashing algorithm that is used to generate 

the hash value for the given plain text. The plain text may of 

any length the MD5 algorithm compress the plain text. 

Merits: With these three algorithms, can ensure three 

cryptography primitives confidentiality, authentication and 

integrity of data. 

Demerits: The MD5 algorithm is reported prone to a hash 

collision weakness. This weakness reportedly allows attackers 

to create multiple, differing input sources that, when the MD5 

algorithm is used, result in the same output fingerprint. 

Results: The proposed hybrid algorithm is more secure against 

fundamental attacks that were faced when AES algorithm was 

used alone. The proposed methodology enhances security by 

adding MD5 algorithm and integrating the AES algorithm into 

RSA structure with hashing 

 

2.12    Multimedia Cryptography Technique (MC) 

Operation Methodology: Multimedia encryption[25] 

techniques convert original data to another data that is hard to 

understand and is called cipher text. The process of encoding 

plain text messages into cipher text messages is called 

encryption and the reverse process of trans-forming cipher 

text back to plain text is called decryption. 

Merits: The major role of cryptography is to avoid the 

unauthorized operations on documents, text, images during 

transmission, storage and data base. It will encrypt the data 

while transmission and de-crypt the data after receiving to get 

back to original data. There are mainly three types of 

cryptography techniques. They are Secret Key Cryptography, 

Public Key Cryptography, and Hash Functions 

Results: The bio cryptography is best solution to protect the 

multimedia data to avoid unauthorized operations. Normally, 

the multimedia data is very important and should be free from 

security threats including unauthorized operations. However, 

the integrated cryptography approach will not provide better 

security to compare with the bio cryptography as per research 

findings. 

 

3.   STEGANOGRAPHY TECHNIQUES (ST) 

Steganography is the art of hiding information in ways that 

prevent the detection of hidden messages. Steganography, 

derived from Greek, literally means “covered writing.” It 

includes a vast array of secret communications methods that 

conceal the message’s very existence. These methods include 

invisible inks, microdots, character arrangement, digital 

signatures, covert channels, and spread spectrum 

communications. Steganography and cryptography are 

cousins in the spycraft family. Cryptography scrambles a 
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message so it cannot be understood. Steganography hides the 

message so it cannot be seen. A message in cipher text, for 

instance, might arouse suspicion on the part of the recipient 

while an “invisible” message created with steganographic 

methods will not. 

 

3.1     Dual Image based LSB Steganography Technique 

 (DLSB) 

Operation Methodology: Proposed scheme[18] uses two 

different images. Cover image and reference image along with 

a secret embed key (stegokey). Secret embed key is encrypted 

and communicated using public and private key cryptography. 

Basic block diagram of the proposed scheme is shown in 

fig.1. Cover image will be used to embed secret data bits after 

encoding and reference image will be essential for the 

encoding process. It is apparent from the block diagram that 

the most important part of the scheme is the encoding of the 

secret message using the reference image. 

Merits: Least Significant Bit steganography is one such 

technique in which least significant bit of pixels of the image 

is replaced with data bits. This approach has the advantage 

that it is simplest one to understand, easy to implement and 

results in stego-images that contain embedded data as hidden. 

Results: This paper discusses a new scheme to hide the secret 

message within a cover image with a slightly modified 

reference image. Secret text is first encoded using randomly 

selected reference image blocks. Encoded data embedding in 

cover image can be accomplished using any of the available 

LSB techniques with good performance, robustness and 

capacity. This scheme will enhance the obscurity with the 

help of initial parameter settings (secret key) without which it 

is not possible to decode the secret image even after cover 

image being identified. Same encoding scheme can also be 

used with 3 channel colour images. 

 

3.2     LSB and Triple XOR Operation on MSB Technique 

 (MSBLSB) 

Operation Methodology: In the method[19] they propose, 

there are two main schemes, namely message embedding and 

message extraction. Least Significant Bit (LSB) is a very 

popular method in the spatial domain of steganographic 

images. This method is widely used and continues to be 

developed to date, because of its advantages in steganographic 

image quality. However, the traditional LSB method is very 

simple and predictable. It needs a way to improve the security 

of hidden messages in this way. This research proposes a 

simple and safe way to hide messages in LSB techniques. 

Three times the XOR operation is done to encrypt the 

message before it is embedded on the LSB. To facilitate the 

process of encryption and decryption of messages, three MSB 

bits are used as keys in XOR operations. 

Merits: has an advantage in the aspect of imperceptibility as 

evidenced by the excellent value of PSNR and MSE. Where 

all PSNR values are more than 50dB, so does the MSE value 

not more than 0.3. This method is also very simple and safe 

because with XOR operation steganography process can be 

done quickly and easily 

Results: With the XOR operator, the embedded bits cannot be 

directly guessed. Moreover, there are three keys used, with 

three times the XOR operation. The use of an integrated key 

in the cover image also keeps the stego file the same size, and 

no key delivery is required to the receiver so it can speed up 

the messaging process as the file size is maintained. However, 

based on histogram analysis there is a distinct pattern 

difference between the cover image and stego image. 

 

3.3     Image Steganography using LSB XOR Substitution 

 Method Technique (XORLSB) 

Operation Methodology: In this architecture[24] the sender 

and receiver shares same algorithm that is encryption and 

decryption. First the cover text will read then the message is 

being is hidden. The stego key is the place where the actual 

message is been stored in sender and receiver section. The 

colour image transformed into greyscale image because the 

greyscale has less palette of colour than the colour image and 

also has 266 bits along with the pixel  

Merits: There is a reduction of distortion in LSB method and 

also improves the quality without disturbing the hidden data 

Demerits: The disadvantage of Least Significant Bit is that it 

is vulnerable to steganalysis and is not secure at all. 

Results: The propose system that is the methods to hide and 

recover the information is one of the easiest technique to 

nurture the encrypted message from the carrier image. It is 

less pr one to distortion due to image intensities of primary 

colours f or our naked eye. The proposed method is integrated 

within t he hidden information to make significance in 

distortion of image. PSNR is improved as per the formula so 

that quality is measured according to its process. 

 

3.4    Matrix Pattern and LSB Algorithms Technique 

 (MPLSB) 

Operation Methodology: In the MP algorithm[28]  “Message” 

can only be in the form of text, and data is embedded in the 

“Cover-Image” by using the 4th to 7th bit layers of the blue 

layer of each pixel. In the MP work, initially, the “Cover-

Image” is divided into non-overlapping BxB blocks, and 49 

unique t1xt2 matrix patterns are automatically generated for 

26 English characters, 10 numbers, 12 sign keyboard 

characters and one “end of message” character, for each 

block. Then, the “Message” is hidden in the remaining part of 

the blue layer of the selected block that was not used in the 

matrix pattern generating phase. 

Merits: The final “Stego-Image” has a high quality PSNR 

Demerits: The disadvantage of Least Significant Bit is that it 

is vulnerable to steganalysis and is not secure at all. 

Results: A novel steganography method is introduced for 

hiding data in the RGB images by combining two different 

spatial domain steganography algorithms. The MP method 
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can hide data by using the 4th to 7th bit layers of each pixel in 

the blue layer of “Cover- Image”, while the 3-LSB method 

can embed the “Message” in its first three least significant bit 

layers. In this paper, two entrances are used for the 

“Message”. 

 

3.5      Modulus Function in Spatial Domain 

 Steganography  Technique (MOD) 

Operation Methodology: this research proposed LSB 

combination and modulo function and division function to 

insert a secret message on the cover image. The secret 

message will be split into two parts with the division and 

modulus functions. One part is embedded and another part is 

sent as the extraction key. This is done for capacity building, 

security and stego image quality. 

Demerits: The disadvantage of Least Significant Bit is that it 

is vulnerable to steganalysis and is not secure at all. So as to 

make it more secure, the least significant bit algorithm  is 

modified to work in different way. 

Results: Based on the results of hypotheses and experiments 

that have been done in this study proved that the use of divide 

and modulus operations can increase the payload of messages 

by two-fold and message security also increased. This is 

because the embedded message will be divided into two parts 

with the divide and modulus functions. The two parts are data 

mod and div data, div data pinned and mod data are sent 

separately. 

 

3.6     AES Cryptography and Steganography by Genetic 

 Algorithms Technique (GAAES) 

Operation Methodology: The path relinking is a very 

interesting method[27] of local search, and can be applied to a 

number of applications . Virtually, almost any method that 

works with an elite candidates list or a selection of best 

solutions (for instance Variable Neighbourhood Search 

(VNS), GRASP and Tabu Search) can use this refinement. 

The path relinking chooses two (among the solutions present 

in a list) and elects one of them as the starting point (S 1) and 

the second as the guiding  solution (S2). 

Merits: As it is implemented in both hardware and software, it 

is most robust security protocol. It uses higher length key 

sizes such as 128, 192 and 256 bits for encryption. 

Demerits: Every block is always encrypted in the same 

way.AES in counter mode is complex to implement in 

software taking both performance and security into 

considerations 

Results: The main contribution of this work relates to a new 

adaptation for the general path relinking procedure, from the 

way it is used in computational intelligence, to the scope of 

steganography that is to the area of image processing, to 

improve the results obtained with genetic algorithm. An 

interesting aspect is that this adaptation can be easily used 

with almost all other computational intelligence methods 

 

3.7    Steganography Using AES Encryption and MD5 

 Hash Function Technique (MD5AES) 

Operation Methodology:  The basic scheme of steganography 

consists of two processes: encoding and decoding. This 

research[7] was conducted in four core processes: encryption, 

encoding, decoding, and decryption. AES runs 10 rounds that 

include several specific functions. Uses 128 bit key. this 

research also used MD5 as a password scrambler function. 

The password was processed using MD5 hash function, and 

then the secret message was encrypted using AES algorithm 

and the key produced by MD5 function. The next process was 

to find a position of the first frame that was very important to 

calculate the total number of frames that could be inserted by 

the secret message. To maintain the quality of mp3 audio, this 

research only used the homogeneous frame as the media 

container of secret data in the encoding process because the 

homogeneous frame of mp3 file contained a homogeneous 

value were only worth 1 bit. Checking was carried out by 

detecting a key code inserted during the encoding process. If 

the key code was detected, then the bytes of secret message 

were collected and decrypted using the AES algorithm. 

Merits: steganographic capacity does not depend on the size 

of mp3.The difference of the mp3 stego file cover and mp3 

cover file could be reviewed using frequency analysis. The 

result of the comparison shows no difference between the 

pattern spectrum mp3 files before and after the insertion of 

secret message. 

Demerits:  Not all MP3 can be used as a cover media file.  

Only mp3 that has a homogeneous frame can be used as an 

mp3 cover. 

Results: The insertion and extraction of secret messages can 

also be done well, thus it can support the recovery aspects of 

data security. The capacity that can be accommodated 

depends on the amount  homogeneous frame owned by mp3 

cover instead of the size of mp3. 

 

3.8   Spatial domain steganography using pattern 

 recognition Technique (PRT) 

Operation Methodology: proposed scheme[20] for greyscale 

documents enables to hide a secret message with moderate 

length into the documents consisting of various content types 

like text, picture and combination of them. The scheme is able 

to detect hidden data without referencing any additional 

information except for the embedded document itself. 

Merits: The proposed scheme is relied on the local feature 

points in balancing between the visual quality of embedded 

document and the robustness against popular attacks 

Results: With the feature points based steganography scheme 

in spatial domain, the experiments show promising results. 

However, there are many remaining challenges we need to 

solve for improving its performance such as stability of 

feature points, correction of corrupted bits regarding to lossy 

compression and resistance to complex distortions. 
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3.9    Texture based video steganography Technique 

 (TBS) 

Operation Methodology: Input an uncompressed video 

sequence which is divided into  no. Of video frames. 

Randomly 2 frames are selected as input images to generate 

final encrypted image. Apply GLCM algorithm on the first 

image to extract some texture property. Apply PCA algorithm 

to select the relevant features of the first image. Divide the 1st 

image to 8x8 blocks and encrypt each block with the keys 

generated using second image using chaotic encryption, 

combine all video frames to generated final encrypted video 

Demerits: Key generation from second  image is quite 

complicated.  

Results: The performance of proposed algorithm is tested in 

terms of MSE and PSNR. It has been analyzed that proposed 

algorithm performs well in terms of these two parameters and 

provide good results against various attacks. 

 

3.10    Uniform Split and Merge Technique (SMT) 

Operation Methodology: The Proposed system[22] is based on 

Image Steganography. Lossless Compression LSB embedding 

algorithm is used for storing the data inside the image. Along 

with Steganography, proposed system also uses cryptography 

for data encryption. AES Algorithm is unable to provide 

integrity for that purpose; the proposed system uses SHA-256 

hashing algorithm for providing integrity. Later on for 

providing more security split and merge technique is used. 

This technique splits the image into uniform partitions and 

then merges them in a different sequence. 

Merits: The proposed system uses Lossless compression LSB 

technique for storing information in the image and image 

inside image. 

Demerits: The disadvantage of Least Significant Bit is that it 

is vulnerable to steganalysis and is not secure at all. 

Results: The proposed system provides improvement in the 

security factor by improving the PSNR value while not 

resulting to distortion of the Steganographic image. The 

proposed framework helps for concealing the instant message 

in the picture. Additionally, the message that is sent can be 

encoded, to strengthen secure steganography. AES algorithm 

doesn't provide integrity which is provided in the proposed 

framework by taking advantage of SHA- 256 along with AES. 

 

3.11   Stenographic technique Pixel Repetition Method 

 and Special Data Shifting (PRMSDS) 

Operation Methodology: The input image has been converted 

into cover image by applying PRM on it. PRM actually 

transforms each pixel of the original image into 2 × 2 

block.SDS has been used to improve imperceptivity and thus 

facilitates embedding more data for a given level of cover 

image deterioration. The proposed scheme[8] provides tamper 

detection with precise localization at 2 x 2 block level. This 

has been achieved by computing checksum of a predefined 

block size and embedding the checksum bit besides data bits. 

The data to be embedded is firstly converted into 3-bit chunks 

which generally represent a binary stream by its Octal 

equivalent values ranging from 0 through 7 (000 through 

111). In the proposed, special data shifting technique, a four 

step shift towards negative axis of the number line is made 

shifting the entire range of 0 through 7 to -4 through 3  

Merits: The image quality has been established by carrying 

out objective quality analysis in terms of Peak Signal to Noise 

Ratio (PSNR) and Structural Similarity Measure Index 

(SSIM) 

Results: PRM makes the proposed system computationally 

efficient while data shifting guarantees the better visual 

quality of the stego-images. comparison results show that the 

proposed technique outperforms in terms of imperceptibility, 

payload and computational efficiency 

 

3.12     ANT colony optimization Technique (ANT) 

Operation Methodology: Algorithm[1] inspired by nature and 

behaviour of ants.  Artificial ants explore a discrete 

space(similar structure).They go from one node to another 

node and have memory to save info paths. LSB substitution 

method  is used for hiding data. Image is divided into blocks 

to find best path among pixels. energy matrix is calculated for 

the cover image by an energy function. less valuable part of 

the image has greater chance of being removed. (energy 

function employed is gradient function) 

Merits: Acceptable results are provided in comparison with 

LSB and DCT approach 

Demerits: obtained binary image does not exactly match with 

previous   images since data is hidden in unpredictable way. 

Theoretical analysis is difficult, Sequences of random 

decisions (not independent) Probability distribution changes 

by iteration, Research is experimental rather than theoretical. 

Time to convergence uncertain (but convergence is 

guaranteed) 

Results: ANTS find best place for embedding the secret 

message to create a stego image. The proposed method 

improves LSB method using reverse energy function 

 

4.  COMBINED CRYPTOGRAPHY AND  

 STEGANOGRAPHY TECHNIQUE (CCST) 

The cryptography and steganography are two widely used 

techniques for confidentiality of data exchange. Cryptography 

is used to cipher information and steganography is used to 

hide the existence of data communication. Cryptography 

scrambles the information by using a key so that a third 

person cannot access the information without the key. 

Steganography hides the information by using a cover 

medium so that a third person cannot identify the 

communication.  

Individually cryptography and steganography provides 

confidentiality to the data but they have some vulnerability. 

So as a third option we can go for a combination of 

cryptography and steganography There are different kinds of 



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 14, Number 5 (2019) pp. 1049-1061 

© Research India Publications.  http://www.ripublication.com 

1058 

cryptographic and steganography techniques available so we 

can have different combinations of cryptography and 

steganography, in this paper we are comparing the different 

combinations based on their security. We are focused on 

image based steganography i.e. the cover medium is image. 

 

4.1   Hash LSB Cryptography and Steganography 

 Technique (HASHLSB) 

Operation Methodology:  RC4 [4]uses a variable 1 to 256 

bytes key length to initialize 256 bit state table. The state table 

is used for subsequent generation of pseudo random bits that 

is XORed with plaintext. The main function of pixel shuffling 

is that it involves no modification in the bit values and no 

expansion of pixels in the end of encryption.  Hash LSB 

technique i used for hiding  encrypted data in image. A 3,3,2 

LSB insertion method is used. These 8 bits are embedded in 

specific order based on chromatic impact of blue colour to the 

human eye more than red and green colour. 3bits to RED, 3 

bits to GREEN, 2 bits to BLUE. 

Merits: The simplicity of RC4 and Pixel shuffling algorithm,  

RC4 requires only byte length manipulations so it is  suitable 

for embedded systems. 

Results: The system have provided a high security and easy 

way to encrypt, embedding and decrypt secret image without 

affecting the quality of images 

 

4.2   Triple level encryption in Cryptography and 

 Steganography (TCS) 

Operation Methodology: The encrypted cipher is hidden 

inside the image. It uses a reference matrix[3] for selection of 

passwords  depending on the properties of the image. Playfair 

cipher is used for 1st level encryption. AES will be used for 

2nd level encryption. Steganographic technique used is LSB 

encoding. Reference matrix is used to obtain the key for the 

encryption of the image 

Merits: Triple security provided is most secure.  Algorithm is 

used for different formats of  image such as PNG, TIFF, JPG, 

BMP etc., are  

Demerits: encryption done twice is quite complicated because 

a separate key is required for play fair cipher and AES. They 

are also using separate key for steganography. Hence 

maintaining three keys secretly on both sides is quite 

complicated 

Results: The technique combines the feature of both 

cryptography  and steganography which will provide higher 

security. The length of the plain text is also encrypted and sent 

which provides greater advantage for receiver in order to 

check the correctness of the decrypted data. 

 

4.3    Multilayer RSA Cryptography and Dual Audio 

 Steganography Technique (RSACS) 

Operation Methodology: First of all the message is converted 

to cipher text by RSA[9] cryptographic algorithm. The cipher 

text is then hidden in the audio content using the LSB audio 

steganography algorithm. The obtained output audio is used as 

input audio in the second round of audio steganography At the 

receiver end, the cipher text is extracted from the audio cover 

first by using the decoding algorithm of audio steganography 

twice. It is then decrypted into the original message using 

RSA decryption.  

Merits: This method combines the characteristics of both 

audio steganography and cryptography to provide a higher 

level of security 

Results: Robust algorithms could be developed by integrating 

two different cryptographic techniques for serving the purpose 

of preventing cyber-attacks. This algorithm combines the 

features of both RSA cryptography and two rounds of audio 

steganography to provide a higher level of security. 

 

4.4  Image Steganography using Advanced Encryption 

 Standard (IAES) 

Operation Methodology: AES algorithm[10] with some 

modification is used to generate random positions. The 

algorithm has 10 rounds, each round producing unique 128 

bits. These bits are utilized for generating random positions. 

The final output of the algorithm is fed back to the first round 

and the process continues until required amount of bits are 

generated. The security, in this proposed method, is further 

enhanced due to non-existence of cipher text. The cipher text 

generated by the encryption algorithm is used for generating 

pixel locations. Extraction of message can be done 

successfully only if correct key is used. 

Merits: There are no known practical attacks that would allow 

anyone to read correctly implemented AES encrypted 

data.AES has been used for encrypting secret message but the 

idea of using this algorithm to generate random positions is 

not yet proposed, and it is good idea. 

Demerits: In AES, every block is always encrypted in the 

same way. It uses too simple algebraic structure. 

Results: The method considers variability of LSB for 

increasing size of embedded information and AES−128 

algorithm for generating position for implantation randomly to 

make data more secure. The quality of stego image is good 

enough to prevent arousal of any suspicion to intruders. Huge 

appreciation goes to security and the embedding capacity. 

Since secret bits are embedded in random positions, extraction 

of secret message is impossible for steganalyst even if the 

existence of communication is known. 

 

4.5     Blend of Image Steganography and Cryptography 

 Technique (BI) 

Operation Methodology: This system[23] provides the 

enhanced blend of image steganography along with 

cryptography. This method proposes an improved randomized 

LSB technique for colour image steganography and uses 

chaotic theory for encryption of stego-image. A new method 

is proposed to provide security to 24 bit colour images, by 
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integrating Steganography and Cryptography. In this method, 

randomized LSB based method is used to hide an image in 

another image. The resulting stego image is then encrypted 

using chaotic theory. This new integrated method ensures the 

enhancement in the data hiding capacity, the security of the 

image and lossless recovery of the secret data. 

Merits: ensures the enhancement in the data hiding capacity, 

the security of the image and lossless recovery of the secret 

data. 

Results: A new method of image steganography and 

cryptography is implemented in order to enhance the security 

and also the data embedding capacity of the image. An image 

is hidden inside another image with the help of 4-4-4 data 

hiding technique. Hence the embedding capacity of 24 bit 

image is improved as compared to that of existing LSB 

methods 

 

4.6     LSB Based Image Steganography Using Dynamic 

 Key Cryptography (DUALSB) 

Operation Methodology: In algorithm[30] implementation two 

images are taken, in which first image is the carrier image and 

the second image is the secret image. In this method four most 

significant bits (MSB) of each secret image pixels are 

concealed by the four least significant bits (LSB) of the carrier 

image pixels. modification of least significant bit (LSB) of 

picture element of carrier image (CI) is done by the most 

significant bit (MSB) of secret image (SI). Here, along with 

information hiding, security is provided by the dynamic key 

cryptography. The dynamic feature of key is enabled by 

rotating the key and each rotation of key produces new key. In 

this technique, pixel selection of carrier image and secret 

image is done on the basis of pseudo random number (PRN) 

which provide double layer security against the stegno 

analytic attack. 

Merits: For generating key, a pseudo noise (PN) sequence 

every elements of the key vector are utilized. Each PN 

sequence consists of 3 combinations 

Results: In this technique generation of 3 sets of pseudo noise 

sequences takes place which are used to hide the most 

significant bits (MSB) of every pixels of the secret image by 

the least significant bits (LSB) of every pixels of the carrier 

image. By using a key vector of size 192 bits pseudo noise 

sequences can be generated and it gives sufficient amount of 

security for the algorithmic implementation. Here each block 

is ciphered using second key which consists of 8 bits 

character. 

 

5.  CONCLUSIONS 

Security is a very difficult and vital important topic. Everyone 

has a different idea regarding security' policies, and what 

levels of risk are acceptable. The key for building a secure 

network is to define what security means to your need of the 

time and use. Once that has been defined, everything that goes 

on with the network can be evaluated with respect to that 

policy. It's important to build systems and networks in such a 

way that the user is not constantly reminded of the security 

system around him but Users who find security policies and 

systems too restrictive will find ways around them. There are 

different kinds of attacks on the security policies and also 

growing with the advancement and the growing use of 

internet. This paper has, firstly, provided various 

terminologies used for the technique and problem with it. 

Based on the literature of Encryption techniques, we have 

provided the taxonomy for the published techniques, which 

focus on Cryptography techniques, Steganography 

Techniques and Combined Cryptography and Steganography 

Techniques. Under each category, a comprehensive survey of 

Encryption techniques found in the literature have been 

discussed by highlighting the methodology adopted, merits, 

demerits, results. The operation of 30 protocols has been 

summarised. This survey article on Encryption techniques 

may be useful to the researchers working in the related area. 
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