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Abstract There are multiple functionally robust DMS in the market

. . .such as Orfeo, Alfrescdjuxeo, OgnKm andAthento®, but
This paper presents the development of a telematic securlt%ey currently do not show a strisecurity scheme
g .

system as an alternative for document management processe
in higher education instituins. In this order of ideas, there is a clear need of modeling
security systems for document management that have a high

The problem was addressed from the perspective of th egree of information availability and confidentiality and

inherent complexity of providing stricter security measures to rovide security services like neapudiation, preferably
document management systems (DMS), as users must uggsed on open source software. These systems will be viable
external tools and have specific knowledge in security. A

software solution name@ISMOD is proposedwhich makes solutiqn e}lternatives for reducing document security issues in
. . organizations.
extensive use of open source software and was developed in 2
modular way. This usdriendly tool allows for the adoption During the last few years, organizations in Colombia have
of security mechanisms in document management, such d®gun to implement document management systems, most of
digital signatures, multifactor authenticatjorfingerprint  them givate, and some with free licensing. Orfeme of the
biometrics, data encryption and channel security laj@mgics mo s t relevant, is a Adocumen
such as corporate security policies and the legal basis fateveloped by the Superintendence of domiciliary public
document management were taken into account duringervices licensed as free software under GNU/GPL. Orfeo
GISMOD's design and implementation phasEmally, an allows the management of th@aliments of a corporation,
applicationexample of the complete process, verified at thekeeping records in an automated way, with significant savings
University of the Llanos is presented. in time, money and resources such as printer toners, paper and
phot ocopi es, 3aoreo s avearyhcempeté |
solution from the functionality perspective batks several
'security aspects that must be incorporated when dealing with
classified information, as stated by the Colombian Public
Information Transparency Law4] and thefiz er o pap
decree law¥).

Keywords: Digital signature, symmetrical cipher, multifactor
authentication, fingerprint biometrics, document management

INTRODUCTION

Information is one of the mostelevant assets for any

L ; . . The legal framework in Colombia has been strengttheine
organization and must be protected with integrity, g g

. e . 4 . : take on the technological processes for digital information
confidentiality and other security servicedjile guaranteeing management on which society sspported:some examples

access to it by al_Jthonzed personriéallmg to do SO Can  ihat take relevance for this project are presented in Table 1.
generate economic losses, legal issues and information

leakage[1]. That is why organizations are widely investing in  Table 1. Legal framework for document management in

information security, with a special focus on data and network colombia.
protection, as the digital management of it has higher risks cf
potential attacks). NORM TOPIC

Although most corporate information is storedimformation

systems, a high percentage of information asseisistof

documents stored in physical and digital media. As this
information corresponds to large volumes of isolated files
with their own privacy requirements and with a permanent
need to sare them among many users of different levels, it is
necessary to use informatic systems for its managemen

Law 1581 of 2012 fWhereby general provisions 1
the protection of personal data
issue@d

Decree 1377 of 2013 1By which Law 1581 of 2012
partially regulated
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Law17120f 2014 fiLaw on Transparency and t
Right of Access to National Pub
Informationd

Law 12730f 2009 AiBy means of wh

is modified, a new protected le(
good is created d e n 0o mi n
the protection

ISO 27001 o013

Decree26090f 2012

filnformati on s e
systemo

fiPresidatial LawDecree fo
Document Managemeint.

At the same time, our society walks towards a state of total
dependence on digital information and government policies
such as the digital notary,
availability of public information to tizens, the access to
government databases through
data initiative,and others, offera democratization of this
digital age.

According to the still in force UIT-T X.8052003
recommendation:fiThe action of transmitting and stogn
information requires security measures of great importance,
including confidentiality which prevents data from being
disclosed without authorization and guarantees that
unauthorized entities cannot understand the data content, as
well as integrity in thénformation transmitted so as to ensure

the availability of this to authorized users at the time they

need ib [9]. Combination of these security services, with an
adequate adoption of the legal framework, standards and
security policies, reduse the risk of incidents in

ISO 1548%f 2001 fiComprehensive management

documents and a

Law 527 of 1999 fiDefines and regulates access organizations.
use of data messagesc@MMerct |t js of concern that despite the rapid evolution of
and digital sig technological systems, most companies, academic institutions
and government entities in Colombia are still unable to
provide optimal information security services. Accoglio a
PROBLEM

survey conducted by ACIS (Colombian System Engineers
The large amont of information generated by socieyps ~ Association), integrity loss (12,5%), information leakage
been growing exponentially afdu mani t y6s me m@353%)nand dataptheft (7,24%3um up to 30,27% of
recorded, which is why by 2007, 94% of it was already storegS€curity failures in the various productive sectors of the
in digital media, by 2011 the amount of information reachedCountry, moreover there has been an accelerated growth
295 Exabytesf] and by 2025 the Igbal amount data will compared to previous yearE).

grow to 163 zettabytes/]. Although the world has already

solved the information storage problem by the means of

devices such alBBMd System Storage TS3100®hich has ~ MODEL

storage capacity of 36 TB a@Sbps transference speed, and GSMOD was the name chosen for this prajéntaddition,
othe soluions such as RAS, NAS, and RAlthere are still  1he following premises were assumed for its design and

two issues that need attention: management and security. development: the use of free software, the OWASst guide

For the first issue, there are state policies, standards and godd1l, astrang security componerind modular architecture, as
practices that have been imp'emented using proprietary well as the consideration of the normative framework and the

software tools (or fre ones without complete documentation), context of higher education institutions.

that do not impact society with all its capacity. On the other|, colombia, the presidential decree 2609 of 2012 states that
hand, they do not conceive the problem of security from itsy; qocument management systems in @muntry must

real and total dimension, limitingt to an authentication jnciyde the following features: complianceéroperability,
service without other equally impant features such as ron  gecyrity, metalescription, availability and access, content
repudiation, integrity, access control and confidentialityis  aqgition, design and functionality, distributed management,
is especially important as not everyone in an organizationgng technological neutralitys; which are indeed relevant

should be able to accessith the same privilegego all the features for the design of this kind of systdtd.
information; arrently a lot of organizatnsmanage classified

information without the adequate restrictioMsccording to U
Seagate by 2020, 67% of the global data will require someG! SMODO s
security measure and by 2025 it will be 877 [ Tablell. GI SMOD® s

Despite the fact that Law 1273 of 20QQates penalties

between 48nd 120 months in jail due to abusive access or DESCRIPTION
publication of restricted datghis measure isiot enough:
Norton reports that by 2012 more than 9.7 million people
were victims of computer crimes in Colombia and that they
had direct financial losses inghramount of $79,180 million
COP Bl.

The conceptual design process led to the definition of
modul es, which are p

modul es.

MODULE

There are two login options: welméd
biometry.

Multifactor login in both ways, &
password is required, as well as ott
verification mechanisms (captcha a
user type).

Authentication
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Communication

Defines communication paramete
between Java and PHP modules (wh
areweb servicegalled from the cliat
machine).

Indicates the number of docume

Table lll. Confidentiality Levels Structure

LEVEL

DESCRIFTION

The user does not define individual nor gro
permissions (by dependencyjhe document is

Alerts transactions not known by the user. public and is stored without encryption.
Generation and configuration of repol The ysgrdoes not define individual nor grpu
permissions (by dependency)hd document is
by document type, dependenc ; : :
Reports ' o " stored using symmetric encryption (AES
confidentiality levels, access quantitie CBC operation mode, 128 bits), transmiss|
These reports can be exported to PDI p ’ ’
usesencrypted SSL channel.
Allows CRUD (Create, Read, Upda —————
Managment ~ 2nd_Delete) operations. for users permissios (by dependency). The document
& confidentiality levels, series an P y dep Y).

subseries, document types, ¢ic]

Confidentiality
validator

PHP module that validates tt
application of confidentiality and ner
repudiation pticies in the transaction:
requested by the users, according
defined access control table
(confidentiality levels)[14]

stored using symmetric encryption (AES
CBC operation mode, 192 bits), transmissi
uses encrypted SSL channel.

The user defines individual permissions. T
document is stored using symmetric encrypt
(AES in CBC @eration mode, 256 bits)s
digitally signed, and transmission use:
encrypted SSL channel.

It was required for the authentication module to be able to

perform the multifactor proces4H] [16] [17], which can be

done viaweb (with a random keyboard on screen and a
captcha), as well as using biometric authentication. This last
option limits functionality according to security policies and

confidentiality levels. Following, there is a use case for

The user defines individual permissions. T
document is stored using symmetric encrypt
(AES in CBC operation mode, 256 bits),
digitally signed, transmissh uses encrypte:
SSL channel and the user is forced to
fingerprint verification (using the biometri
reader).

Gl SMOD&6s mul nticafioaservicer aut he
e The following figure illustrates the graphical interface for the
management module that allows CRUD operations for
R confidentiality levels defied in GISMOD.
0 e = :» +30 E‘T:;gszu siracon/nivales ;'
T - T & -:m;" usu;_‘ Hageaios @Y O MUAORNAFEd gBGE 0 W Ceows [usisas [ Cooking (0 Poicuias [aentine o [ Ovos murcusores
Usaio e —— ,Wm'
. // e B «
/‘ ] @ e
I Charnswiisvmegoiin e
0 + e it
plcacion'Sarvidor _‘::jvj i’. 101; minima w;@i\)' —
Figurel.Use case for GI SMOD6s mu n
service.
For a focused application of document protection measares,
structure forconfidentiality levels was determined, which are
guaranteed by a confidentiality validatiomodule. This
structure is shown in Tabléd . Figure 2. Web interface for CRUD operations in
confidentiality levels.
A management module, with support for document

management, and transactions associated with documents,
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Login Biometrico Gisvon - © EM

users and security, was designed. This module caperate
with all the other security modules as needed, as shown in the
following use case.

O

| aplacionsenitor

Figure 5. Biometric authentication iGISMOD (Java)

@ GISMOD Aplicacién @ GISMOD Aplicacién
Figure 3. General GISMOD use case
IMPLEMENTATION EUeBL e ; il :‘: [‘: :J:: J‘m
GISMOD was implemented as a distributed system which =~ === : ; o il
modules have been developed in different programming
languages, sicas Java, for the biometric login module web Figure 6. Web authentication isISMOD (PHF)

service, and PHP for the rest of the system. GISMOD uses
PostgreSQL as a database system.

Java code was written usingetBeans IDEwith original The operative system sedyriwas based on GNU/Linux
modules and libraries; for PHP, the Laravel 5 framework waskernel modules, for volume encryption (cryptsetup) and
used along with some encryption and digital signatures OpenSS[18]. Apache was used as web server and application
libraries. container, its SSL module was used for the encrypted channel.

All the technologies used in the déy@ment are preseed in
Following, the login options provided by the authentication Table V. ¢ P

module are presented.
— . The system was developed in a workstation especially
' ‘ 4 equipped with all the hardware and software requirements, as
|" ) well as a test server, that was later deployed in production.
I \ ‘ The workstation was a Windows XP machine (in order to
guaranteebackward compatibility) with a Java development
environment (a.).

Y, @ Hardware components consist of a hEpeed portable
scanner (b.)a thermal adhesive label printer (c.), a biometric

' fingerprint reader (d.), a barcode reader (e.), and a laser

= \ printer (f).

TablelV.Devices i n GIlI SMOD®OG s

FOPT—

‘ ‘ [tem Component/ Device

a. Computer(HP, 4GB RAM, 500 GBH.D. Intel Core
i3 processoy, with Windows OS

Fujitsu Scansnhap S1300 Scanner.

Dymo 450 Turbd.abel Printer

U Are U 4500 Digital Personingeprint Reader
Honeywell Ms 712Marcode Reader.

Samsung SC300 Laser Printer.

Figure 4. Process diagranmultifactorlogin.

First one is the biometric login (implemented in Java), second
one is web login (written in PHP). Both options implement
multifactor authentication

~|o|a|o|o
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function cifrar($source) {
$source = File: :get($source);
$rta-self::CifradoArchivos({$source);
$rta;

function descifrar($source) {
$source = File: :get($source);
$rta-self: :DescifradoArchivos($source);
$rta;

function CifradoArchivos($buffer) {

$cipher = mcrypt_module_open(self::$algoritmo, '', 'cbc', '');
$buffer.='___EOT';

sextra = 8 - (strlen($buffer) % E);

($extra > @) {
(61 = 0; %1 < $extra; $i++) {
$buffer .= '_';
}
}

(merypt_generic_init($cipher, self::$key, self::$iv) 1
$result = mcrypt_generic($cipher, $buffer);

Figure7. G| S M@ Ivd@rkstation for document management merypt_generic_deinit($cipher) ;

}
base64_encode($result);

The symmetric encryption and digital signature processes function DescifradoArchivos($buffer) {

were implemented in PHP, using the mcrypt and gnupg

libraries

encryption and decryption processes implemented in
GISMOD in order to provide the confidentiality and non

$buffer= base64_decode($buffer);

respectively. The following figure shows the scipher = mcrypt_module_open(self::$algoritmo, '*, 'chc', '');

repudiation services.

Table V. Parameters for encryption in Gismod.

(mcrypt_generic_init($cipher, self::$key, self::$iv) 1)
$result = mdecrypt_generic($cipher,$buffer);
$result=substr($result,d,strpos($result,'_ E0T'));
merypt_generic_deinit($cipher);

$result;

Item/Variable Description

Figure8.GI SMOD&6s Encryption and
PHP.

The parametrization of the PHP methods useestablish the

confidentiality |l evels (,linevel

Decryption operation using AES rijnd: order to applythe symmetric encryption and decryption

processes using the AES rijndael algoriti][ according to

confidentiality policies, is presented in the following figure.
Keys, with a length of 128 256 bites and initialization

vectors are established.

<?php

class Niveles
{

cifrar Encryption operation using AES rijnd:
algorithm.

descifrar
algorithm.

Key 12871 256 bitssymmetrickey.

Iv Initialization vector for applying the CB
operation mode.

source File with the document to bencrypted.

result Encrypted/Decrypted resulting file.

Gl SMOD6és encryption is

OO i & 61 HIQQT 6 & @)

Decryption is defined and applied in the following way:

nivel2, nivel3, nivel4, nivel5

defi ¢ function nivel2() {

Ir $array-array();

$array []=MCRYPT_RIJNDAEL_128;
Sarray ]l RIS
SArray (] B e ——————

$array;

Figure 9. Methods for encryption parameterization in PHP.

The user has access to a management interface in which
parameters for each level can &djusted;these levels can
also be created or deleted.
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Finally, the Oreportsd modul e
e systemos transaction logs, wh
= and exported bylocument type, dependency, confidentiality

level, and access quantities.

(‘.'N [
%) ANDRIS FLIPE

-

(o] N
Figure 10. Confidentiality levels parameterizationénface in e il Bl B Ol

GISMOD.
1l

The digital signature process and its verificaticerebased in e 7_ 7_
the DSA asymmetric encryption with a 2048 bits key, N i
incorporating GnuPG (gpg) as a PHP module in the
application.

Nl die comfidenciabulidad_= innde documents = Mocumantns nor denendencia=

Figurel2. GISMOD6 s st at i,partilc s mod

putenv("GNUPGHOME=/web/firma/1lavero");

$contrasena-"INNNNEEN" ;
$fingerprint- " IEEGGGGGGE - .

$identificador = gnupg_init(); ) Reports can also be exported in PDF format (doompdf
$contenidoArchivo = file_get_contents('archivos/$rutaArch'); .
library).
gnupg_addsignkey($identificador, $fingerPrint,$contrasena);
$archivoFirmado = gnupg_sign($identificador,$contenidoArchivo);
file_put_contents('archivos/$rutaArch.sig’,$archivoFirmado); Nivel de confidenciabilidad = Tipode documento = Documentos por dependencia=
Figure 11. Implementation of digital Signature in GISNIO )
N
Signature
ars [ RESOLUCIONES cumerior
VE O WQE OONGOE E 0BT @iIEQ & O@E ke J—

Table VI. Parameters for Digital Signature on GISMOD Figure13 GI SMODG6s statistics m
Variable Description Next, the software eec hnol o gi es used ]
nUDa. Sian Signature function SNUPG development are presented, each one with the module where it
gnupg_sig 9 - was used, its license typeind of technology and a

KSa GISMOD user private key. description of its usage.
Hash SHA-1 hash.

ContenidoArchivaFile which contains the document to
digitally signed.

ArchivoFirmado Digitally signed document.

Table VIl. GI S MO M@d8les Description.

MODULE/COMPONENT TOOL LICENCSE TYPE USAGE DESCRIPTION
Biometric authentication  Javai JDK 1.7 JRL Programming Envi r onment where tt
and verification language system was developed.
Biometric authentication OpenSSL BSD Protocol  Security layer applied to sockets for protec

in information exchange. Protection for d
exchange between the biometric client and
web service. Generation of certificates.

Webauthentication Simplei captcha MIT Library Captcha generation for protection against ro
that try to decipher passwardby brute force.
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MODULE/COMPONENT TOOL LICENCSE TYPE USAGE DESCRIPTION

Biometric authentiaction U.are.U SDK for EULA Software  SDK for the usage of thpersona U.are.u 45l

and verification Windows development readeryprovision of fingerprint recognition key

kit.
Persistence PostgreSQL  PostgreSQL Databas Database system used in admin, server
system client.

Document Management LARAVEL 5 MIT Framework PHP Fr amewor k i n whi
management system was developed.

Server/Communication Debian GNU/GPL Operative S e r v parafive system.

GNU/Linux system
Squeeze

Server/Administrator Apache Apache 2.0  Webserver Web server where GISMOD is deployed.

Document php5 GNU/GPL PHPInterpreterGI SMODOG s devel opme

management/Authenticatic module authentication web service, and Mecr
extersion for hashing, encryption and digi
signatures.

Authentication NetBeans 8.0.1 GPL2 IDE, Integrated development environment used

Developmentt h e devel opment of
software  system.
Modeling Er-master BSD Plugini Eclipse GraphicalER diagram editor used for GISMO
Modeling StarUML GNU/GPL Software  Generation of use case diagrams and seque
application based on UML
Reports/Statistics HighCharts  Creative Com PHPLibrary Used for the generation of graphics for araby
Att- NonCo3. reports.

Reports/Statistics DOMPDF LGPL Library For reports in PDF format.

DISCUSSION

In this section, a use case applied in Feeculty of Basic _

Sciences and Engineerireg the University of the Llanos,

which has more than 800 students and @#iGtione professors,

is presented. This amount of students and professors causes

large flows of information related to academic processes,
correspondence, administrative documents, etc.

The physical resources for the use case are the same already
definedin TableVIIl, in addition to one server (a.) and two
work stations (b.).

Table VIIl. GI S MO Pliysical Resources Description.

Item Component /Device
a. Intel Xeon 4core 3.2 Ghzserver 32GB RAM, ) )
DD. 2 TB, Video 512 MB, LED Monitor 23 " Figure 14. CRUD management nutule for dependencies
2 GbitEthernetinterfaces. loaded
b. 2 computers(HP, 4GB RAM, 500 GBH.D.
Intel Core i3processoy, Windows OS. Public and private user keys were generated, taking the users

Celvis /Decand (4) and drelcorredor
(Felcor)directorGITECX ( 5) a s, thowh 6PGE nc e
GISMOD was loaded with data from 30 dependencies of thewhich were exported in flat files.

Faculty of Basic Sciences and Engineering, as shown in the

next figure.

"0 'CAEAWAAAT Do B @ 0 (4)
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"0 'CAE AT AAT OA was assigned the maximum confidentiality level (Level 5,
Q6 wE 18QNMET U (5) AES 256 bits encryption in CBC mode, digital signature on
the document, fingerprint verification, encrypted SSL channel
transmission,and documentpermission verification). The
document was sent by wuser Of ¢
user O6elvis/ Decanobd.

Figura 15. List of GPGpublic keys for gersDecan® a n d
DirectorGITECXa

Plain text in the key files (llave.elvis.gpg and
llave.felcorredor.gpgyimplifies its manipulation for reading

and transmission to upload them to the Postgres database
server, during the process of user creation,gusinGI SMOD®6 s
web interface.

y
ad

Figure18 GITECX6 s d iupleading the document to the
system

documentor

Once o6felcorredor/ Direxhasor Gl
loggedin, the received documents area is displayed and the
alerts module notices the presenceeafht newdocuments

| (top-right corner).
The sending process starts when the document is created in
o o : Gl SMOD, dragging the document
upload ara, and its features such as type (Act), confidentiality
Figure 16. Verification of key upload, through Postgres level (67" ma x i mu m) , document recei v
database. parameterized.
Officials invited to the functionality and performance tests, . ., ... — o=
interacted with the PHP web interface and the Java-&odt _ﬁmq T -
using both login ways.GISMOD was irstalled in six . < -
computers of the Faculty and in the Open Technologies — M=% =8
Laboratoryi GITECX. = =
EE o Ws Wz
W Ws
- |
Figure 17. Faculty officials interacting witlsISMOD. Figure 19. Document upload moduleploadingfACTA No.

02. docxo

A detailed verification of a complete document managemenLI_h b interf I h N f
process was done, performing the trace to a idenfial e web interflace alows the parameterization of type,

document, which consisted of an act without approval andpermissions, conservation unit, confidentiality level, and the
’ assigned receiver user.
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Seleccionar documento * Felipe Corredds sutputarea(irector GITECX)

ACTA No 02.docx

Permisos del documento *

Seleccione los permisos v i "
Tipo de Documento * Unidad de Conservacion * °
ACTA v ELECTRONICO v
Nivel *
NIVEL 5 v

Seleccione un tipo
NIVEL 1
NIVEL 2
NIVEL 3
NIVEL 4

GsMoD

Figure 20. Setting the maximum confidentiality level.

Users are associated with one or more dependencies, in this - . ——
case it was already docoudband tFpLgeZ% Qo&wnengogtp%qn@qpbt ge@fﬁ;aﬁqp.ﬁ

assigned immediately.

Finally, all the access possi
document were verified both from the web interface and from
the Debian GNU/Linux server file system, evidemgifull
compliance with the security policy, AES encryption
application, DSA digital signature and biometric identity
verification.

These security mechanisms implemented from GISMOD help
to mitigate the risks of crimes and fraud on corporate
information, aswell as to improve the accuracy of the
transactions carried out, integrity, confidentiality, data
encryption, and support to security and smepudiation
policiesin DMS [20].

CONCLUSIONS

This project presented a technological alternative that shows
the possibility of designing and building a tool applicable to
document transactional processes, in any organization that

. ) o requires strict implementation of confidentiality, availability
Figure 21. Selection of the act receivéelvisDecand). and nomrepudiation services.

Modularity and integration of a security cpoment on each
Verification is done booutput i rmodulp are GISMQPefeaturgss that wi allgvy tor ith & t
area and in the recipient ufligaiongnd thg adqptipp ohogercemplex machagismyip | i
application process is executed on thever (AES encryption ~ future versions, based widely on open source software.
and DSA digital signature) and on the client (reading, Tgchnologies and security mechanisms such as digital
modification and deletion permissions, as well as biometricgjgnatyres, multiféor authentication, fingerprint biometry,
identity confirmation). data encryption and channel security layers are insufficient

measures if not oriented from the legal framework and

adequate security policies.
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