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Abstract 

Secret sharing scheme is a cryptographic solution that shares a 
secret to n players. Any number of authorized subset of 
players can reconstruct the secret. After Shamir developed the 
first scheme, many researchers have contributed a lot 
especially focused on detecting and/or identifying cheaters. 
Linear secret sharing scheme is one of the categories of secret 
sharing. Liu et al.'s linear scheme detects cheating with share 
size |vi||s|/𝜀 based on Shamir's scheme with two polynomials. 
It has many advantages including cheating detection 
feasibility but is not efficient in computational concern. To 
remedy the overhead of Liu et al.'s scheme we propose a new 
linear (t, n) secret sharing scheme based on single polynomial, 
denoted by NSSP, which is also based on Shamir's scheme. 
NSSP reduces the computation overhead by half as compared 
to Liu et al.'s scheme while the other required properties of 
secret sharing are maintained. Furthermore, in NSSP share 
size almost reaches the theoretic lower bound. 

Keywords: Linear, Secret Sharing, Cheating Detection, 
Polynomial. 

 

INTRODUCTION 

Secret sharing scheme divides a secret into n shares, and 
distributes to users - one to each user and the shares do not 
reveal any information about the secret. The secret can be 
reconstructed easily if any authorized number of users pools 
their shares together, but an unauthorized subset of users has 
no information about the secret. Motivation of secret sharing 
was to safeguard cryptographic keys and secure storage of 
information [1-3]. A key/information can be securely stored in 
multiple servers as shares and be recovered when it is needed. 
It is also used in military, i.e. in launching a missile. A missile 
launch code is divided into shares and is distributed to 
colonels. The authorized subset of the colonels can launch the 
missile by entering their share. Secret sharing is also used in 
banking system where a customer's information is divided into 
shares. The customer keeps his/her share and the others are 
kept in the bank's database. The customer has to present the 
share during every transaction which is combined with the 
bank's shares for authentication. Secret sharing is also applied 
in multi-party computation and many other applications [4-7]. 

In 1979, Shamir introduced a (t, n) threshold scheme to 
provide a secure way of sharing a secret [8]. It starts with a 
secret information s, which is divided into pieces of 
information called shares vi, and distributes to n individual 
players Ui. Any authorized subset of players is able to 

reconstruct the secret using Lagrange interpolation. The 
scheme is perfect - s can be recovered by any t; (0 < t  n) 
players but not less than t and is ideal - size of the share |vi| is 
equal to the size |s| of secret. 

In 1989, Tompa et al. attacked Shamir's scheme using 
cheating concept and proposed a scheme which solves the 
problem [9]. Cheating players present fake shares during 
reconstruction so that honest players get an invalid secret, 
while they exclusively obtain a valid secret. Even if there is 
only one cheater, Shamir's scheme cannot resist this attack. 
The scheme proposed by Tompa et al. is able to detect this 
using redundant information so that an honest player is 
safeguarded from constructing and believing an invalid secret. 
Though the scheme is based on Shamir's scheme, the 
redundant information makes it not to be linear and increases 
share size. Other schemes in [10-13] also solve the problem of 
cheating detection which helps to prevent cheating during 
secret reconstruction. Each scheme uses its own method of 
cheating detection as a way of protecting honest players. 
However, the share size to achieve this is longer than secret 
size. This makes these schemes to be inefficient. The other 
categories of cheating prevention are under identification of 
cheater [14-17] and robust secret sharing [18-21]. This paper 
will focus on cheating detection with less computational 
overhead. The problem of reducing share size in secret 
sharing with cheating detection has been studied in [12] who 
derived the lower bound to be |vi|(|s|-1)/𝜀+1, which is better 
bound as compared to [11] who derived the lower bound to be 
|vi||s|/𝜀. As some schemes are able to achieve the above 
stated lower bound, most of them are not linear [9-11, 22]. 

Linear secret sharing schemes have been studied especially by 
[7, 11, 19, 23-25] because of their application in multi-party 
computation and function sharing. The schemes are able to 
detect cheating behavior of malicious players during 
reconstruction of the secret hence an honest player cannot be 
fooled. Schemes in [7, 19] could be applied if system needs to 
share more than one secrets (Multi-secrets). Scheme in [11] 
depends its security on the universal hash function which 
means that it is not unconditionally secure, where scheme in 
[24] has been proved to be easily broken by a simple attack as 
pointed out by [25]. Liu et al.'s scheme in [23] used two 
polynomials to detect cheating during secret reconstruction 
and reduce the share size given to a player to |vi||s|/𝜀, though 
its share size is longer than [12]. Use of two polynomials 
increases number of computations the scheme undergoes. As a 
result there is an increased computation overhead. 

The purpose of this paper is to devise a new secret sharing 
scheme, named NSSP, by adopting the required features but 
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removing the problems from the previous schemes. We set 
our goals to propose a new linear secret sharing scheme to 
satisfy the following required aspects drawn from various 
previous schemes 

-  To reduce number of polynomials used in the scheme. 
This will reduce number of computations as compared to 
other schemes 

-  To reduce share size given to each player so that it 
almost becomes equal to secret size. This will reduce 
communication overhead 

-  To provide cheating detection function so that any 
malicious behavior is detected. This helps to prevent any 
successful cheating among players 

-  To satisfy the requirements of a secret sharing including 
recoverability and privacy. This enhances the strength of 
the scheme. 

 

RELATED WORKS  

This section reviews Shamir's scheme [8] and Liu et al.'s 
scheme [23] to provide background knowledge of our 
research. 

 

Shamir’s Scheme  

Shamir's (t, n) threshold scheme is based on polynomial 
interpolation. Given any t points, (x1, y1), …, (xt, yt), it is 
possible to evaluate a unique polynomial f(x) with degree t - 1, 
thus any t players can reveal the secret and not t - 1 or less. 
The scheme has two algorithms; share generation algorithm 
and secret reconstruction algorithm.  

Share generation: A dealer D shares a secret s to n players 
using a random polynomial of degree t - 1 based on equation 1. 

       𝑓(𝑥) = s + ∑ 𝑎𝑖𝑥
𝑖𝑡−1

𝑖=1                                                       (1) 

Each player receives a share vi = f(i). 

Secret reconstruction: Any t, (0 < t  n) players pool their 
shares together and use Lagrange interpolation to evaluate the 
polynomial f(x), hence 

      𝑓′(𝑥) = ∑ 𝑦𝑖 ∏
𝑥−𝑥𝑗

𝑥𝑖−𝑥𝑗

𝑡
𝑗=1,𝑗≠𝑖

𝑡
𝑖=1                                           (2)                          

⟹ 𝑓′(0) = ∑ 𝑦𝑖 ∏
𝑥𝑖

𝑥𝑖−𝑥𝑗

𝑡
𝑗=1,𝑗≠𝑖

𝑘
𝑖=1 =𝑎0,  

where f(0) is the secret and the polynomial in equation 2 is 
exactly the same as equation 1, which D used to share the 
secret. 

We note that in this scheme the following properties are 
fulfilled: 

- Share size is exactly equal to secret size 

- If a new player joins or leaves, it is easy to add shares or 
delete them without affecting the other shares 

- It is easy to change the shares of the same secret just by 
changing the polynomial without breaching any security 

However, the scheme's weakness is failure to detect any 
cheating behavior during reconstruction of the secret as 
pointed out by [9]. Even one cheater can fool all the other 
players without being detected. 

 

Liu et al.’s Scheme  

Liu et al.'s scheme in [23] is a linear threshold secret sharing 
scheme which is just a combination of two Shamir's schemes. 
The share size of this scheme almost reaches the theoretic 
lower bound. Only one player can detect cheating from t - 1 
cheaters which achieves stronger detection. 

Share Generation: The dealer D shares a secret s to n players 
using a polynomial in equation 1 and b0 using another random 
polynomial in equation 3 

       g(x) = b0 + b1x + … + bt-1xt-1,                                           (3) 

such that a random value r  Zp and that the following are 
satisfied; ra0+b0 = 0 and ra1+b1 = 0. Then D computes vi = {mi, 
di}, i = 1,  2, …, n where mi = f(i) and di = g(i), and distributes 
vi to Ui privately. 

Secret Reconstruction: Any t shares are required to 
reconstruct the two polynomials in equations 4 and 5 using 
Lagrange interpolation. 

       f(x) = a0 + a1x + … + at-1xt-1                                         (4) 

       g(x) = b0 + b1x + … + bt-1xt-1                                        (5) 

If there exists a common number r  Zp which satisfies 
ra0+b0 = 0 and ra1+b1 = 0 then s = f(0) is valid. Otherwise 
f(0) is an invalid secret. The use of two polynomials in the 
scheme doubles the computation overhead as compared to 
Shamir's scheme. 

 

NEW SCHEME-NSSP  

In this section, we present a new scheme with single 
polynomial, named as NSSP which detects any cheating 
behavior by dishonest players during reconstruction of the 
secret. NSSP is based on Shamir's scheme, where share 
generation and secret reconstruction are done the same way as 
Shamir's scheme. However, in NSSP, there is a small anomaly 
from Shamir's scheme which is the restriction of the first three 
coefficients. These coefficients are very important for 
cheating detection and reducing number of polynomials. 
Therefore, these features make NSSP to be an important 
scheme. To devise a secure and efficient NSSP, we set the 
required properties in any secret sharing scheme and introduce 
the idea of hiding a secret. These are discussed in subsections 
3.1 and 3.2. 
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Fundamental Properties  

Any secret sharing scheme must be secure from any adversary 
by denying them the opportunity to know the secret when the 
required number of players is not reached. At the same time, 
the secret should be able to be reconstructed after sharing. 
Two fundamental properties of designing NSSP are  

- Privacy: Unauthorized subsets of participants should be 
prevented from learning the secret 

- Recoverability: Authorized subsets of participants 
should be able to recover the secret by pooling their 
shares 

where any scheme that achieves privacy and recoverability is 
called a perfect secret sharing scheme [28]. Tompa et al.'s 
attack caused most secret sharing schemes to include another 
property called cheater prevention which has four categories; 
detection, identification, robustness and verifiability. There 
are two assumptions that are made under cheating detection, 
these are Ogata, Kurosawa and Stinson (OKS) assumption and 
Carpentieri, De Santis and Vaccaro (CDV) assumption [11-
12]. In OKS assumption, no t - 1 malicious players are aware 
of the secret or know part of the secret while in CDV 
assumption, t - 1 cheating players already know the secret but 
want to prevent an honest player from knowing the secret. The 
idea in secret sharing is that no player or any other adversary 
should know the secret before reconstruction takes place. 
Therefore CDV assumption is not proper to use in 
constructing a secret sharing scheme. 

Thereby, the purpose of this paper is to devise a perfect new 
secret sharing scheme under the OKS assumption. 

 

Hiding of Secret  

This subsection gives basic idea how NSSP hide secret 
information. A random element r > 1, chosen from the finite 
field Fp, is multiplied by the secret s and the result is also an 
element of the same field. Lemma 1 and propositions 1 and 2 
give the basic idea on how a hidden element can be revealed 
using elements of the same field. 

Lemma 1: If a  Zp possesses a multiplicative inverse, then 
this inverse is unique [3]. 

A multiplicative inverse of an element a is denote as a-1. 

Proposition 1: [28] Let p be prime. Then every non zero 
element a  Zp has a multiplicative inverse, that is there is a 
number b satisfying 

ab  1 mod p. 

Proposition 2: Let p be a prime and a, b, c  Zp. Then a  b  
c = a if and only if b = c-1. 

Proof : If b is the multiplicative inverse of c, then 

       a  b  c = a  c-1  c 

                   = a  1 

                   = a. 

Let a  b  c = a. Then by proposition 1, a has a multiplicative 
inverse in Zp denoted as a-1 hence 

       a  a-1  b  c = a  a-1,  

which implies that 

      b  c = 1. 

By proposition 1, we conclude that b = c-1. 

 

Using the principle of [29] to hide any other information, s 
can be hidden as equation 6 

       F = s  r                                                                             (6) 

where F  Zp is different from r and s. Therefore it is 
impossible to know them just by knowing F. 

When revealing the secret, a multiplicative inverse of r is 
computed, which is also an element of the field. By 
proposition 1 the multiplicative inverse, y = r-1 exists. 
Revealing the secret is done simply by finding the product of 
F by y which gives the result as a secret as proved in 
proposition 2. 

       F  y = s  r  y  

               = s  r  r-1 

               = s 

The value s is obtained back from F. 

This adoption is to hide the information from cheaters so that 
the case of CDV assumption is avoided. For this to be 
achieved, elements s and r should be not known to any player. 
Otherwise, the purpose will be defeated. Thereby, the purpose 
of this paper is to devise a perfect new secret sharing scheme 
under the OKS assumption. 

 

New Scheme  

 NSSP has two algorithms, share generation algorithm and 
secret reconstruction algorithm. Share generation is done by a 
trusted dealer D who starts by choosing a random element r in 
a finite field, Fp where p is prime which is multiplied by a 
secret s to obtain another field element F as described in 
subsection  

The aim is to hide the secret. D also computes the 
multiplicative inverse of r = y which is used for cheating 
detection. The elements s, y and F are used to be the 
coefficients of a random polynomial used to generate shares 
where a0 = s is the coefficient of x0, a1 = F is the coefficient of 
x and a2 = y is the coefficient of x2. D uses the polynomial of 
degree t - 1 to divide the secret into n shares and distributes 
them to n players using Shamir's scheme. Algorithm 1 
describes in detail how share generation is done. 

To reconstruct the secret, any t players are required to submit 
their shares and identities (i, f(i)) to a trusted third party called 
a combiner C who uses Lagrange interpolation to compute a 
polynomial of degree t - 1. C does not reveal the shares once 
collected from the players, but reveals the secret once it is 
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proved valid. To prove the validity of the reconstructed  
secret, C multiplies the coefficient of x2 by the coefficient of x 
to obtain the coefficient of x0. Algorithm 2 shows how secret 
reconstruction is done by C. 

Algorithm 1: Generation of Secret Share 
Input: Secret s. 
Output: Secret shares vi where i = 1, 2, …, n. 
Initialization: 

- D generates a large prime p and a threshold t. 
- D chooses a random integer r  Zp. 
- D computes Y = r-1 and F = s  r. 

Share Generation:  
- D chooses a random polynomial f(x) = a0 + a1x + … + at-1xt-1. 
- D computes vi = f(i) and distributes vi to Ui secretly. 

 

Algorithm 2: Reconstruction of Secret 

Input: Any list of t shares. 
Output: Secret s = s if no cheating occurred or  if there is 
cheating. 

- C reconstructs f(x) from (i, vi) using Lagrange 
interpolation 

𝑓′(𝑥) = ∑ 𝑠𝑖∏
𝑥𝑖−𝑥

𝑥𝑖−𝑥𝑗

𝑡
𝑗=1,𝑗≠𝑖

𝑡
𝑖=1   

= a0 + a1x + … + at-1xt-1. 
- C computes a1   a2 = a0. 
- C outputs f (0) = s = s if the computation holds or  

if it does not hold. 
 

Cheating Detection  

 In this subsection, we show how cheating detection works 
using the coefficients of the reconstructed polynomial f(x). 
The coefficient of x0 is the secret if there is no cheating. Since 
the coefficient of x1 is F = s  r, the secret is contained in it 
together with the random element r, and the coefficient of x2 
is the multiplicative inverse of an element r which is y. Using 
the knowledge of subsection 3.2, s is obtained from F as in 
equation 7 

       F  y = s  r  y                                                                   (7) 

               = s  r  r-1 

               = s 

, which will only work if all shares are valid. Once fake shares 
are submitted to C, the interpolated polynomial f(x) of degree 
t - 1 which is unique will be different from f(x) i.e. f(x)  f(x). 
Since C does not know the polynomial f(x), then he/she 
computes a1  a2 = a0. Because the points will not be the 
same, the coefficients of the polynomial f(x) will not be the 
same to f(x)'s coefficients. Hence, equation 8 applies  

 

       a1  a2  a0.                                                                    (8) 

 

Therefore, C could detect that the secret is invalid. It means 
that even if cheating is occurred in NSSP, it is not successful. 

 

ANALYSIS  

This section provides the proof for privacy and recoverability, 
of NSSP and discusses the computational overhead of NSSP 
by comparing it to Shamir's and Liu et al.'s schemes. 

 

Security Analysis  

In this subsection we will prove the recoverability and privacy 
of NSSP, that is only t shares could get the secret but t - 1 or 
less shares do not reveal any information on the secret. We 
also show how cheaters can be detected in NSSP. 

Lemma 2: Any secret share given to a participant does not 
reveal any information about the secret s in NSSP. 

Proof : In share generation, NSSP uses Shamir's scheme of 
sharing the secret which uses the polynomial f(x) of degree t - 
1 to share the secret where a0 is the secret. Since each share in 
Shamir's scheme is a result of substituting i in the polynomial 
to get f(i) which does not reveal about a0. Then security of 
NSSP is the same as Shamir's scheme because it just adopts 
the method. No information can be revealed by individual 
shares on their own in NSSP. 

Proposition 3: Given any t shares, the secret can be 
reconstructed and any t - 1 shares or less do not reveal any 
information about the secret in NSSP. 

Proof : In share reconstruction, NSSP uses Shamir's scheme 
of recovering the secret. To reconstruct the secret, Lagrange 
interpolation is used to come up with the secret. By this 
method, using any t points, a unique polynomial of degree t - 
1 is obtained. Thus 

       𝑓′(𝑥) = ∑ 𝑠𝑖∏
𝑥𝑖−𝑥

𝑥𝑖−𝑥𝑗

𝑡
𝑖=1,𝑗≠𝑖

𝑡
𝑖=1 . 

The term a0 is the secret. Since the polynomial is unique, the 
two polynomials f(x) and f(x) are equal. The terms a0 from f(x) 
and a0 from f(x) are also equal. This proves the correctness of 
the NSSP. 

Now we need to show that t - 1 shares do not reveal any 
information about the secret. If we assume t - 1 participants 
collude to recover the secret, they have to solve a system of t - 
1 equations with t unknowns. 

 

       (

1 𝐼𝐷1 … 𝐼𝐷1
𝑡−1

1
⋮

𝐼𝐷2
⋮

…
…

𝐼𝐷2
𝑡−1

⋮
1 𝐼𝐷𝑡−1 … 𝐼𝐷𝑡−1

𝑡−1

)(

𝑎0
𝑎1
⋮

𝑎𝑡−1

) = (

f(𝐼𝐷1)
f(𝐼𝐷2)

⋮
f(𝐼𝐷𝑡−1)

) 

 

It is impossible to solve this system of equations unless a t-th 
term is guessed. Thus we need at least t points to interpolate 
the polynomial which might be not correct since the shares are 
secretly transmitted to participants. By lemma 2 the t - 1 
participants do not reveal the information about the secret and 
by subsection 3.4, cheating will be detected in NSSP. This 
proves our second claim. 

 



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 13, Number 14 (2018) pp. 11600-11605 
© Research India Publications.  http://www.ripublication.com 

11604 

Computational Overhead Analysis  

In this subsection, we provide the required computational 
overhead for NSSP and later compare these computations 
with those in Shamir's scheme [3] and Liu et al.'s scheme [23]. 
The computation analysis of NSSP is only focused on share 
generation and secret reconstruction because the computation 
in initialization phase is done once. For simplicity, we will use 
Mul, Add and Inv for multiplication, addition and inverse 
modulo, respectively. 

During share generation, NSSP needs to compute n shares 
from a polynomial f(x) of degree t - 1. To generate n shares, 
the following number of operations occurs 

- n( t – 1) Mul 

- nt Add. 

During secret reconstruction, Lagrange interpolation uses t 
points which are the shares and the identities of the player i.e. 
(i, vi) to obtain a polynomial f(x). To reconstruct the 
polynomial the following computations are done 

- t3 + t + 1 Mul 

- t Inv 

- t Add. 

Table 1 shows the comparison of the computational overhead 
of related schemes among Shamir's, Liu et al.'s and NSSP. 

 

Table 1. Computational Overhead in Secret Sharing Schemes 

Share Generation 

Scheme Mul Add Inv Total Operations 

Shamir’s n(t-1) nt - n(t-1) Mul + nt Add 

Liu et al.’s 2n(t-1) 2nt - 2n(t-1) Mul + 2nt Add 

NSSP n(t-1) nt - n(t-1) Mul + nt Add 

Share Reconstruction 

Shamir’s t3+t+1 t t t3+t+1 Mul + t Add + t Inv 

Liu et al.’s 2(t3+t+1) 2t 2t 2(t3+t+1) Mul + 2t Add +2t Inv 

NSSP t3+t+1 t t t3+t+1 Mul + t Add + t Inv 

 

The analysis shows that NSSP has the same computation 
overhead to Shamir's scheme and half from Liu et al.'s scheme. 
Liu et al.'s scheme and NSSP have cheating detection 
capability. This makes NSSP more secure and efficient than 
Shamir's and Liu et al.'s schemes. 

 

CONCLUSION 

Secret sharing scheme should satisfy privacy and 
recoverability and provide cheating prevention which has 
been discussed in this paper. This paper has proposed a new 

secret sharing scheme named NSSP which also satisfies these 
properties where t shares can be used in reconstructing the 
secret while any t - 1 should not be able to know the secret. 
NSSP has the ability to use the coefficients of the polynomial 
to achieve cheating detection which is done by the combiner. 
The coefficients of the x0, x and x2 of the polynomial 
reconstructed by Lagrange interpolation are used for cheating 
detection. Cheating detection occurs even if there are t - 1 
cheating players. Use of one polynomial to share the secret in 
NSSP helps it to reduce computation overhead by half as 
compared to Liu et al.'s scheme. Share size of NSSP almost 
reaches the theoretic lower bound which increases the 
efficiency of the scheme. 
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