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Abstract 

one of the services provided by the cloud environment is 

cloud storage which allows users to store, remotely manage 

and access their data over the internet. However, the limited 

control granted to users over remote cloud nodes makes users 

worry about the integrity of their data as the user’ data can be 

accessed or modified by external attackers. Therefore, a new 

terminology called data auditing has been evolved to allow 

users to use cloud storage as they use their local storage 

without worrying about the integrity of their data. In order to 

achieve the auditing task, users can resort to an independent 

entity called Third Party Auditor (TPA) rather than putting the 

burden of the auditing task on the users themselves. The job 

of the TPA is to monitor the modifications, deletions, and 

insertions made on the user’s data. However, using a TPA can 

endanger the data privacy and hence a privacy preserving 

TPA is required.  In this paper, we have designed and 

implemented a cloud storage framework which includes an 

efficient TPA with main objective is to provide the public data 

auditing service while preserving the data privacy. Also, it can 

act as an intermediary between the data owner and the cloud 

service provider through which the users can upload, access, 

modify, delete, and audit their data while maintaining its 

privacy. The proposed auditing protocol is based on using two 

well-known encryption techniques, namely, message digest 

algorithm 5 (MD5) and advanced encryption standard (AES).  

Also, the TPA allows the users to store their data on multiple 

clouds to enhance the availability of data. A set of 

experiments have been conducted to evaluate the performance 

of the proposed public auditing mechanism. 

 

Keywords: Cloud Storage, TPA, Data Privacy, Data Integrity, 

Encryption.  

 

INTRODUCTION  

Cloud computing is a distributed computing paradigm which 

is able to host and provide a variety of internet based services 

for the customers. In recent years, the cloud computing usage 

rate has increased rapidly because of the different advantages 

provided by the cloud. These advantages include adopting the 

pay-as-you-go principle as a pricing model, providing as 

much resources as needed which achieves a high degree of 

scalability, saving the efforts and money needed to maintain 

the IT infrastructure, and decreasing the costs and risks of 

launching an investment where the user is not obliged to 

spend a lot of money to build the required infrastructure. All 

of these advantages attracted many enterprises to depend on 

the cloud infrastructure rather than the in-house infrastructure 

[1, 2]. 

Among the services provided by the cloud is storage as a 

service which allows the users to store, to remotely manage 

and to access their data over the internet. From the users’ 

point of view, including IT enterprises and individual users, 

cloud storage service has achieved a set of appealing 

advantages which includes removing the burden of data 

storage management from the users’ shoulders, easy data 

access through the internet regardless the current geographical 

locations, saving the money needed for the software, 

hardware, and maintenance, etc [3]. However, there is a set of 

challenges and research problems which came with cloud 

storage service and need to be alleviated to increase the user’s 

contentment for this service. One of these problems is the 

users’ concern about the integrity and availability of their data 

and their feelings that the data can be accessed or modified by 

external intruders because of the limited control granted to the 

users over the remote cloud nodes. This worry from the users 

can be justified when we know that security threats and 

service outages are occurring for the cloud services from time 

to time [4].  Also, there are many reasons which can motivate 

the cloud service provider to behave inappropriately toward 

the outsourced data such discarding the data of a user for 

monetary reasons, hiding the security breaches which affected 

the data to save their reputation [5, 6]. Hence, there is no 

guarantee on the availability and integrity of data [4].  

 

Therefore, data auditing has been evolved to allow the users to 

use the cloud storage as they use their local storage without 

worrying about the integrity of their data. Users can perform 

data auditing mission by themselves (private auditing) or they 

can exploit the expertise, knowledge, capabilities, and 

professional skills of an independent entity called Third Party 

Auditor (TPA) (public auditing) rather than putting the burden 

of the auditing task on the users’ shoulders [4, 7]. It is 

necessary that the TPA should be able to audit the data 

without knowing its contents to the preserve the data privacy. 

Also, the data availability can be achieved through storing the 

data of users on multi-cloud instead of a single cloud.  

In this paper, we have designed and implemented a 

complete framework by which the data owners can use the 

cloud storage in a more secure and reliable manner.  In the 

proposed work, we consider a cloud data storage service 

which involves three entities: cloud service provider (CSP), 

Client, and a third party auditor (TPA) as shown in figure.1.  

CSP is the entity which owns the cloud servers on which the 

data would be stored. The client is the owner of the data who 
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wants to exploit the cloud storage service provided by CSP. 

TPA is the entity which is responsible for providing the public 

data auditing service while preserving the data privacy. Also, 

if the user wants, it can act as an intermediary between the 

data owner and the cloud service provider through which the 

users can upload, access, modify, and delete their data. Also, 

the TPA allows the users to store their data on multiple clouds 

to enhance the availability of data. 
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Figure 1: The architecture of the cloud storage service . 
 

The rest of paper is organized as follows: The related work is 

overviewed in section 2. Then, the basic concepts needed to 

understand the proposed work are described briefly in section 

3. In section 4, the proposed mechanism is presented with a 

detailed description of each component. In section 5, a set of 

experiments has been executed to evaluate the performance of 

the proposed mechanism. Finally, the paper is concluded and 

the proposed future work is provided in section 6.  

 

RELATED WORK 

It is obvious that the cloud storage service faces a set of 

challenges concerning the security and integrity of users’ 

stored data. Therefore, there are a lot of efforts that has been 

done to make the user more comfortable during the use of 

cloud storage service. In [4], they proposed a public auditing 

method which can be performed by a TPA while preserving 

the privacy of data which stored on the cloud nodes. Their 

proposed method is based on random masking and 

homomorphic linear authenticator to make the TPA know 

nothing about the content of data during the auditing process. 

Also, they designed the TPA in such a way that makes it able 

to handle many auditing requests from multiple users on the 

same time in a batch manner.  

 

In [8], the researchers have developed a mechanism for the 

public auditing service through a TPA while preserving the 

privacy of data. Their proposed mechanism has utilized ring 

signature for computing the verification information required 

to verify the integrity of the shared data. TPA cannot 

recognize the identity of the person who signed on each data 

block.  

 

Also, the authors in [9] proposed another public auditing 

scheme to verify the integrity of the shared data which reside 

on the cloud. In their proposed method they support dynamic 

operation on data and group dynamic. Also, they decreased 

the computation burden put on the users through employing a 

proxy signature. On the same time, by adopting a Lagrange 

interpolating polynomial, the proposed method achieves the 

identity’s privacy-preserving while keeping the 

communication overhead and computation cost small as 

possible.  

 

Toward achieving the same goals, in [7] a public auditing 

scheme has been developed with design goals to verify the 

integrity of data along with confidentially, be privacy 

preserving, be efficient, and be secure. Their proposed 

auditing scheme employed AES cipher for encryption, SHA-2 

for checking the data integrity, and RSA for calculating the 

digital signature.  

 

Another public auditing scheme is suggested in [10] for 

monitoring data insertions, modifications, and deletions. The 

suggested scheme supports data dynamics and performs the 

auditing process by using multiple TPA. In addition to the 

ability of the suggested scheme to handle many auditing 

requests from multiple users at the same time through batch 

auditing, they used the concept of ring signatures besides 

improving block level authentication by using Merkle Hash 

Tree.  

 

In [11], a public auditing scheme has been devised which 

performed by a TPA while preserving data privacy with 

efficient computation. Their solution is based on Chinese 

Theorem Remainder preceded by a cryptographic hash 

function with an attempt to optimize the computation at cloud 

server, TPA, and the owner of data. Also, another public 

auditing mechanism has been proposed in [12] for educational 

multimedia data stored in the cloud storage which allows fully 

dynamic auditing. They guarantee the privacy of data through 

utilizing a homomorphic hash function and random values 

beside its immunity against temper attack and lose attack.  

 

In [13], a privacy preserving public auditing mechanism 

called Knox has been proposed for data maintained in the 

cloud storage in which there a large number of users who can 

access the data. In order to build homomorphic authenticators, 

Knox adopts group signatures which allow the TPA to 

perform the auditing process without the need for retrieving 

the whole data and without revealing the identity of the signer. 

The results have been shown that the amount of time and 

information required for the verification process are not 

influenced by the number of users.  

 

At last but not least, the researchers in [14] have combined 

public verification with ID-based aggregate signature to build 

data integrity checker protocol. Besides performing the 

auditing process on behalf of the data owners, the proposed 

mechanism can reduce the overhead of checking tasks based 

on the identities of users. 

 

BACKGROUND 

In order to understand the proposed work, brief descriptions 

for the relevant concepts is provided in this section. We begin 
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with demonstrating the concept of encryption as a tool for 

preserving the confidentiality of data then we focus on two 

types, namely, MD5 and AES as they are the encryption 

techniques employed  in our work. After that a simple 

description about the concept of multi-cloud and why the 

owners of data are shifting toward it. 

 

Encryption 

In our modern society, the concept of information security 

became extremely important because of the huge amount of 

information which needs to be stored or transmitted in an 

electronic manner through the different networks, especially, 

the internet [15]. Generally, information security means the 

different processes designed to preserve the confidentiality, 

integrity, and availability of information [16]. Cryptography is 

one of the main tools for maintaining the security of the 

sensitive data, especially, the confidentiality issue [17]. 

Simply, Encryption turns a plain text into a cipher text to be 

stored or transmitted across a network in such a way that 

allows only the intended recipient to retrieve the plain text as 

shown in Figure 2  [18]. 

 

 
 

Figure 2: General data encryption scheme 

 

On the basis of the key, encryption algorithms are classified 

into two main categories: Symmetric and Asymmetric key 

which also are known as secret-key and public-key, 

respectively. In Symmetric-key encryption algorithms, the 

same key (secret key) is used for both the encryption and 

decryption processes while in Asymmetric-key encryption 

algorithms, one key is used for the encryption process called a 

public key and another key called a private key is used for the 

decryption process [19]. The key is a sequence of numbers, 

letters, and/or symbols. Choosing the key is an important issue 

because the strength of the encryption algorithm depends 

directly on the chosen key [20]. On the basis of the input data, 

encryption algorithms are classified as block encryption 

algorithm or stream encryption algorithm. In block 

encryption, the size of input data (input block) is fixed. On the 

other side, in stream encryption algorithm, a continuous 

stream is used for encryption and decryption [21].  In the 

following subsections, brief descriptions are provided about 

two well-known encryption algorithms, namely, MD5 and 

AES. 

 

Message Digest algorithm 5 (MD5) : 

It is a well-known and widely adopted cryptographic hash 

function which designed in 1991 by Ronald Rivest to take the 

place of MD4. It takes a message of arbitrary length as input 

and generates 128 bits hash value. Initially, MD5 was 

designed to be utilized as a cryptographic hash function but a 

large number of vulnerabilities have been discovered. 

However, MD5 is still used for two main reasons. The first 

purpose, it can work as a checksum for data integrity 

verification against unintentional corruption. Secondly, it can 

be used when a large file needs to be compressed securely 

before being encrypted [22, 23, 24]. 

 

Advanced Encryption Standard (AES) : 

AES is a symmetric block encryption standard recommended 

by The National Institute of Standards and Technology 

(NIST) to replace DES in 1997. This recommendation came 

after a competition to choose the best encryption algorithm. 

AES was designed to accomplish a set of characteristics such 

as its immunity against all known attacks, fast, and simple. 

Actually, until now, there is no a known attack that is able to 

unlock AES except brute force attack in which the attacker 

has to try all the character combination. Unlike DES which 

states that the size of the block and the key can be 64 and 56 

bits, AES allows different sizes for the block and key which 

includes 128, 160, 192, 224, 256 bits. Furthermore, the sizes 

of the block and the key need not to be the same. However, 

AES standard is stating that AES algorithm can only handle a 

block of size 128 bit and a key of size 128, 192, or 256 bit 

[25]. 

 

Multi-cloud Storage 

Cloud data storage or is one of the prominent services offered 

by the cloud service provider. Cloud storage service allows 

the customers to store their data on the cloud storage nodes 

instead of storing it on their own servers. Despite those many 

advantages which came with this service such as the 

flexibility, scalability, etc, there are some security issues 

which need to be addressed to make the customer of the 

service more comfortable [26]. One of the security issues that 

need to be considered is the availability of data, especially, 

when we know that security threats and service outages are 

occurring for the cloud services from time to time [4]. So, one 

of the methods which can handle the availability issue is using 

multi-cloud storage, also known as inter-cloud or cloud of 

clouds, instead of a single cloud storage because when data is 

stored on a single cloud that makes the system contains a 

single point of failure [27]. Away from the preventive 

measures taken by the cloud provider to ensure the availability 

of data, the dependency on multi-cloud can remove the fears 

of the data owners about the availability of their data. Also, 

there are many real cases where the cloud providers suffered 

from the service outage. 

Therefore, it predicted that using single cloud storage 

becomes less popular because of the risks related to the 

service availability failure [28]. In addition to enhancing the 

availability of data, there some other reasons which can make 

the customers, whether individual or enterprises, more likely 

to use multi-cloud storage rather than the single cloud. One 

reason may be the desire of customers to be able to isolate 

private and public data through using a hybrid cloud which 

may consist of a private cloud and a public cloud.  Another 

reason may be the need of customers for some secondary 

services which exist on other clouds [29]. 

 

THE PROPOSED FRAMEWORK 

As demonstrated in the previous sections, there is a need for a 

public auditing mechanism which is able to conceal the fears 
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of the users who have data stored on the cloud storage. In this 

section, a public auditing protocol has been proposed with 

main objective is to adopt a third party for performing the 

auditing process on demand on behalf of the data owners 

while preserving the data privacy. In the proposed protocol as 

shown in Figure 1, there are three main entities, namely, cloud 

service provider (CSP), client, and a third party auditor 

(TPA). CSP is the entity which owns the cloud servers on 

which the data would be stored. The client is the owner of the 

data who wants to exploit the cloud storage service which 

provided by CSP. TPA is the entity which is   responsible for 

providing the public data auditing service. The proposed 

auditing protocol has been designed to achieve a set of 

objectives which can be summarized in the following points: 

1. Public audibility: A Third Party Auditor (TPA) is 

employed in order to verify the integrity of data stored on 

the cloud storage without putting an additional online 

burden of the clients. 

2. Storage Correctness: TPA is able to figure out if there is 

any corrupted blocks in the stored data or not. 

3. Improving data availability: this means enhancing the 

resistance against the denial of service (DOS) attacks or 

whatever attacks which can prevent authorized data 

access.    

4. Preserving data confidentiality: this means maintain the 

secrecy of data whether during its residence on the cloud 

storage or during the auditing process performed by the 

TPA. 

5. Efficiency: minimizing the time required whether for 

storing the data on the cloud or for performing the 

auditing process. 

 

In the proposed framework, there are two modes for TPA 

operations: Semi-Trusted TPA and Fully-Trusted TPA. In 

Semi-Trusted mode, the role of TPA is limited to performing 

the auditing process on demand on the behalf of the user. On 

the other side, in Fully Trusted mode, the TPA acts as 

intermediary between the client or the data owner and the 

cloud service provider. In other words, there is no direct 

interaction between the client and the cloud service provider. 

 

As shown in Figure 3, in both modes the client is responsible 

for selecting the file that needs to be stored remotely on the 

cloud storage. Then, the file is divided into blocks of certain 

size. After that, the MD5 is applied on the blocks to generate 

128 bits hash value for each block. Then, the hashes are 

concatenated into one string to be the input for the AES cipher 

algorithm. Also, it is the responsibility of the client to store 

the keys used in the encryption process locally. In order to 

store the data in the cloud storage, there are two scenarios. 

The first scenario occurs when the TPA works in Semi-

Trusted mode; it is the responsibility of the client to upload 

the file into the cloud storage directly without TPA 

intervention. On the contrary, in the second scenario when the 

TPA works in Fully Trusted mode, the client directs the 

encrypted data to the TPA and selects the different cloud 

providers which will store the data then it is the responsibility 

of the TPA to upload the data into the cloud storage. 

 
Figure 3: The architecture of the proposed auditing 

mechanism 

 

In the client side, the MD5 is used for two main purposes. The 

first purpose is to encrypt the data as MD5 is a well-known 

encryption algorithm but the essence of its use in the proposed 

method is to compress the data to minimize the encryption 

time for the AES algorithm as well as the time required to 

transfer the data for the client to the cloud service provider 

and vice versa.  Figures 4a and 4b provide an example for 

using the MD5 algorithm. 

  

 
(a) 

 

  
(b) 

 

Figure 4a is a jpg color image with a resolution of 280 * 147 

and total size of 22.4 KB. Figure 4b is the concatenated 

hashes of the image shown in Figure 4a with size of 7 KB. 

AES has been selected as the main encryption algorithm in the 

proposed auditing mechanism because of its immunity against 

all known attacks, speed, and simplicity. The doubly 

encryption process is adopted to make the task of the intruder 

harder if he wants to read the content of the data and hence the 

confidentiality of the data is preserved.  

 

After the completion of this doubly encryption process, the 

client stores the encryption keys locally on a private cloud and 
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transfer the encrypted data to the selected cloud storages by 

himself if a Semi-trusted TPA is adopted or only directs the 

data to the TPA which transfers the encrypted to the selected 

storage on the behalf of the client if a Fully-trusted TPA is 

adopted. The flow chart for storing the data in the cloud 

storage is shown in Figure 5. In the proposed framework, the 

multi-cloud model is adopted where there are at least two 

clouds: private cloud in which the encryption keys are stored 

and a public cloud in which the encrypted data blocks are 

stored. Also, more than one public cloud (multi-cloud) can be 

used to store the encrypted data blocks to enhance the 

availability of data in case of service outage in a cloud service 

provider where the data can be accessible from the other cloud 

service provider. Once the encrypted data get stored on the 

cloud storage, the client can ask the TPA to perform an 

auditing process given the file id, cloud provider id, 

concatenated hashes, and the encryption key used for the AES 

algorithm. 

 

 
Figure 5: Flow chart of the store data process  

 

In a Semi-Trusted TPA, the sign up, login and audit processes 

are the only allowed processes for the clients. In order to use 

the TPA services, the client has to sign up and create an 

account then the login process must be executed successfully. 

After the success of the sing up and login process, the client is 

allowed to send an auditing request to the TPA. Upon a 

request from the client, the TPA asks the cloud provider to 

return the required data. After the arrival of the encrypted data 

from the cloud provider, the TPA decrypts it using the 

encryption key provided by the client then the hashes are 

compared and the results are returned to the client. It is 

obvious that the TPA does not need to know the content of the 

data to perform the auditing process as the comparison is 

performed between the hash values. The sequence diagram of 

the auditing process is shown in Figure 6.  

 
 

Figure 6: Sequence diagram for the audit data process  

 

In the Fully-Trusted TPA, the client is not forced to have a 

direct interaction with the CSP because the TPA is providing 

a GUI through which the user can select the intended CSPs to 

store the encrypted data. Also, through the GUI the client can 

ask the TPA to download the needed data from the cloud 

storage. 

 

EXPERIMENTS AND RESULTS 

In the proposed work, the TPA has been implemented as a 

web service available for use by every registered user after 

completing the sign up process and passing the login process 

using a web site designed and implemented for this purpose.  

In the proposed framework, the data owner can access the 

TPA through two ways. In the first way, the data owner or the 

client can access the TPA using any web browser such as 

Google chrome, Firefox, or Internet Explorer, etc. in the 

second way, the data owner or the client can access the TPA 

using the mobile application which we have developed in 

order to make him able to access the TPA easily through any 

android phone. The technologies used for building the 

proposed system includes: Java, JSP, Java servlet, HTML, 

Java Script, MySQL, and Jason for message exchange besides 

the Netbeans as the used integrated development environment. 

Also, the client environment which used in the experiments 

with operating system Windows 7 and with hardware 

characteristics as follow: 

 Processor: Pentium iv 2.6 Ghz 

 RAM: 512 mb dd ram 

 

The dataset used in the following experiments consists of 150 

different files. The types, numbers, and sources of the files are 

shown in detail in table 1. The files are of different sizes with 

total size up to 1.5 Gigabyte.  
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Table 1. The details of the files set used to evaluate the 

performance of the TPA 

View source Number  

of files 

file type sequence 

Created using 

Microsoft Word. 

37 Document File 1 

Created using 

Notepad. 

25 Text  File 2 

internet 35 Image File 3 

Internet 14 PDF File 4 

YouTube 24 Video File 5 

internet 3 Audio File 6 

Created using 

Microsoft 

PowerPoint 

12 PowerPoint 

File 

7 

 

In this section, a set of experiments have been executed to 

evaluate the performance of the proposed mechanism. The 

first three experiments have been done on the data set 

described in Table2. As shown in Table 2, the data set consists 

of 25 files with different sizes and different types. The first 

three experiments are conducted to measure the upload time, 

key generation time, and encryption time sequentially. 

 

Table 2. The details of the files set used in the first three 

experiments and the results of the different experiments 

 

 
 

As mentioned previously, the first experiment has been done 

to compute the time (in msec) needed to upload a set of files 

which have different sizes (in KB). Upload time is the time 

required to upload a specific file to the cloud storage. I.e. it is 

the difference between the start upload time and finish upload 

time. In addition to Table 2, the results of the first experiment 

are shown in Figure 7.  

 

 
 

Figure 7: The upload time for a set of files with different 

sizes. 

 

The second experiment has been done to compute the time 

required to generate the encryption keys for each file to be 

encrypted using the AES encryption algorithm. In addition to 

Table 2, the results of the second experiments are shown in 

Figure 8. The third experiment computes the time of the 

encryption for each file in the set and the results are shown in 

Figure 9. Both of the experiments are applied on 25 files from 

the data set. 

 

  
Figure 8: The time of generating the encryption keys for a set 

of files with different sizes 

 

 
Figure 9: The time of encryption using the AES for a set of 

files with different sizes. 
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From the previous figures, it can be seen that the upload time, 

key generation time, and encryption time are directly 

proportional to the file size. The fourth experiment has been 

done to compare the proposed method with another public 

auditing scheme which mentioned in [7] in terms of the time 

required to perform the auditing process on a set of files with 

different sizes. The results in millisecond are shown in Table 

3 and Figure 10.  Generally, from the results we can see that 

the auditing time is directly proportional to the file size. 

 

Table 3. Size of the files used to measure the speed of 

Auditing process 

sequence File 

Size 

KB 

Auditing Time 

Existing System 

milliseconds 

Auditing Time 

Proposed 

System 

Milliseconds 

1- 20  25 19 

2- 50  34 29 

3- 80 41 33 

4- 110 49 40 

5- 140 56 46 

6- 170 62 51 

7- 200 69 58 

8- 230 76 63 

 

 
 

Figure 10: The time of auditing using the existing and the 

proposed methods for a set of files with different sizes. 

 

 

Figure 10 shows that the proposed method is faster than the 

method mentioned in [7]. Therefore, the proposed auditing 

method is more efficient in terms of the required time for 

performing the auditing process. 

 

The last experiment is conducted to measure the accuracy of 

the proposed TPA in terms of two criteria, namely false 

positive rate and false negative rate. In this experiment we 

have uploaded 150 file of different size with total size nearly 

1.5 Gigabyte. In order to measure the accuracy of the TPA, 

the half of the files is modified while the other half remained 

without modifications. Then the TPA is asked to check the 

integrity of the whole set. The False Positive Rate (FPR) 

represents the proportion of false alarms rate in which the 

TPA raises an alarm to indicate a modified file wrongly. On 

the other side, the False Negative Rate (FNR) represents the 

proportion of false alarms rate in which the TPA raises an 

alarm to indicate to an unmodified file wrongly. Of course, 

the false positive rate is computed during the auditing process 

for the unmodified half of the files set while the false negative 

rate is used during the auditing process for the modified half 

of the files set. FPR and FNR are calculated according to 

equations 1and 2, respectively. 

 

 

 𝐹𝑃𝑅 =  
𝐹𝑃

𝑁
=  

𝐹𝑃

𝐹𝑃+𝑇𝑁
     (1)

  

 𝐹𝑁𝑅 =  
𝐹𝑁

𝑁
=  

𝐹𝑁

𝐹𝑁+𝑇𝑃
   (2)

  

 

Where, FP is the number of false positives, TN is the 

number of true negatives and N=FP+TN is the total number of 

negatives, FN is the number of false negatives, and TP is the 

number of the number of true positives 

 

Figure 11 shows the results of the auditing accuracy for the 

proposed method and for the method mentioned in [7]. Also, 

the results are shown in table 4. From the results, we can see 

that our method is more accurate in terms of FPR and FNR. 

 

  
 

Figure 11: The auditing accuracy using the existing and the 

proposed methods for a set of files with different sizes. 

 

 

Table 4. the results of the auditing accuracy in terms of FPR 

and FNR 

 

The Auditing 

Mechanism 

False Positive 

Rate [FPR] 

False Negative 

Rate [FNR] 

In [7] 4.3% 3.2% 

The Proposed 

Work 

2.2% 1.7% 

 

From the previous results, we can see that the proposed public 

auditing mechanism is better than the work proposed in [7] in 

terms of the time required to perform the auditing process and 

in terms of the accuracy using FPR and FNR. 
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CONCLUSION AND FUTURE WORK 

Among the services provided by the cloud storage service 

which allows the users to store, to manage remotely and to 

access their data over the internet. However, there is a set of 

challenges and research problems which came with the cloud 

storage service and need to be alleviated to increase the user’s 

contentment for this service. One of these problems is the 

users’ anxiety about the integrity, availability, and 

confidentiality of their data and their feelings that the data can 

be accessed or modified by external intruders because of the 

limited control granted to the users over the remote cloud 

nodes. Therefore, there is a need for a public auditing 

mechanism which able to conceal the justified fears of the 

users who have data stored on the cloud storage. In this paper, 

a public auditing protocol has been proposed with based on 

employing a third party for performing the auditing process on 

demand on behalf of the data owners while preserving the 

data privacy. The design objectives of the proposed protocol 

are public audibility, storage correctness, improving data 

availability, preserving data confidentiality, and efficiency. 

Public audibility and storage correctness are achieved by 

using a TPA and granting him the necessary privileges for 

performing the auditing process and discovering any 

corrupted or tampered data. Also, improving data availability 

is achieved by adopting the replication principle through 

employing multi-cloud model while preserving the data 

confidentiality is achieved by storing the data encrypted in 

cloud storage and performing the auditing process by the TPA 

without the need to know the content of data on the hash 

values. Finally, efficiency is achieved by compressing the data 

using the MD5 algorithm which minimizes the time required 

for the encryption by the AES algorithm and the time required 

for transferring the data between the client and CSP. A set of 

experiments have been done to evaluate the performance of 

our mechanism on a set of files with different sizes in terms of 

time and accuracy. The results show that the proposed TPA 

has 2.2% and 1.7% for the false positive rate and false 

negative rate respectively when used for verifying the 

integrity of a set of files which consists of 150 files with 

different sizes with total size nearly 1.5 Gigabyte.   For the 

future work, the proposed the mechanism can be modified to 

allow the data operations dynamically. 
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