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Abstract 

In this work an original unsupervised methodology for user 

behavior modeling and recognition based on timed automata 

is introduced. The key idea is that user actions are represented 

by timed strings which can be parsed and recognized by a 

timed automaton. The timed automata induced by the timed 

observation of user logs embeds the different behaviors by 

halting into different automaton final states. Experiments has 

been held on a dataset extracted by the authors from the 

student logs of an e-learning domain based on the platform 

moodle. The automaton induced by the session log sequences 

has been implemented by the UPAAL automaton construction 

library. Experimental results shows the effectiveness of the 

proposed user behavior model based on timed automaton, for 

classifying the user behavior recognition, Since the behaviors 

are initially un-labelled, the validation of the automata is 

obtained by evaluating the similarity of the distribution of 

different behaviors of the same users in the training/tests sets. 

Keywords: user modeling, user behavior recognition, timed 

automata, e-learning, artificial intelligence. 

 

INTRODUCTION 

Non-deterministic finite state automata are tools widely used 

to model sequences of action, since they correspond to 

languages and grammars, representing finite sequences of 

symbols, i.e. actions. In order to model the temporal 

constraints of real time systems a number of approaches were 

introduced.  

A user agent behavior can be described as the occurrence of 

different actions and events that may or may not be dependent 

on each other with respect to time. Similarly system behavior 

represents the logical and time constraints in which a given 

system operates. 

From a series of observations on actions of both the agents 

and the system, behavior recognition aims to recognize their 

goals and actions. 

Behavior modeling is a fundamental prerequisite for the 

development of user support model, it consists in monitoring 

in real time the activities performed by a user according to a 

prevision/expectation model. In the context of e-learning real 

time [1] user modeling means to build a rationale, which 

explain the collection of actions performed by the e-learning 

platform agents [2]–[4] in a specified time, and can be used as 

an expectation model to predict the most likely user action 

which will be performed next. 

In order to provide user support the identification and 

recognition of his/her behavior is of great importance. A 

number of techniques were proposed for behavior modeling 

and recognition. Z. Huang, Y. Yang and X. Chan [5] proposed 

a mechanism that recognizes the plans based on observations 

of agents coordinative behaviors. According to A. S. Ogale 

[6] the recognition can also be done by analyzing grammars. 

Actions and their constituents are to be converted to a 

probabilistic context free grammar.  

 

Figure 1: (a)Finite Automata and (b)Timed Automata 
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In 2006, L. Wendehals and A. Orso [3] suggested that the 

patterns or behaviors are identified with the help of finite 

automata. L. Pelc [4] also introduced a similar attempt for 

behavior recognition. He said that it can also be done using 

probabilistic timed automata. But dealing with the 

probabilistic timed automata may cause complexity on a large 

scale. 

When modeling a real time system finite state automata with 

no time constraints are not expressive enough. Even for a 

simple finite state automata, it is very common that it can be 

modeled by different automata, i.e. the time constraints are 

needed to give a specific description of the behavior which the 

solely concept of state does not entail. Suppose, for instance, 

to have a switch for a light bulb. It can turn on and give bright 

light if the switch is pressed twice instantly (say, within 3 

secs) otherwise a dim light. Even such a simple behavior 

cannot be modelled without using a time constraint and a 

clock, moreover, its behavior can be modelled in at least two 

different ways as shown figure 1 (a) and figure 1(b). 

In the context under consideration we want to model the 

behavior of students in e-learning systems. The interest in e-

learning is currently increasing, on the other hand no much 

increase has been noted in the support for online learners[7]–

[22]. In order to provide student/user assistance and help in 

the learning process a fundamental issue is to be able to model 

the behavior of students and analyze that what extra assistance 

should we provide to the weak students or the further 

improvement of top students, the key process reaching those 

goals is certainly an e-learning platform supporting user 

behavior recognition. If the user behavior can be 

anticipated/predicted [23], [24], then a wide variety of support 

can be given like: information about available options, 

proposing the next action to user, semi-automated of fully-

automated form compiling, alert about dangerous or crucial 

transaction with un-trusted subjects. 

In the second section we are discussing the approach that we 

are going to follow in order to model the real time system. 

Different terms that are to be used by automaton are defined 

here. 

Moving to the next section we have introduced our main 

technique i.e. timed automaton. In this section we discussed 

what is a timed automaton and how does it works. 

In third section the model for implementation is proposed. Its 

inputs and output are discussed. 

Fourth section presents the automaton implementation based 

on [25], data sets, experiment methodology and assessment. 

The complete automaton model induced by the student user 

logs is also presented in this section. 

The last section draw some conclusion and outline ongoing 

and future development of this work. 

 

Timed Automata 

A finite state automaton is a formal computational  model [26] 

widely used to represent different mechanisms and machines 

whose results does not depend by the current input but by the 

history of their previous inputs, i.e. by a sequence of inputs. 

An automaton is then given in input a sequence of tokens, also 

called a string of tokens, then the automaton can recognize or 

reject the sequence if by traversing set of states according to 

an automaton specific transition function which specifies for 

each pair state, symbol the next successor state. A machine 

whose function can be described by such automaton is called 

is known a Finite State Machine (FSM). 

Automata are broadly categorized as basic and extensive. In 

extensive automata we have: 

- Pushdown automata; 

- Linear bound automata; 

- Turing machine; 

- Timed automata. 

As the finite automata accepts the grammars or languages, the 

timed automata [6], [26], [27] accepts timed words. A timed 

word may be of infinite length. With each occurrence of the 

symbol there is a real valued clock time is associated. There 

can be more than one clock accommodated in the model. The 

clock can be set to 0 in order to calculate the elapsed time and 

they can be reset also in between. 

 For every transition there are certain constraints to be put on 

the associated symbol is parsed in the timed token in the input 

string and when the timestamp of the token, satisfies the time 

constraints associated with the transition. 

The clocks of an automaton are associated to a finite set of 

identifiers. Given the set of clocks, the set of clock 

constraints, denoted by guard(C), is the set of formulas of the 

following form recursively defined by: 

- true, false guard(C); 

- c opRel n guard(C), where cC, nN and opRel{> 

,< ,= }; 

- f1˄f2 guard(C) and f1˅f2guard(C) if f1 and f2 

guard(C). 

A timed automaton over Σ is a tuple A = <S,λ,µ,Sinit,F,C,E> 

where: 

- S is a finite set of locations; 

- C is a finite set of clocks; 

- λ : S  Σ is an output function; 

- µ : S   guard(C), assigns to each location a guard 

called invariant of the location; 

- Sinit S is the initial location; 
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- F ⊆ S is a finite set of final locations; 

- E ⊆ S×guard(C)×2C ×S gives the set of edges between 

locations labeled by sets of clocks and formulas. 

 

Let (s; s’;φ;δ) be an edge from s to s’. The set φ ⊂ C denotes 

the set of clocks to be reset and δ is a clock constraint in 

guard(C) to be satisfied in order to apply the transition 

represented by the edge. 

A clock assignment for a set of clocks C is a function v from 

C to ; i.e. v∈ C.  

A state of the system is a triple of the form 〈s,v,t〉, where s∈S, 

v∈C , and t∈≥0. 

 

Modeling the e-learning domain 

In e-learning, the activity of a student is characterizing by 

interactive actions/events which take place in the platform 

which mainly includes: enroll to the course, view and attempt 

assignments, participate in forums, attempt the quizzes, 

download and read the lecture notes, reading the teacher’ etc. 

depending on the functions available in the different e-

learning platforms [23], [24], [28]. Typically, the students 

perform these tasks during their class or study sessions. We 

model an e-learning as a single agent system. There are three 

classes of different agents in the e-learning system admin, 

teachers and students. In this work we will focus on the 

problem of defining and recognizing the behavior of students, 

by analyzing their actions/events in the platform[1], [29]–[47]. 

Different types of actions/events can be performed by the 

students during their normal activity, such as 

reading/downloading lecture notes, participating to forum 

discussions, chatting, reading/writing posts, answering quiz, 

contributing to wikis, uploading assignments etc. 

The sequence in which these actions/events take place 

characterized each user behavior. It is worth noticing that the 

same user can have different behaviors in different situations. 

Figure 2 below shows the hierarchical model on which the 

implementation is based. 

 

 

 

Figure 2: Hierarchical Model for User Behavior Inference 
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The events have been categorized in three main classes, the 

formal representation of the events language in simple 

grammar form follows. 

 

EVENT ::= APPLICATION_EVENT | USER_EVENT | 

TRACKING_ EVENT 

 

- Application events reveal the activity of the user within a 

software application. We assume that e-learning applications 

are capable of supplying information about the learner’s 

activity to the model. In most cases learners are the best 

judges of their own characteristics, preferences, and needs. 

 

APPLICATION_EVENT::= 

 USER_APPLICATION_EVENT | 

ENVIRONMENT_APPLICATION_EVENT 

 

- User events represent the cases in which the users directly 

supply some input to the model. 

 

USER_EVENT::= 

USER_INFORMATON_SUPPLY_EVENT | 

SERVICE_REQUEST_EVENT | 

FEEDBACK_EVENT 

 

- Tracking events, it is assumed that attention-related events 

may also result from either tracking application-independent 

user activities or changes in the environment; such events are 

therefore included in tracking events. 

 

TRACKING_EVENT ::= USER_TRACKING_EVENT | 

ENVIRONMENT_TRACKING_EVENT 

 

EXPERIMENTAL SETTINGS 

In this section we the experimental settings for the model 

introduced in previous section. The model has been 

experimented on a dataset built upon the user logs generated 

by a real Moodle e-learning platform stored in SQL server. 

For the modeling purpose UPPAAL (timed automata 

construction and verification tool) [24], [25] has been used. 

All the user-interface specific functions, the preprocessing and 

filtering phase and the distribution similarity evaluation has 

been implemented in C++. 

A. Creation of the dataset 

The student users data, of the KAIST teaching e-learning 

platform using the Moodle content management system [46], 

[48] for the last two years 2016-2017 have been considered 

and logs explicitly stored and anonymized by the use of 

random id generators [48]–[50]. Moodle automatically stores 

all its logs using SQL data structure. A sample of moodle log 

file is shown in fig. 3. 

The dataset of logs is randomly partitioned using a 5-fold set 

techniques.  The training set includes 80% of the data logs 

while the test set comprises 20% of the logs data. 

 

B. Log file filtering phase 

The raw log file contains many data which, for different 

reasons, may not be relevant or useful for the construction of 

the behavioral automata [51]. Moreover it can be necessary to 

perform on the raw data some cleaning [52], data refinement 

[53][54] and format transformation. Finally the refined data 

are encoded for performance purposes and preprocessing is 

done to recognize relevant situations [55][56] like 

actions/events repetitions and cycles. 

 

The phase of data refining and filtering includes the following 

steps: 

1. Spurious data filtering 

2. Identification of a real world system cycle 

3. Identification and segmentation of system cycle 

4. Error filtering and missed information inference 

5. Time granularity 

In figure 3 the data contained in a sample fragment of an 

unfiltered log file are shown. 

   

Figure 3: A sample unfiltered raw log file 

 

The actions/events encoding alphabet is an important 

component in encoding the log file into timed tokens strings. 

In general each alphabet symbol should represent each distinct 
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user observed action/event. Since the basic info available in a 

single log record include module, action and url, if we 

straightforwardly consider as a distinct symbol each unique 

combination of course module, action and urls, we obtain an 

alphabet of 768 symbols, which is clearly unfeasible for 

encoding an automaton, and it would generate a transitions 

table of an intractable size [57]. 

In order to reduce the alphabet complexity, we have 

considered eliminating the url component and to encode only 

each distinct combination of module and action as when 

combined with time they can solely identify an event. 

Solution lead to the more manageable size of 31 different 

alphabets/symbols. The url elimination does not affect heavily 

the semantic of action, which is basically similar across 

different module [58], although it correspond to a distinct 

implementation code which is reflect by a different url 

Once defined a more feasible and manageable set of events, 

each log record is encoded by a token, where the alphabet 

symbol is the part of the timed token actually representing the 

different actions/events [59]. As we can see from Table 1 the 

alphabets are assigned in the order of decreasing frequency, 

i.e. the event that occurs most likely to occur first is 

represented with the first symbol which can be implemented 

by a variable length code into shorter binary strings. 

The assignment of actions-alphabet symbols is shown in 

Table 1. 

Table 1: Actions to alphabet symbols assignment 

 

Figure 4 shows two possible timed strings for user 1674 and 

user 2115, after preprocessing filtering and alphabet encoding. 

 

C. Creation of time transitions 

The features: id, time, userid, ip, course, module, cmid, action, 

url, extracted from the system logs, and together with other 

alphabet encoding transformation, are used to generated the 

strings of timed token where time is expressed in seconds. 

Once the input set of events in the form of timed strings is the 

submitted to UPPAAL which generates a set of states and 

associated transitions as output. 

The time period for the observation and construction is taken 

as three hours (11940 seconds or 180 minutes). The student 

user session is considered timed out after 30 minutes of 

absence of activities. 

The timed transitions that are generated by the system have 

the following structure: 

 

<input state>  <Action><[time interval limits]><output 

state> 

 

e.g. applying our dataset the resulted transitions were: 

0  A [ 0,         11940] 1 

1  B [ 11934, 11936] 0 

 

 

Figure 4: Sample timed strings for user 1674 and user 2115 

 

D. Construction of the automaton and state reduction 

Using the combination of module name and action/event, it is 

possible to encode all the user actions in 31 distinct alphabets 

symbols, which greatly simplify the phase of transition 

generation. 
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The logs are then encoded in the alphabet and the timed 

strings are given in input to UPPAAL. The returned output 

consisted of 104 states out of which many events were 

repeating themselves within very short time interval. Similar 

state with time constraints within an interval shorter than a 

given threshold are then merged together in one single state in 

order to simplify the automaton. After the state reduction 

phase the final timed automata contains only 23 states. The 

used threshold limit of 8 minutes, has been determined 

experimentally where a greater limit do not significantly 

reduce the number of states, while a lower limit collapse the 

states in less than 5, which is not significantly distinguishing 

the different user behaviors. 

Fig. 5 shows the obtained refined automaton with 23 states. It 

is worth noticing that each final state corresponds to a 

different recognized behavior. 

 

E. Tests and experimental results 

A standard 5-folds technique  has been used to perform the 

experiments, the test sets included 20% of randomly selected 

logs which did not participate to the automaton construction, 

i.e. the training phase. Since the log data are previously not 

labelled by the user behaviors we have used an unsupervised 

approach to user behavior recognition based on the final state 

frequency distribution on a particular user  

The ideas is to use the automaton to parse the timed strings in 

the test set, if the distribution of a user final states matches the 

distribution of user final states for the training set, then a 

positive user recognition is counted. 

 

 

 

 

Figure 5: The resulting timed automaton with 23 states 
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For each user data strings, i.e. each user session or set of log 

records, in the training set a user distribution of behavior is 

computed by parsing the string and accumulating the 

frequency of each final state. The same procedure is 

performed on the same user timed strings on the test set. The 

resulting training set and test distribution for a user are 

therefore respectively represented by the two vectors utrain and 

uset where each component i of the vectors represents the 

frequency of the automaton terminating in final state i. The 

cosine distance between the two vectors is then computed to 

assess the similarity of the two frequency distributions, where 

a positive case is defined by cosine similarity diverging no 

more than 10%. 

The results show a remarkable 0.83 user behavior positive 

recognition rate over a total of 125 distinct users in the 

dataset. It is worth noticing that, with the exception of 3 

outliers, for not recognized user the distribution similarity 

divergence was never greater than 31.5%. A further analysis 

has been done comparing the size of available user logs and 

the distribution dissimilarity for that user between training and 

test set, shows, as expected a clear correlation. Where 

accuracy diminishes with the number of logs available for a 

single user. The results are quite stable with 1% variation 

across the 5 folds considered in the experiments. 

 

CONCLUSIONS AND FUTURE WORK  

In this work an original unsupervised methodology for user 

behavior modeling and recognition based on timed automata 

is introduced. The key idea is that user actions are represented 

by timed strings which can be parsed and recognized by timed 

automata. The timed automata induced by the timed 

observation of user logs is embedding the model of user 

behavior. Different behaviors correspond to different 

automaton final states.  

Experiments has been held on a dataset from logs of students 

behavior of a real course domain based on the widely used e-

learning platform moodle, the experimental results shows the 

effectiveness of the proposed user behavior model based on 

timed automaton. In order to classify the correctness of 

behavior recognition for un-labelled data, an original 

methodology has been introduced where the assessment of the 

resulting automata is obtained by evaluating the similarity of 

the distribution of different behaviors of the same users in the 

training/tests sets. Time automata are a fundamental and 

effective tool for modeling the real-time behavior of e-

learning users. 

Current research focus on improving the performance of the 

behavior recognition techniques supporting the modeling 

process. Further research will focus on extending modeling to 

more complex real time behavioral features with multiple task 

behavior and multiple time clocks. 
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