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Abstract 

A general education institution faces various types of external 

and internal environment risks that affect the achievement of 

the main goals - development and quality of education. The ef-

fectiveness of a general education institution in modern condi-

tions is associated with implementation of complex risk man-

agement in the process of its functioning and development. In 

this article, an ontological model is constructed that reflects all 

terms of the field of complex risk management in an educa-

tional institution and the links between them. It also describes 

a method for introducing fuzziness into an ontological model. 

A fragment of the ontological model for monitoring and man-

aging complex risks of an educational institution is given. The 

article considers a method of constructing the suggested fuzzy 

ontological model, ready for further use for monitoring and 

managing complex risks, and gives an example of using such a 

model for ranking risk sources. 

Keywords: educational institution, complex risk monitoring 

and management, fuzzy ontological model, method of con-

structing, professional standard, professional competences 

 

INTRODUCTION 

The peculiarity of a general education institution management 

in modern conditions consists in the activity of the administra-

tion to achieve the goals determined by the transition of school 

to a state of development and conformity of the educational 

program implementation results with the requirements of the 

Federal State Educational Standard. In this regard, the tasks of 

monitoring and managing risks of the internal environment of 

an educational institution are becoming quite relevant, since 

they are related to the infrastructure, the technologies being im-

plemented, the qualifications of the administrative staff, the 

level of teachers' professional and pedagogical competencies, 

etc. 

Teaching staff is the main resource in solving the task of devel-

oping a general education institution and achieving educational 

results by students, and therefore they must have a high level 

of professional competence. The introduction of the profes-

sional standard for teachers brought about the need to monitor 

the compliance of the professional standard requirements and 

the actual level of professional competence of teachers in a 

school, as well as to assess their professional activities. It 

should be noted that the use of innovative expert and analytical 

technologies that allow not only to solve the problem of devel-

oping professional and pedagogical competencies based on a 

multifunctional approach within the framework of a specially 

organized activity, but also to assess them, entails certain risks 

[1]. 

Analysis of such risks shows that they are not just individual 

events that have a source and consequences, but they can also 

be built into chains, linked by cause-effect, chronological or 

other types of relations. 

On the other hand, a review of models [2-5] applicable to risk 

management showed that the most flexible model for construct-

ing arbitrary relationships and dependencies is the ontology 

model. 

 

ONTOLOGICAL MODEL OF COMPLEX RISK MONI-

TORING AND MANAGEMENT 

The ontological model is formally defined as follows [6, 7]:  

, , `O C R F , 

where С is a finite set of concepts of the subject field defined by 

the ontology О; R  is a finite set of relations between concepts of 

the subject field; F is a finite set of interpretation functions (axio-

matization) defined in the concepts and/or relations of the ontology 

O. 

This ontological model does not meet all the requirements for 

model support for monitoring and managing complex risks. It does 

not take into account completeness of information about a complex 

risk. This description of ontology, for example, lacks attributes of 

the model concepts and a description of the uncertainty of the re-

lations between the model concepts. To solve the task of monitor-

ing and managing complex risks, an extended description of the 

ontology model is required, that will meet all the requirements. 

For this a fuzzy ontological model FO is suggested in the following 

form [8]:  
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, , ,FO C A R F  , 

where C is a finite set of concepts of the subject field defined by 

the ontology FO; A is finite set of concept attributes; R is a finite 

set of fuzzy relations between the subject field concepts; F is a fi-

nite set of axioms defined in concepts and/or relations of the on-

tology FO. 

Using consequences of implementing complex risks as input and 

reasons for implementing risk as output suggests including the 

following layers in the model: 

1. risk source layer; 

2. undesirable event layer; 

3. layer of undesirable event implementation consequences; 

4. layer of risk management activities; 

5. layer of economic activity indicators that reflect the occurrence 

of risks; 

6. risk indicators layer; 

7. layer of activities aimed at eliminating sources of risk. 

The fuzzy ontological model contains three types of relations: 

‒ hierarchical relations; 

‒ relations of type "causes"; 

‒ relations of type "affects". 

Relations of the hierarchical type describe a certain hierarchical 

structure. Typically, this type of relation is used to describe indi-

cators related to risks (risk indicators and economic performance 

indicators that reflect the occurrence of risks). 

Relations of the type "Causes" suggest some causal relation be-

tween the elements of the model. This relation can also be de-

scribed by an assessment of the possibility of calling one model 

element by another. 

Relations of the type "Affects" imply an assessment of the degree 

of impact of one model element on another. Such relations, as a 

rule, bear a level of consequences or a level of reduction of con-

sequences. 

Figure 1 presents the structure of a fuzzy ontological model for 

solving problems of monitoring and managing complex risks 

.

 

Risk source

- Source type

- Source name

- Risk criteria

Risk indicators

- Indicator name

- Indicator value

Undesirable event

- Event type

- Event name

- Possibility

Undesirable event implementation 

consequences

- Consequence type

- Consequence value

Risk management activities

- Activity type

- Name

- Cost

- The level of influence on the consequences 

of the onset of risks

Activities aimed at eliminating sources of 

risk 

- Activity type

- Name

- Cost

- The degree of influence on the indicator
causes

causes

affects

causes

affects

affects

Economic activity indicators that reflect 

the occurrence of risks

- Consequence indicator

- Consequence value

affects

 
Figure 1: Example of  relations of the type "causes" 

 

The model should be based on a fuzzy approach, since most of 

the staff assessments related to the implementation of risks are 

qualitative and risk management is carried out in the context of 

uncertainty of the relations between concepts [8]. As a tool for 

introducing fuzziness, weights 
ijw  between the concepts of the 

model for relations of the type "causes" are used. The weights 

ijw  are defined by the fuzzy variables , ,
i i

i W W
W D C  , where 

 1, 2...i I r   , r is the number of relations between the model 

concepts, 
i

W
D  is the base set of the fuzzy variable, 

i
W

C  is a 

fuzzy set in the base set 
i

W
D  describing this variable.  
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The fuzzy set membership function of a fuzzy variable can be 

defined using the Gaussian function. Thus, fuzzy relations of the 

type "causes" will be described by a pair of numbers [x1, x2], 

where x1 is the concentration coefficient of the membership 

function, and x2 is the coordinate of the membership function 

maximum. 

Figure 2 shows a fragment of the fuzzy ontological model for 

monitoring and managing an educational institution risks in de-

velopment of professional and pedagogical competencies of 

teachers.

Risk sources layer

Undesirable event layer

Risk indicators layer 

Reduced demand for 

the program

Decrease in the 

efficiency of the 

teaching staff 

Decreased interest in 

participating in expert 

analytical work

Uncertainty of goals, 

interests and behavior 

of the edu. institution 

administration

Insufficient quality of 

the staff for assimilation 

of new technology

Degradation of the 

process of expert and 

analytical activities
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completeness of legal 

documents

Availability of 

alternative programs
Workplace conflicts

Lack of incentives for 

participants in expert 

and analytical activities

Reluctance of the 

educational institution 

administration to 

implement the program

Recency of advanced 

training technology

Substitution of expert-

analytical activities by 

control

Insufficient regulatory 

support for the program

The lack of the 

administration initiative 

to implement the 

program in an 

educational institution

Fluctuation of staff
Refusal to participate in 

expert analytical work

Discontinuation of the 

program

Failure to implement 

the program

Increased costs (time, 

financial) for 

assimilation of 

technology

Dismissal of an 

educational institution 

senior  teachers

Unwillingness to take 

increased responsibility 

for the implementation 

of activities within the 

program

Layer of activities aimed at eliminating 
sources of risk

Degradation of expert 

and analytical training 

of teachers

Decrease in number of 

teachers participating 

in the program

Layer of undesirable event implementation consequences

Decrease in the 

number of participants 

in expert and analytical 

activities

Ambiguity in 

interpretation of certain 

legal documents 

regulating activities

Legal disputes and 

disagreements, 

conflicts during the 

period of attestation 

activities

Advertising campaign

Organization of a 

permanent workshop

Analysis and 

elimination of the 

causes of workplace 

conflicts

Changes in content of 

expert and analytical 

activities management

Development of the 

Regulation on the 

incentivation of 

teachers-participants in 

the program

Involving the 

administration in 

programming the level 

of the teaching staff 

professionalism

Systematic analysis of 

the regulatory 

framework for its 

adequacy, timeliness 

and relevance

 

Figure 2: fragment of the fuzzy ontological model for monitoring and managing educational institution complex risks in develop-

ment of professional and pedagogical competencies of teachers 
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THE METHOD OF CONSTRUCTING THE MODEL  

Stage 1. Analysis of the peculiarities and conditions of the 

functioning of an educational institution, for which a task of 

managing complex risks in development of professional and 

pedagogical competences of teachers is being solved. 

At this stage, the model developer must determine the key 

requirements associated with the boundaries of the modeled 

subject and the degree of detail in the selection of concepts, 

taking into account the context of the ontological model 

development. In other words, the requirements are 

determined for solving the task of managing the risks of an 

educational institution activities in development of 

professional and pedagogical competences of teachers. 

This stage also includes analysis of the peculiarities of 

functioning of an educational institution, analysis of external 

influence, the identification of specific features of structural 

units activities, services and the teaching staff as a whole. 

Implementation of this stage is based on the study of legal 

documents and special literature related to the activities of an 

educational institution [9]. In case of insufficient level of 

activity documentation completeness even at early stages of 

constructing an ontological model, it is possible to involve 

experts with extensive experience and knowledge in solving 

the task of managing complex risks in the activity of an 

educational institution for development of professional and 

pedagogical competences of teachers. 

Stage 2. Selection of the basic concepts of the subject:   is a 

set of concepts. 

While forming basic concepts, it is recommended to mark 

out the main terms of the subject from different documents, 

preserving the information about the source document. This 

is necessary to simplify the work at the stage of distributing 

concepts over semantic layers, as well as building links from 

concepts to documents. 

Stage 3. Determining the height of the "ontology tree" 

(semantic layers of the model). 

A layer reflects the structure of concepts associated with a 

particular direction of research or a specific task. Due to the 

multi-layered organization of the ontological model, even 

complex ontologies are easily readable and clear for a user. 

Stage 4. Distributing concepts over model layers. 

Step 1. Identification of concepts related to the layer "Risk 

indicators". 

Step 2. Identification of concepts related to the layer "Risk 

sources". 

Step 3. Identification of concepts related to the layer 

"Undesirable events". 

Step 4. Identification of concepts related to the layer "Risk 

implementation consequences". 

Step 5. Identification of concepts related to the layer 

"Economic activity indicators that reflect the occurrence of 

risks". 

Step 6. Identification of concepts related to the layer 

"Activities aimed at elimination or reduction of risk 

consequences". 

Step 7. Identification of concepts related to the layer 

"Activities aimed at eliminating sources of risk". 

When performing this stage, one should be guided by the 

belonging of concepts to source documents that are 

definitely associated with one or another layer of ontology. 

Stage 5. Describing concept attributes:   is a set of the i-th 

attribute concepts. 

Each attribute has, at least, a name and a value (or its analog) 

and is used to store object-specific information that is 

attached to it. 

Stage 6. Forming concept instances. 

Instances are base components of ontology.  

Stage 7. Defining relations between concepts:   is a set of 

relations. 

Step 1. Defining hierarchic relations. 

For each concept a superclass and subclasses should be 

searched for. Perhaps, in this way, new concepts will be 

revealed (after consulting with experts, one must either reject 

the identified concepts or introduce them into the model). 

The first step yields several (at least one) hierarchies. That 

means, there may be several non-related subsets of concepts 

[10]. 

Step 2. Defining relations of the type "causes". 

This type of relations reflects the possibility of occurrence of 

the "caused" model concept in case of occurrence of the 

"causing" concept. 

Step 3. Defining relations of the type "affects". 

This type of relationship reflects the influence of one concept 

on another. 

At this stage, relations of all types are constructed without 

assigning weights to fuzzy relations. 

Stage 8. Fuzzification of the model.  

As a fuzzification tool weights   between model concepts for 

relations of the type "causes" are used. The weights   are 

defined by fuzzy variables , ,
i i

i W W
W D C  , where 

 1, 2...i I r   , r is the number of relations between model 

concepts, 
i

W
D  is the base set of the fuzzy variable, 

iW
C  is a 

fuzzy set at the base set 
i

W
D  , describing this variable.  

Construction of the model is based on consultations with 

subject experts, the study of special literature and official 

documents related to the activities of the university branch. 



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 12, Number 22 (2017) pp. 12783-12789 

© Research India Publications.  http://www.ripublication.com 

12787 

THE RISK ASSESSMENT METHOD USING A 

FUZZY ONTOLOGICAL MODEL  

The risk occurrence monitoring method using an ontological 

model for monitoring and managing complex risks includes 

the following steps: 

Stage 1. Specifying educational institution activity indicators 

reflecting the risks as input of the model. 

Since the implemented risk is complex, the user can specify 

several heterogeneous indicators as inputs. 

Stage 2. The analysis of fuzzy relations of the type "affects" 

and "causes" between the concepts of the model for search-

ing for risk implementation sources. 

Step 1. Determination of all relations between the given per-

formance indicators for the development of teachers' profes-

sional and pedagogical competencies and the consequences 

of implementing undesirable events. 

At this step, a list of fuzzy relations is formed, linking se-

lected indicators and consequences, the source of which is 

the consequences layer of the fuzzy ontological model. 

The list of fuzzy relations includes names of consequences 

the indicators are associated to and the fuzzy variable  , 

which is the weight of the identified fuzzy relation. 

Step 2. Determination of all relations between the conse-

quences revealed at the previous step and undesired events.  

At this step, a list of fuzzy relations is formed that links the 

consequences and undesirable events that are selected from 

the undesirable events layer of the fuzzy ontological model. 

The list of fuzzy relations includes names of undesirable 

events which the consequences revealed at the previous step 

are associated to and the fuzzy variable  , which is the weight 

of the corresponding fuzzy relation. 

Step 3. Determination of all relations between the undesired 

events found at the previous step and sources of risks. 

At this step, a list of fuzzy relations is formed that links un-

desirable events and sources of risks that are selected from 

the risk source layer of the fuzzy ontological model. 

The list of fuzzy relations includes names of the risk sources 

the undesirable events found at the previous step are associ-

ated to and the fuzzy variable iw  , which is the weight of the 

corresponding fuzzy relation. 

Stage 3. Accumulation of all fuzzy relations between the 

given indicators and each source of complex risks identified 

at the previous stage [11]. 

The given indicators of the educational institution activity 

for the development of the teachers' professional and peda-

gogical competences, reflecting the occurrence of risks and 

each found source of their occurrence, are connected by sev-

eral fuzzy relations, at least by three (it should be borne in 

mind that there may be several links of the type "undesirable 

event" - "consequence"). The fuzzy set membership function 

i
W

D  of the fuzzy variable 
i

w  will be defined using the Gauss-

ian function. Therefore fuzzy relations of the type "causes" 

will be described by a pair of numbers [x1, x2], where x1 is 

the concentration coefficient of the membership function, 

and x2 is the coordinate of the membership function maxi-

mum. 

If all the fuzzy sets 
i

W
C , corresponding to fuzzy relations 

linking the given risk implementation consequences and 

each found cause of complex risk implementation, have a 

product space then the accumulation of all fuzzy relations is 

calculated using the min-conjunction operation. 

*

11 2 2
...

( ) min{ ( ), ( ), ..., ( )}, ,
тm

C C C C C C C
d d d d d D   

  
  

  

 

where m is the number of considered fuzzy relations; 

1 2,
, , ...,

m
C C C  are fuzzy sets defining certain fuzzy relations; 

1 2
...

m
C C C C

   
    is the resultant accumulated fuzzy set de-

fined at D. 

If all the fuzzy sets 
i

W
C , corresponding to fuzzy relations, do 

not have a product space, the accumulation result will be the 

left-most fuzzy set at the base set D. That means, the smallest 

fuzzy variable , ,
i i

i W W
W D C  remains in the analysis. 

Stage 4. Defuzzification of the accumulated priority values 

of each potential source of risk with the "center of gravity" 

method [12]. 

For this method the unfuzzy value y  of the output variable 

is calculated as the center of gravity of the membership func-

tion ( )y


   as follows: 

max

min

max

min

,

( )

( )

Y

Y

Y

Y

y y dy

y

y dy













 





 

where 
min max

,Y Y  are the boundaries of the output variable y 

fuzzy set carrier interval. 

If at the previous stage the fuzzy sets did not have a product 

space and the left-most fuzzy set at the base set D was se-

lected, then the defuzzification is performed using the 

method of the membership function maximum. The unfuzzy 

value of the output variable y  is calculated as follows: 

( ).arg sup
B

y

yy    

Thus, at this stage, for each found source of complex risks 

implementation, its priority is determined in the form of an 
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unfuzzy value.  

Stage 5. Forming at the output of the model a ranked list of 

potential sources of risk, which caused the implementation 

of complex risk. 

At this stage, potential sources of risk are given in the de-

scending order of their priorities, that is, from the most likely 

sources to the least likely. 

 

AN EXAMPLE 

As an illustration, let us consider the assessment of the im-

pact of workplace conflicts and the substitution of expert-an-

alytical activities by control and dismissals of senior teachers 

of an educational institution (figure 3).  

The figure also reflects fuzzy relations that link indicators to 

each other. Workplace conflict impact on staff fluctuation is 

assessed as "moderate", and impact of "Substitution of ex-

pert-analytical activities by control" is assessed as "below 

moderate". In its turn, impact of "Staff fluctuation" on "Dis-

missal of an educational institution senior teachers" is as-

sessed as "below moderate". Let us perform a ranking of risk 

sources on the basis of the impact on dismissal of senior 

teachers. 

The first column of figure 4 shows the following relations: 

impacts of staff fluctuation on dismissal of senior teachers; 

impacts of workplace conflicts on staff fluctuation. To assess 

indirect impact of workplace conflicts on the dismissal of 

senior teachers, we use the aggregation operation (min func-

tion). For defuzzification of the obtained value the center of 

mass method will be used. Thereby, workplace conflicts af-

fect dismissal of senior specialists with an assessment of 

0.365. 

Similarly, the right column shows the following relations: 

impacts of staff fluctuation on dismissal of senior teachers of 

an educational institution; impacts of the substitution of ex-

pert-analytical activity by control on staff fluctuation. In or-

der to obtain a comparative assessment of the impact of sub-

stitution of expert and analytical activities by control on dis-

missal of senior specialists, we will also use the min and cen-

ter of mass methods. The result impact assessment is 0.323. 

From this perspective, workplace conflicts have a greater im-

pact on dismissal of senior specialists, compared with the 

substitution of expert-analytical activities by control.

 

Risk sources layer

Undesirable event layer

Substitution of expert-

analytical activities by 

control 

Workplace conflicts 

Fluctuation of staff

Decrease in number of 

teachers participating in 

the program

Dismissal of an 

educational institution 

senior  teachers

Decrease in the number of 

participants in expert and 

analytical activities

Layer of undesirable event 
implementation consequences

1

1

1

1

1

1

1

1

1

1

 

Figure 3: fragment of the fuzzy ontological model for ranking the impact of risk sources on dismissal of educational institu-

tion senior teachers 
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1

1

1

y =0,365

1

y =0,323

1

 

Figure 4: Aggregation of fuzzy values within an ontological mode 

l

DISCUSSION 

Similarly, within the framework of a fuzzy ontological 

model, the impacts of concepts connected by chains of arbi-

trary length may be assessed. These assessments can be used 

to assess the most possible undesirable events and their most 

characteristic consequences, to identify the most significant 

sources of risks as well as to identify the most significant 

activities in terms of risk management. 
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