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Abstract: A methodology for transforming the initial space
of parameters of the flow of telemetric traffic data into a
space of features characterizing its behavioral structure is
developed. These structural features are readings of a structural function directly related to correlations of the values
of telemetric traffic data. The dimension of the space of
structural features does not depend on the dimension of
the initial parameter space. A compression algorithm for
the space of structural features is described. A qualitative
experimental study was conducted on model traffic, which
showed the effectiveness of a new approach in detecting
deviations in traffic.
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INTRODUCTION
According to the Kaspersky Lab [1], attacks with more
than 100 Gbit/s ceased to be something unique. Attacks
with a volume of 470 Gbps in 2016 and a record DDoS
attack with a “reflection” in early 2017 with a volume of
602 Gb/s were recorded. If we evaluate attacks only on large
information resources, then the average volume of attacks
is almost close to 100 Gbit/s. Gradually, the maximum time
of attacks is increased up to 291 hours of continuous attack
in the IV quarter of 2016 and 275 hours in the II quarter
of 2017. Increases the “intelligence” of botnets — some
advanced bots are able to emulate the behavior similar to
the user behavior, for example, they can save cookies files
and parse JavaScript. In the I quarter of 2016, the share of
such bots reached 36.6% and tends to increase. By the end
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of 2016, the number of botnets based on devices running
on the Linux operating system, including IoT devices, has
reached 76.7% of the total number of botnets [1].

this architecture manifests itself in the following structure,
widely proposed by large vendors:
• network sensors, which provide the reading of traffic
parameters, revealing some signs;
• the decision module that determines whether the package belongs to legitimate or malicious traffic based on
the scanned characteristics;
• correlation analysis module that produces analysis of
network, newly revealed characteristics for significance, and also analyzes the results of the work of
the decision module obtained earlier with the current
indicators.
• the data storage module containing both settings for
the legitimate traffic and possible signatures of the
malicious traffic detected earlier;
• the component management module that provides the
interaction between all modules of the system, as
well as an element of the interaction between systems for responding to emerging threats, including
the interface with the system manager.

At the moment there is no universal means for countering
DDoS attacks. With the constant increase in the complexity of attacks, simple methods of preventing them, which
were effective several years ago, are no longer sufficient.
The tracking such attacks on the content becomes more
and more difficult — detailed analysis will slow down traffic, in addition, modern technologies for carrying out of
DDoS attacks allow you to hide the contents of packets
using encryption. An additional factor is the use of different methods of the attack within the same attack, the use
of several protocols [1], [2].
The increasing of communication channels does not
improve the situation, because the cost of increasing the
amount of attack is orders of magnitude less than the cost
of increasing the resources of the information system capable of “absorbing” the DDoS attack. Thus, attackers are
not only able to overflow a communication channel of any
width, but also use different subtypes of attacks during the
one attack. This leads to a situation where the formalization
of the space of used features (for example, various algebraic, functional, logical, set-theoretic relations between
variable traffic parameters [3]) that adequately describe the
traffic structure is very difficult. In such a situation it is
natural to resort to methods of artificial intelligence, such
as, for example, data mining, expert systems, fussy logic,
machine learning, artificial neuro nets, e.t.c. [4].
The central link in the application of artificial intelligence methods in the context of detection of deviations of
traffic with extremely large volumes, as well as comparison of legitimate and malicious traffic, is the improvement
of the characteristic space based on the transformation of
the source data into various statistics that are sensitive to
changes in the behavioral structure of the traffic. In this
paper, we propose a methodological approach to constructing the space, so-called, structural features of the network
traffic based on the correlation of different time samples of
its sensory parameters (telemetry data [2]).

RELATED WORK
Most of the solutions using artificial intelligence methods are the basis of the methodology for constructing a
general architecture of traffic analysis. In practical terms,

Used methods of artificial intelligence

As a basis for decision-making modules and correlation
analysis for today, groups of researchers use practically
the whole spectrum of artificial intelligence technologies.
Here are some known applications that allow the practical
implementation.
Expert systems using fuzzy logic automatically analyze the traffic and generate a threat rating that indicates
whether the incoming packet or a series of packets are a
network threat. The hazard rating can be based on many
factors that can be taken into account in the training of the
system: the information on the type of event, the attack signature, the duration of the attack, e.t.c. [5]. In particular,
the botnet detection system can analyze network paths by
recognizing fuzzy images, creating subsets of suspicious
IP addresses [6].
Artificial neural networks allow the detection of anomalous deviations by observing the behavior of certain parts of
the computer network. For training, only the normal state
of the network is required, i.e. any abnormal condition is
eliminated, which, among other things, can be generated
by the users’ interest (for example, reaction to the action
conducted by the company) [7]. A similar approach can be
implemented not at the level of the entire network, but on
a separate personal computer. In this case, the application
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activity is analyzed. Such a neural network can be trained
both in the normal behavior and in the anomalous behavior.
When implementing a neural network on an external gateway, it is also possible to train on normal and anomalous
traffic, which allows not only the binary detection, but also
the selection of types of possible attacks.
One of the possible ways to reduce the number of false
alarms generated by automatic means of detecting anomalous deviations is to perform a correlation analysis of data
coming from various sources in order to compare with the
previous identified characteristics and determine the priority of the response to a new feature. The quality of the
correlation analysis depends on the parameters of the network itself, in particular, data on IP and MAC addresses,
used ports, versions of installed software, configuration of
network equipment can be used to improve the analysis. To
speed up the analysis, a two-level correlation can be used,
and periodic dependences of the change in traffic can be
detected [8].
The signature analysis, implemented for detecting
DDoS attacks in general in terms of mechanics, is similar
to a similar tool for the identifying of viruses and malicious
code. To carry out this analysis, the system values of the
variables associated with the used data transfer protocols
are taken into account. In this case, the signature analysis of
network packets is made taking into account the context:
in which part of the packet information is found, which
protocol is involved, to which port calls are made. The
software running on the network should also be taken into
account, because the same network traffic can be either
normal or abnormal, depending on the software used on
computers [9].
There are developments of intrusion protection systems using the product rules base, which are compared
with active network applications. These rules essentially
describe the signatures of known attacks and the existing heuristic rules for their definition. In this case, the
rules can be adjusted when the nature of legitimate network interactions changes. The method of the building of
production systems is to determine the list of active network applications, a dynamic system of intrusion detection
rules, mechanisms for the estimating the network traffic and
blocking it.
To implement automatic adaptation of an abnormal deviation detection system in a dynamically changing network
environment, the dynamic threshold method is used. For
each network protocol, statistics are identified and accumulated, from which it is possible to judge the presence of

anomalous deviations. As development of this technique,
the total suspicion of the parameters associated with each
node of the computer network is calculated [10].
There are developments of hybrid approaches to the
modeling of intrusion detection systems based on decision
trees and the method of reference vectors, united in a classifier committee to maximize the accuracy and reduce the
computational complexity of the algorithm. These algorithms use adjustable weighting coefficients based on the
probabilistic approach and splitting the training sample into
subsets prior to single-valued classification, which makes
it possible to recognize the majority of network attacks.
All described intellectual technologies can be used in
various combinations within the overall detection complex.
The overall architecture remains the same, but the decision
module can be built both on the basis of parallel and sequential study of traffic for the presence of anomalies and their
typing. This, in general, increases the accuracy of the processing incoming information, but it affects the speed of its
processing [11].

The feature space and comparison measures

For all methods of the artificial intelligence considered
above, various approaches are used to form a space of secondary characteristics that informative describe the flows
of telemetric traffic data, as well as measures to compare
these characteristics.
The principles of the formation of a characteristic space
and measures of comparison of attributes in the problem
of recognition of abstract images were described in detail
in [3]. Later, these principles were developed when applied
to various types of data, including telemetric traffic data.
For example, in [12], it was suggested to use the number
xi (i = 1, 2, . . . , I ) of packages of different destinations
as the initial parameters of the traffic data streams, and as
secondary indicators it was suggested to use statistics in the

form of relative frequencies xi / xi of the corresponding
i-th streams.
In [13], it was suggested to use as initial parameters: the
volume of incoming traffic; the amount of incoming UDP
traffic; the amount of incoming TCP traffic; the number of
incoming UDP packets; the number of incoming TCP packets; the amount of incoming traffic received using the ICMP
protocol; the number of incoming packets transmitted over
IP, etc. As secondary characteristics, it was suggested to
use various simple statistics: the algebraic functions of the
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• the description of the methodology for converting the
initial space of parameters of telemetric traffic data
into the space of its structural features;
• the description of the compression of the space of
structural features into 3D space;
• the conducting of qualitative studies of methodology
on model traffic.

original parameters, for example, the volume of incoming
traffic/the number of incoming packets transmitted over the
IP protocol. It is shown that many types of attacks (HTTPflood, SYN-flood, UDP-flood, ICMP-flood, TCP-flood), as
well as their combinations can be recognized based on these
characteristics.
Shannon entropy variants [14], [15], [16], entropy of collisions or Renyi’s quadratic entropy [17], Kullback-Leibler
discrepancy or information distance are most often used as
measures of comparison of secondary characteristics [18].
To date, the best measures used to detect low-rate DDos
attacks are generalized entropy and information distance
metrics [18], [19]. These measures outperform the traditional Shannon entropy and Kullback-Leibler distance
approaches, respectively, in detecting anomaly traffic.
From the literature, it is easy to see that the formation
of secondary characteristics is directly related to the chosen measures of their comparison. It is possible that this is
due to attachment to the methodology of [3]. However, this
imposes a significant limitation on the description of the
behavioral structure of the traffic. Thus, various entropy
measures of similarity, being metric invariants of automorphisms, smooth out various probability statistics [21].
As a result, the same values of similarity measures can
correspond to different traffic structures. Works [18], [20]
confirm this. Comparison measures based on the construction of relationships between the characteristics, taking into
account their various threshold restrictions [13], including
the use of production rules, are very specific and require
finding new signs when expanding the variety of attacks.
Also, the number of initial traffic parameters used for its
analysis is also limited.

The main ideas of this work in some aspects were
initiated by the results of [18], [19], [22], [23].

The methodology for converting the initial traffic
parameters into features of its spatial structure

Under the transformation of the initial space of the parameters of the flow of telemetric traffic data into the space
of signs characterizing its behavioral structure, we will be
based on the following assumptions and principles:
• the transformation must be invariant to the number of
parameters of the stream of telemetric traffic data;
• the transformation should be based on taking into
account the influence of the previous samples of
parameters on the subsequent ones (the causality
principle);
• the influence of the values of the parameters in different time readings on their current values should be the
smaller, the further these values are from the current
values;
• the transformation must rely not only on the values
of the parameter values, but also on the correlation
relationships of these parameters in different readings;
• the transformation should stabilize the initial nonstationary process of traffic (the principle of the
forming a stationary description);
• the averaging of statistics should be made by the maximum period of the change in traffic parameters (the
ergodicity principle of the description).

Nevertheless, the most important consequence of the
studies considered is that the formation of signs and the
choice of one or another measure of their comparison are
due to the effectiveness of determining the differences
between legal and illegal traffic [4].

THE SPACE OF STRUCTURAL FEATURES
OF TRAFFIC

It is assumed that when these assumptions and principles
are realized, the constructed feature space will be sensitive
to changes in the behavioral structure of the traffic.

The aim of this paper is to provide a qualitative description
of a new approach to the formation of a feature space on the
basis of the features of the behavioral structure of traffic.

We will describe any traffic by the vector P(t) =
{p1 (t), p2 (t), . . . , pM (t)}+ its parameters pm (t)(m =
1, 2, . . . , M), where t is discrete readings of the current
time (t = t, 2t, . . . , Kt), and + is the transpose
operation.

The main tasks of the work are:
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We assume that the traffic dynamics is described by some
evolutionary operator H(t, τ ):
P(t) − P(t − τ )
= H(t, τ )P(t − τ ).
τ
Performing some estimation of the given operator (under
the assumptions and principles described above) from
observations on the finite interval T formed by the samples
P(t) at discrete instants t, we note that the operator H(t, τ )
is formed by the correlation elements pn (t)pm (t − τ ) of
the Toeplitz matrix [24].
On the basis of this operator, a structured twodimensional function S(t, τ ) is constructed that depends
on the correlation elements of the Toeplitz matrix averaged over the interval T , where t and τ are discrete time
moments t, τ ∈ {t, 2t, . . . , Kt}.
The basic properties of this function are: S(t, τ ) ≥ 0;
S(t, 0) = 0; S(t, τ → ∞) → 0.
The physical meaning of this function is that it describes
for each discrete sample t of the current time the degree of
influence on the traffic P(t) of the values of the parameters
P(t − τ ) of its samples at previous moments, separated
from t by τ .
For each k-th discrete sample t, samples with respect to
τ of the structure function S(t, τ ) form a discrete spectrum:
+

S = {S(k, t), S(k, 2t), . . . , S(k, N t)}

+
k
= S1k , S2k , . . . , SN
.
k

These samples generate the N-dimensional space of
behavioral patterns of traffic.
Since, the evolution operator H(t, τ ) regulates the
dynamics of stationary increments of the nonstationary
vector P(t), the discrete spectrum of the structure function
S(t, τ ) will be quasistationary.



k + , each of which
of K elements Sk = S1k , S2k , . . . , SN
includes discrete components with the amplitudes Snk (n =
1, 2, . . . , N).
Each Snk component of any k-th spectrum is multiplexed
into several channels, the number of which is much smaller
than the number of spectral components.
The software registers in the first channel X variations in
the values of all spectra components, and, from these variations, initially adjusts the increase/decrease component’s
amplitudes of the first channel.
As an example, the variations are recorded in the form
of the values n = |Snmax −Snmin |, determined by the maximum Snmax and the minimum Snmin values of the amplitude’s
scatter of all components (n = 1, 2, . . . , N).
Further, all variations n (n = 1, 2, . . . , N) are compared with the originally assigned threshold 1 thr , and
when exceeding this threshold, the samples of the discrete
signal of the first reference channel are formed by the first
notch filtering:
WX = (wX1 , wX2 , . . . wXN )+ ,
where wXN = 1, if n ≥ 1 thr ; else 0 otherwise.
These values adjust the values of the amplification/attenuation coefficients wXn of component’s amplitudes of the spectra in the first channel X.
Notch filtering allows you to remove non-informative
components from spectra, leaving only components
responsible for their difference.
Then, in the second channel Y , using Hilbert filtering,
the first auxiliary discrete signal is formed:
W1 = (w1 1 , w1 2 , . . . w1 N )+ ,

hn−k wXk ,
w1n =


Description of the compression of the N -space of
structural features in the 3D-space

k

w1n wXn = 0,

n

For a qualitative analysis of the traffic behavior, it is of considerable interest to compress the resulting N-dimensional
feature space into a space of smaller dimension, for
example, into a 3D-space [25].
We describe an algorithm for such reduction [26].
The dimension’s reducing of spectra is made for the
whole of its set — the set {S}k (k = 1, 2, . . . , K), consisting

where hk =
of Hilbert.

1
πk

[1 − cos(π k)] — is the impulse response

Further, absolute sample values |w1n | (n = 1, 2, . . . N)
of the first auxiliary discrete signal are registered, and
samples of the second auxiliary discrete signal W2 =
(w21 , w22 , . . . w2N )+ are formed by the second notch
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FIGURE 1. The model of normal traffic

The values of the amplification/attenuation coefficients
wZk of the amplitude values of the spectral components in
the third channel Z are adjusted in proportion to the values
of the reference discrete signal samples WZ .

filtering in the form of unitary units:
w2n = 1, if (w1n > 0 and |w1n | ≥ 2 thr ) ;
w2n = −1, if (w1n < 0 and |w1n | ≥ 2 thr ) ;

The reduced images of all K spectra are formed in each
channel by the spatial accumulation of the corresponding
filtered components:

w2n = 0, otherwise.

The second notch filtering contributes to the isolation of
features in the components of spectra related to individual
classes (classes that combine similar spectra).

Xk =

Thus, if the first notch filtering separates the components responsible for the difference, the second separates
the components responsible for the similarity of the spectra.

Yk =
Zk =

The samples of the reference discrete signal WY =
(wY 1 , wY 2 , . . . wY N )+ of the second channel are formed on
the basis of the Gramm-Schmidt orthogonalization process.
The amplification/attenuation coefficients wY k of component’s amplitudes of the spectra in the second channel
Y are adjusted in proportion to sample’s values of the
reference discrete signal WY .
In subsequent channels, the corresponding reference
discrete signals orthogonal to all the reference signals
of the previous channels are formed. So, for the third
channel Z, the third reference discrete signal WZ =
(wZ1 , wZ2 , . . . wZN )+ is formed.

N

n
N

n
N


wXn Snk ;
wY n Snk ;
wZn Snk ,

n

k = 1, 2, . . . K.
In the described procedure of the decreasing of the
dimensionality K of spectra, each of the spectrum,
the multidimensional element Sk , will correspond to its
reduced three-dimensional pattern (traffic phase diagram)
Xk , Yk , Zk (k = 1, 2, . . . K).
For the purpose of the spectra visualizing by the increasing of the difference in the reduced patterns, it is iteratively
changing thresholds 1 thr and 2 thr in the first two channels, increasing any distinction criterion (for example, the
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FIGURE 2. The model of abnormal traffic

minimum of minima distances between points Xk , Yk , Zk
or the Fisher’s multiple discriminant criterion).

structural functions of Figures 3 and 4, using the algorithm
described in Section 3.2.
From figure 5 it is visible, that the traffic has laid down
qualitatively (visually). They can be distinguished and
quantified on the basis of the similarity measures described
in Section 2.2.

EXPERIMENTAL RESULT
Below are the results of qualitative studies of the proposed methodology for transforming the initial space of
the parameters of the flow of telemetric traffic data into the
space of features characterizing its behavioral structure.
As an example, we used model traffic and investigated
the sensitivity of structural features to the variation of traffic. Figure 1 shows 300 samples of a stream of normal traffic
parameters formed as cosine functions with different periods (T1 = 110, T2 = 100, T3 = 90, T4 = 80, T5 = 70,
T6 = 60).
Figure 2 shows 300 samples of the flow of parameters
of abnormal traffic, formed from normal traffic, but with
reduced periods of two parameters (T5 = 7, T6 = 6).
Figure 3 illustrates the flow of structural functions for
normal traffic.
Figure 4 shows the flow of structural functions for
abnormal traffic.
Figure 5 shows the compressed images traffic phase diagrams of normal and abnormal traffic, derived from the

CONCLUSION
The developed methodology for transforming the initial
space of the parameters of the flow of telemetric traffic
data into the space of features characterizing its behavioral structure and the conducted qualitative experimental
research on model traffic showed the effectiveness of the
new approach. In the proposed approach, in contrast to the
widely used, the procedure for the formation of structural
features of traffic is separated from the procedure for the
formation of measures of similarity of these characteristics.
The obtaining of structural features is based on fairly
general assumptions and principles: the invariance to the
number of parameters of the flow of telemetric traffic data;
the accounting of the principle of causality; the accounting
of the Markov character of the traffic model; the accounting
of the correlation of traffic parameters; the stationarity of
the description of non-stationary traffic.
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FIGURE 3. The flow of structural functions for normal traffic

FIGURE 4. The flow of structural functions for abnormal traffic
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FIGURE 5. Reduction images of normal and abnormal traffics

The peculiarities of data processing and the construction
of traffic images ensure the sensitivity of structural features
to the variation of the behavioral structure of traffic, which
in turn ensures a reliable definition of anomalies, even with
a large data flow.
All this significantly improves the universality of the
proposed methodology, which suggests that it can be used
to improve the effectiveness of network attack detection
algorithms based on identifying deviations in the traffic of
extremely large volumes.
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