
International Journal of Applied Engineering Research ISSN 0973-4562 Volume 12, Number 21 (2017) pp. 10719-10723 

© Research India Publications.  http://www.ripublication.com 

10719 

Microcontroller Code Protection Technique based on Simulated-Hot-spot 

Analysis of Instruction Access Pattern 

 

Hyeonjae Shin1;2, Jeonghun Cho1 and Daejin Park1* 

1School of Electrnoics Engineering, Kyungpook National University, Republic of Korea. 
2LG Electronics, Republic of Korea. 

                Corresponding Authors
ORCID: 0000-0002-5560-873X, Scopus Author ID: 55463943600 

 

Abstract 

Internet-of-Thing (IoT)-enabled embedded systems are 

controlled by micro-controllers (MCUs) with embedded on-

chip flash memory, in which the binary patterns of user 

software are stored and accessed during runtime. Commer-cial 

system implementors have made an effort to hide the embedded 

software code, but conventional approaches are vulnerable to 

aggressive instruction bus monitoring method which directly 

probe the bare metal layer of the chip die surface with the high-

resolution equipment. The user binary code-scrambling method 

resolves this weak point, but this requires large memory 

overhead to store the corresponding flags to decode into 

original binary code. In this paper, we propose a method to 

reduce these embedded flag bits by only scrambling the binary 

code in frequently accessed-hot-spot regions. The custom-

designed simulation method to efficiently analyze hot-spot 

regions is newly presented. 

The proposed techniques are applied to the Mentor 8051 core 

using a 0.18um Magnachip flash-embedded CMOS process 

and the benefits in terms of area reduction are evaluated for the 

Dhrystone benchmark. 

 

INTRODUCTION AND MOTIVATION 

Internet of things (IoT)-based embedded systems consist of 

various hardware components and software stacks on a single 

board (1). Specially, all functionality and operations are 

defined with embedded software that is stored in on-chip 

embedded flash memory. Core know-how of intellectual 

property is concentrated in this user code, which is compiled 

into the binary code pattern by the embedded C compiler. 

Nowadays, competing companies try to steal core algorithms 

by extracting valuable em-bedded software from famous IoT 

devices. Various protection methods have been introduced, but 

they still have limitations depending on all kinds of attacks 

from the intended anonymous hackers (2). One of the 

aggressive methods is to directly probe the bare metal layer 

between the CPU and instruction memory after melting the 

plastic surface of the MCU chip. Original codes are directly 

fetched from memory to the instruction bus, after which they 

can be extracted by the malicious attackers. 

One of the effective methods to prevent MCU software from 

stealing instruction is to scram-ble original binary codes and 

unscramble them during code execution during runtime. Key 

val-ues have to be stored in additional memory to indicate 

whether the specific code regions are scrambled, so that they 

have to be unscrambled with the corresponding key value. 

Actually, 10-20% area overhead is required (3), but the 

memory area is most dominant in the entire chip size, so this 

area overhead is not ignorable. It is important to reduce the 

additional memory bits for storing the key value. 

Our study is motivated by the concept that the existing method 

considers the entire memory region as equally important. In 

fact, a small fraction of codes, which occupy only a small area 

in code memory, are performed during most of the execution 

time in runtime. Therefore, we only scramble frequently 

accessed instructions, so that the overall area overhead is 

dramatically reduced. 

The rest of the paper is organized as follows. Section 2 presents 

the related works. Section 3 describes the proposed 

architecture. Section 4 applies the proposed methodology to 

smart IoT designs. Section 5 will conclude the paper and 

discuss future works. 

 

RELATED WORKS 

The binary code inversion method to scramble the instruction 

is initially introduced (4), and then this method is improved to 

perform compact encryption (5). To increase the safety in 

MCU, the code inversion method is applied, inversion flags are 

represented with the embedded cyclic redundancy code (CRC)-

based flags (6). With this approach, the safety of currently 

accessed instruction can be easily validated (7). 

The circuit data path to scramble the binary code based on the 

instruction inversion is in-troduced (8). We presented the code 

scrambling technique based on the binary code inversion and 

implemented it in the sense amplifier of on-chip embedded 

flash memory (3) (9). Intended code inversion can be utilized 

to verify the integrity of the embedded software (10) (11). The 

scrambled binary code is also applied to the automatic mask 

ROM code pattern generation (12). 
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The hot-spot-based binary code inversion technique is 

presented to reduce the number of flag bits and the access 

current consumption (13). This approach is based on the 

runtime measure-ment to determine which regions are 

considered hot-spot, which results in poor test coverage, In this 

paper, we improve this original approach by adopting the 

simulated analysis to determine the segmented access region 

efficiently. 

 

 

 

Figure 1: Atomic and coupled models for simulated analysis of IoT operation 

 

Figure 2: Tracing the emulated MCU operations to dump access pattern 
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PROPOSED ARCHITECTURE 

The access patterns-based MCU operations are collected into 

the virtual file stream in parallel, which is described in Fig. 2. 

The simulated result using the result of the given binary code 

execution can describe all kinds of interactions between the 

internal core and external environ-ment, so that the proposed 

framework emulates the real MCU operations. By analyzing 

the dump files, we can estimate which areas of code fractions 

are hot-spot. The output report file indicates the start and end 

address at which some hot-spot regions are found. 

The binary code is generated by the embedded C compiler, we 

use the SDCC c compiler in this paper. The overall procedure 

to generate the target-specific binary code is described in Fig. 

 

THE GENERATED BINARY CODE, WHICH IS A 

COMPILED RESULT, IS READY TO BE 

DOWNLOADED INTO THE ON-CHIP FLASH 

MEMORY. 

We replace the MCU with the custom-designed core simulator, 

by extending the augmented binary code with the scrambled 

binary patterns and the corresponding flags. The simulation 

results using the user-directed software as binary code interacts 

with the external I/O interface such as general purpose I/O 

(GPIO) and interrupt pins. Our simulated framework traces the 

internal operations of CPU execution and external interactions 

by saving all kinds of events into a file. 

Fig. 4 shows the overall architecture of our proposed binary 

code inversion to scramble the instruction based on the detected 

hot-spot region. User-programmed C software code is 

compiled into binary code using the SDCC c compiler. The 

compiled binary code is segmented into the basic blocks, which 

are used as fundamental units to count the importance by the 

proposed simulation framework. 

The initial simulation result enables a rough estimation of the 

call graph by analyzing the dump file. Then, we can refine the 

hot-spot region incrementally around the initial hot-spot, which 

is roughly estimated by the previous simulation results. The 

inversion method is experi-mentally applied to the area, which 

is determined by these procedures. 

Then, we repeat to simulate code execution with the scrambled 

binary code to collect the hit count for the scrambled area and 

bare region. If the selected scrambled binary code is frequent 

enough to access with a small amount of unscrambling flags, 

we can conclude that the current scrambling result is enough to 

protect the binary code with a reasonable scrambling area. 

 

 

 

 

Figure 3: Overall procedure for simulated hot-spot analysis 
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Figure 4: Binary code inversion to scramble the instruction based on the detected hot-spot region 

 

 

Figure 5: Exploring hot-spot region based simulated analysis 

 

IMPLEMENTATION RESULT 

The proposed framework, which is designed to efficiently 

explore hot-spot based on the simu-lated analysis, is applied to 

the Mentor 8051 core. We used the Dhrystone benchmark (14) 

to evaluate the static analysis method. The simulated analysis 

engine collects instruction access patterns caused by the 

internal operations and external interactions such as general 

purpose I/O or interrupts, for which we implemented in-house 

examples. 

Fig. 5(a) shows the emulated result of access patterns for the 

given benchmark and custom-designed software for activating 

peripherals. Iterative exploration to determine the hot-spot 

region is incrementally performed. Fig. 5(b) is a result of the 

proposed static analysis as a hot-spot region. We only applied 

the binary code scrambling to this area, which resulted in 

reducing the area overhead for storing the scrambling flags. 

Fig. 5(c) shows that the access current reduction by our 

previous work (13) is still effective, although we determined 

the hot-spot region with the proposed simulation method 

instead of directly running MCU with the given binary code. 

 

CONCLUSION 

In this paper, we proposed a simulated analysis-based hot-spot 

region detection to apply the instruction scrambling technique 

selectively for frequently accessed regions of binary code. 
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Instead of running the binary code directly to determine which 

regions are scrambled, the pro-posed approach tries to 

effectively search the hot-spot based on the static analysis, 

which ex-tends the range for the design space exploration. Our 

approach is applied to the Mentor 8051 core and the SDCC C 

compiler which are integrated with our proposed simulated 

framework. With the proposed approach, the hot-spot region is 

efficiently found with small design time, due to there being no 

needs for runtime execution of the user-programmed binary 

code, for all kinds of cases. 
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