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Abstract
Nowadays the development of technology and information is
very rapid and fast. Anyone can easily access or send any data
and information which creates a problem to improve system
security. Therefore, we can use steganography to protect
confidential data and information by hiding a message. This
paper will discuss the application of steganography on Portable
Network Graphics (PNG) image media with the spread
spectrum method which is done by encryption process first
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other than the sender and recipient of the message. This
application is used by military and intelligence agencies,
detection of confidential messages towith cryptanalysis,
techniques can quickly lead to attacks on agents [4]. In
addition, steganography can be used for enterprise data
protection protection for secure circulation of confidential data,
and in accessing control systems for digital content distribution.
There are two general stages in digital steganography, namely
the process of embedding or encoding (insertion) and the
process of extracting or decoding (expansion or disclosure).
The results obtained after the embedding or encoding process
called Stego Object (if the media container only in the form of
image data then called Stego Image).
There are several criteria that must be met in hiding messages
[1].

INTRODUCTION
Steganography is becoming the most important research topic
in information security such as digital images, video, and audio.
Steganography is the science and art of hiding messages inside
the other messages so the existence of the first message is
unknown [1]. Steganography comes from the Greek word
‘steganos’ which means hidden text. Steganography is not
cryptography, but both are complementary. Cryptography
conceals the meaning of the message while the existence of the
message persists, while the steganography obscures the
existence of the message [2]. Messages on steganography are
encrypted first, then hidden on a medium so that third parties
are unaware of the existence of the message. Media that inserts
messages in steganography is called cover-object. Cover-object
used can vary, for example in the image archive.

1.

Imperceptibility is the existence of a message that
unable to perceived by the senses. If a message is
inserted into an image, it must be indistinguishable
from the original image by the eye.

2.

Fidelity is the quality of the container that does not
change much due to insertion.

3.

Recovery is the ability of revealing the hidden
message.

Cryptography is the art and science of securing messages. In
cryptography, messages are called plaintext or cleartext. The
process of disguising the message in such a way as to hide its
original content is called encryption. The encrypted message is
called ciphertext. The process of returning a ciphertext to
plaintext is called decryption.

Steganography is a technique to hide a good message in
communicating so as not to arouse suspicion towards anyone
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not easily be solved.

RESEARCH METHOD
Steganography
Steganography is the art of communicating using hidden
messages. Generally, steganographic message will look like a
regular picture, but the picture has been inserted with a hidden
object. Steganography techniques can be applied to images,
video or audio files [4]. The purpose of steganography is to
protect against piracy that infringes copyright. Common
examples are usually applied to digital media files, as this is the
best way to store a great size of messages and inconspicuous
general properties.
As for some advantages and disadvantages of steganography:
1.

Only the senders and recipients of messages which
can know the contents of the inserted information.

2.

If a hijacker and terrorist can open it, then it is biased
to be a very dangerous thing.

This technology is prioritized for the protection of a data, so the
algorithm has different requirements for steganography. A
good steganographic algorithm requirement will be discussed
here. In the watermarking method all instances of an object will
be "marked" in the same way. The type of information hidden
in an object when using watermarking typically uses a
"marked" to signify ownership for copyright protection
purposes [14].

Figure 1: The example of a picture inserted by a hidden
message

In Figure 1 it is clear that the images that have been dis titled
secret messages have no significant change. Spread Spectrum
Image Steganography (SSIS) is a technique of storing secret
messages using keywords known only to senders and
recipients. SSIS provides the ability to hide and restore an
image without making suspicions to others. Furthermore, SSIS
is a very secure method since the original image is not required
to extract the hidden information. The recipient only needs to
have a key from the sender to reveal a hidden message. The
existence of the hidden information is almost undetectable [14].
The calculation of the generation of random numbers on spread
spectrum using LGC formula, namely:

The recent image steganography techniques can be classified
into:
1.

Spatial (image) domain.

2.

Compressed domain based on vector quantization
(VQ).

3.

Transform domain.

Portable Network Graphics (PNG)

4.

Spread spectrum.

5.

Statistical technique

6.

Distortion technique

Portable Network Graphics or commonly abbreviated as PNG
is one of the image storage formats which uses a compacting
method that does not remove part of the image. In general, the
PNG format is used for Web images that created to replace GIF
formats with better compression.

Xn+1 = (aXn + c) mod m

(1)

Steganography techniques can be classified into:

Spread Spectrum
Spread spectrum is a signal generation technique that is
deliberately spread over a bandwidth range larger than it should
be. The term spread spectrum is used because in this system the
transmitted signal has a bandwidth that is much wider than the
bandwidth of the information signal (reaches thousands of
times). The process of spreading the bandwidth of this
information signal is called spreading. The first type of spread
spectrum developed is known as the frequency hopping.
The spread spectrum method transmits a narrow band of
information signal into a broadband with frequency
deployment. The spreading frequency will increase the level of
redundancy. By increasing the redundancy level, the code will

1.

Transparency

2.

Gammba (lighting setting)

3.

Progressive image viewing

Cryptography
Cryptography is the art and science of securing messages. In
cryptography, messages are called plaintext or cleartext. The
process of disguising the message in such a way as to hide its
original content is called encryption. The encrypted message is
called ciphertext. The process of returning a ciphertext to
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plaintext is called decryption. Cryptography aims to keep
messages or documents unreadable by unauthorized persons
and falsification of message documents so that the person
sending the message can not escape the responsibility of
sending the message. Cryptographer is a person who practices
cryptography while cryptoanalysts are people who practice
cryptanalysis , art and science in solving ciphertext.

Afterwards, all RGB values are changed into bit forms.
Red value in binary:
11110011

10000000

10011011

11010011

01101110

00111010

11000111

11000001

101110011

RESULTS AND ANALYSIS

Green value in binary:

The Results with Spread Spectrum Method and
Encryption
In this section will discuss about the experiments and the results
of experiments using spread spectrum method that first
performed the encryption process. The example uses 3x3 pixel
image with PNG image format.

Figure 2: A watermelon

In Figure 2 there is a watermelon that will be experimented
using spread spectrum method. The first step is to convert the
pixel of the image to 3x3 pixels and find the value of RGB that
is still valuable in decimal form and convert it into binary form
so that characters can be inserted, as shown below.

11111111

01100101

01111010

01011111

00000100

00000101

00111010

00101001

10011110

Blue value in binary:
11111111

11000011

11000001

01110001

01001000

01100000

01000110

000101111

10110001

To determine the number of characters in RGB digital image
that can be inserted by multiplying the pixels of digital image
then multiplied by 3 bytes and divided by 8 bits. For example,
3x3 pixels, then
Number of pixel: 3x3 = 9
9 pixel x 3 byte = 27 byte
27 byte : 8 bit = 3,375
Each byte contains 1 bit character, then if rounded characters
that can be inserted amounted to 3 characters or letters.

Red value in decimals:
243

128

155

211

110

58

199

193

185

Green value in decimals:
255

195

193

113

72

96

70

47

177

Blue value in decimals:
255

101

122

95

4

5

58

41

158

A picture with PNG format and 3x3 pixels will be inserted by
a message "DAN" with keyword "s". Before the process of
spreading, the message "DAN" is changed into binary form.
The result of converting the message "DAN" is 01000100
01000001 01001110. Then the binary message is spread with
one as the scale multiplier, so that the message segment
obtained is 01000100 01000001 01001110 same as the
message before multiplied.
Then the message segment 01000100 01000001 01001110 or
in cryptographic language is the plaintext is encrypted to
become a chipertext with keyword "B". Change the keyword
"B" into the binary form and the resulting conversion is
01000010. After that the plaintext is encrypted with the
keyword "B" using the XOR function.
Plaintext: 01000100 01000001 01001110
Keyword: 01000010
Chipertext: 00000110 01000001 01001110
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The next step is the generation of pseudo noise by changing the
keyword "s" into the binary form and the resulting conversion
is 01110011. Afterwards, the binary shape is changed into
decimal form and the value obtained is 227.
After getting a decimal value of 227 as a keyword, then the
value is used as the initial seed of the generation of random
numbers. The calculation of the generation of random numbers
using the LCG formula(1).
With the value a = 2, c = 7, m = 9 then the calculation value X1
= (2 x 227 + 7) mod 9 and the result is 5. Next, the number of
5 is changed into binary form to 00000101.

Filter results: 01000001 01000001 01001110
Pseudonoise signal: 00000101
Demodulation result: 01000100 01000001 01001110

The above demodulation result is chipertext. Chipertext must
be converted to plaintext, this process is called decryption. The
decryption process is performed using the XOR function
between the chipertext with the previously defined "B"
keyword.

Then for the chipertext is modulated by pseudo- logise signal
using XOR function.

Chipertext: 00000110 01000001 01001110
Keyword: 01000010

Chipertext: 00000110 01000001 01001110

Plaintext: 01000100 01000001 01001110

Pseudonoise signal: 00000101
Result of XOR: 00000011 01000001 01001110

Furthermore, the modulation results will be inserted into the
pixel bits by changing the last digit on the rightmost of RGB.
The following is the result of modulation process between
message segment and pseudonoise signal.

The above plaintext is the initial message segment which then
splits one plaintext to know the actual message idea. The
process of de-spreading the segment becomes:

01000100 01000001 01001110

Red value after insertion:
11110010

10000000

10011011

11010011

01101110

00111011

11000110

11000001

10111001

If it is changed into the character form, it can be known that the
message is "DAN".

Analysis of RGB and Grayscale Digital Image
RGB Digital Image

11111110
01011110
00111010

01100100
00000100
00101001

Maximal Number of
Characters (alphabet)

Green value after insertion:
01111011
00000100
10011110

40

30

30

18

20
10

9
3

0
3x3

Blue value after insertion:
11111110

11000010

11000000

01110000

01001000

01100001

01000111

00010111

10110001

5x5

7x7

9x9

Image Resolutin (pixel x pixel)

Figure 3: The maximum number of characters that can be
inserted into RGB

The next process is the extraction by demodulation. The
demodulation process is performed by pseudo noise signals
from the same keyword in the modulation process to obtain
correlated bits.

In figure 3 explains the RGB digital image on the y-axis is the
maximum number of characters in the letter that can be
inserted. On the x axis is the image resolution in pixels. The
larger the pixels, the more letters can be inserted. RGB digital
image has 3 channels that is Red, Blue, Green. Thus the number
of characters in letters that can be inserted in RGB digital
images can be more than in Grayscale digital images with the
same pixels.
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30.375

30

18.375

20
10

Grayscale Digital Image
Maximal Number of
Characters (alphabet)

Maximal Size of
Text (byte)

RGB Digital Image
40

9.375
3.375

0
15.213

15

15.34

15
10
10

6

5

3

1

0
3x3

15.444

5x5

7x7

9x9

Image Resolutin (pixel x pixel)

Size of Image (byte)

Figure 6: The maximum number of characters that can be
inserted in Grayscale

Figure 4: Maximum text size that can be inserted in RGB

In figure 4 describes the RGB digital image on the y-axis is the
maximum text size in the letter that can be inserted. On the x
axis is the image size in bytes.

Comparison of Original RGB and RGB
Steganography

Size of Image
(byte)

15.566 15.54 15.544
15.6
15.513
15.444
15.5
15.34
15.4
15.266
15.3 15.213
15.2
15.1
15
3x3
5x5
7x7
9x9
Initial Size
15.213 15.266 15.34 15.444
Steganography Size 15.513 15.566 15.54 15.544

In figure 6 explaining Grayscale's digital image on the y-axis is
the maximum number of characters in the letter that can be
inserted. On the x axis is the image resolution in pixels. The
larger the pixels, the more letters can be inserted. This rule also
applies to RGB digital imagery. Grayscale digital image has 1
channel only while RGB has 3 channels that is Red, Blue,
Green. Thus the number of characters in letters that can be
inserted in the Grayscale digital image is less than the RGB
digital image with the same pixels.
Grayscale Digital Image
10.125

Maximal Size of Text
(byte)

12
10
8
6
4
2
0

6.125
3.125
1.125
15.857

16

16

16.926

Size of Image (byte)
Image Resolution (pixel x pixel)

Figure 7: Maximum text size that can be inserted in
Grayscale

Figure 5: Comparison of Original RGB and Steganography
RGB

Comparison of Original Grayscale
and Steganoraphy Grayscale
Size of Image
(byte)

From figure 5 RGB digital image above, the analysis obtained
that the greater the pixel, the greater the number of characters
that can be inserted in a picture. The comparison of the image
size before and after the inserted message does not significantly
change the size of the image. To determine how many
characters can be inserted by multiplying the pixel and then
multiplying by 3 because digital RGB image has 3 channels,
then divided by 8 bits and obtained results that can determine
the number of characters in letters. Thus the number of
characters in letters that can be inserted in RGB digital images
can be more than in Grayscale digital images with the same
pixels.

At figure 7 explaining Grayscale's digital image on the y-axis
is the maximum text size in which letters can be inserted. On
the x axis is the image size in bytes.

17.5
17
16.5
16
15.5
15

3x3
5x5
Initial Size
15.857 16
Steganography
16.057 16.076
Size

7x7
16

9x9
16.926

16.2

17.126

Image Resolution (pixel x pixel)

Figure 8: Comparison of original Grayscale and
Grayscale steganography
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From figure 8 Grayscale digital image above, the analysis
obtained is almost the same as the digital image of RGB, the
greater the pixel, the greater the number of characters that can
be inserted in a picture. The comparison of the image size
before and after the inserted message does not significantly
change the size of the image. To determine how many
characters in letters can be inserted by multiplying the pixels
and then multiplying by 1 because Grayscale has only 1
channel, then divided by 8 and results are obtained that can
determine the number of characters in letters. Thus the number
of characters in letters that can be inserted in the Grayscale
digital image is less than the RGB digital image with the same
pixels.

greater the number of characters that can be inserted in a
picture. Message insertion also does not change the size of an
image. But digital images of RGB and Grayscale have
differences in the insertion of the number of karatkters. RGB
digital images can insert more characters than Grayscale digital
images because RGB has 3 channels Red, Blue, and Green.

CONCLUSION
The spread spectrum method has a very high level of security
because it has keywords that only the sender and the receiver
can know. From insertion with spread spectrum method and
experimental and analysis on digital image of RGB &
Grayscale, we can get some conclusion as follows.

Table 1: The overall experiment result data on RGB

Table 1 describes the results of the whole experiment on RGB
digital imagery. There is a dimension of the image in pixels and
then it can be known the maximum number of characters in
letters that can be inserted. There is also a maximum text size
in unedited bytes to know how many characters in the letter can
be inserted. This table is also the size of the initial image before
the disteganography and image size after the disteganografi in
bytes.

1.

Experimental results and analysis with spread
spectrum method before and after disteganografi do
not change the image size significantly. With that
another person or a hijacker does not suspect a
picture.

2.

If the image size (pixels) is larger, then the number
of characters or messages that can be inserted also
more and more. But the number of characters that
can be inserted in the RGB digital image is more
than the Grayscale digital image.

3.

The size of the image does not change significantly,
so the image quality also does not change
significantly

4.

In digital images RGB has 3 channels Red, Blue,
Green and Grayscale digital images have only 1
channel, so the number of characters that can be
inserted in RGB digital image more than Grayscale
digital image with the same pixels.

Table 2: Data on the overall experimental results in RGB
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