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Abstract 

Cloud computing is a popular network paradigm, in which 

security is the major concern. Several security threats are 

lined up in front of cloud computing technology and is 

necessary to address the security issues. This work focusses 

on Distributed Denial of Service (DDoS) attack alone as a 

partial effort to achieve better security. The main objective of 

DDoS attack is to halt the server from providing service to the 

cloud nodes, by triggering much more traffic from different 

cloud nodes. At this juncture, the server cannot withstand the 

huge traffic and temporarily stopped. Though these attacks 

cannot be stopped, it can be detected. For this sake, this paper 

presents a Bifold SDN based Solution using Genetic 

algorithm and Covariance matrix (BSSGC). The real time 

traffic data is collected from the Tshark network analyser tool 

and the abnormal traffic is distinguished by employing a 

bifold approach. The initial decision about normal and 

abnormal attacks is made by genetic algorithm and this 

decision is refined by forming covariance matrix. The 

experimental results prove the efficacy of the proposed 

approach with satisfactory accuracy, sensitivity and specificity 

rates. 

Keywords – Cloud computing, DDoS attack, SDN.  

 

INTRODUCTION 

Cloud computing is a service oriented platform that offers a 

wide range of services to the cloud users. The services 

provided by a cloud computing model can be platform, 

infrastructure, software and storage. The cloud users can avail 

these services on demand for a nominal fee. This feature has 

caught the attraction of several small and mid-scale industries, 

as the worries regarding licensed versions and maintenance 

are no more with cloud model. However, the only concern 

about the cloud model is security. The term security is generic 

and it may refer to network or data security. Though all the 

cloud models offer security, there are several security issues 

to be addressed.  

Cloud model is easily susceptible to several security threats. 

One of the most common security attacks is the Distributed 

Denial of Service (DDoS). The main goal of the DDoS attack 

is to down the server by creating unnecessary traffic. 

Numerous nodes attack a single server such that the server 

goes down automatically. The DDoS attack can be achieved 

by attackers or business competitors. Currently, most of the e-

commerce sites utilize cloud computing technology to enjoy 

hassle-free management. In such scenarios, the competitor 

may intend to halt the server to catch the market and this can 

be achieved by DDoS attacks. 

The DDoS attack targets the server with overwhelming traffic, 

so as to halt the server [1]. Though it may look simpler, it is 

very difficult to detect DDoS attack. The DDoS attack can 

happen at any instant of time; hence the defence system must 

be vigilant at all times. As the cloud model relies on Internet, 

the DDoS attack may be the result of the circulation of 

worms. These worms replicate themselves without human 

intervention and can easily halt the server. Hence, DDoS is 

the most dangerous attack that can shatter the network by 

stopping the service temporarily. Once the DDoS attack is 

succeeded, then it takes more time to restore the server back. 

Instead of recovering the server from attack, it is better to 

detect DDoS attack before its execution. 

Though there are several works that deal with DDoS attack, 

Software Defined Networking (SDN) based solutions to 

defend against DDoS attack in cloud computing environment 

is still scarce. SDN reaps so many useful functionalities by 

segregating the control and the data plane. The logic is 

embedded to the switch, which makes the entire process of 

attack detection easier. The message transmission is much 

easier, as the transmission is carried out by taking the 

predefined rules being embedded. As the software controls the 

entire data transmission, it can easily sniff the abnormal 

scenarios and take necessary action immediately. This 

immediate action saves the server from being attacked. 

Additionally, the SDN based solutions require minimal cost 

and maintenance. 

Understanding the necessity of DDoS attack detection scheme 

in cloud computing environment, this article presents a Bifold 

SDN based Solution using Genetic algorithm and Covariance 

matrix (BSSGC). To distinguish between the normal and 

abnormal traffic, the SDN based defence system is trained 

initially. Roughly, the entire system is categorized into 
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training and testing. The training phase imparts knowledge to 

the defence system, whereas the testing phase classifies 

between the normal and attack scenarios based on the 

knowledge obtained from the training phase.  

In order to achieve the goal, the proposed approach is 

subdivided into several modules and each module is 

responsible to achieve partial outcome. The proposed defence 

system is subdivided into data collection, data normalization, 

blacklist generation and decision phase. The data for 

processing is collected from the Tshark analyser [2] to acquire 

real time traffic data.  As soon as the data collection is over, 

the data are normalized to study the nature of data. The 

blacklist generation module aims to detect suspicious traffic 

by employing genetic algorithm and the final decision about 

whether or not DDoS attack happens is done by covariance 

matrix. Some of the noteworthy points of this work are listed 

below. 

 BSSGC employs bifold DDoS attack detection 

mechanism, which ensures accurate classification 

between the normal and the abnormal scenarios. 

 Utilization of real time traffic empowers the 

proposed approach, as it notifies that BSSGC is 

suitable for real time environment. 

 BSSGC ensures better classification rates with 

minimal overhead. 

The remaining section of this paper is organized as follows. 

Section 2 presents the related review of literature with respect 

to SDN and DDoS attacks. The proposed BSSGC is 

elaborated along with the overall work flow is presented in 

section 3. The performance of the proposed work is analysed 

and evaluated in section 4. The concluding points along with 

the future direction of the article are presented in section 5. 

 

REVIEW OF LITERATURE 

This section presents the state-of-the-art related literature with 

respect to SDN and DDoS attack in cloud computing 

environment. 

A taxonomy based approach is presented to enforce security 

in SDN in [3]. This work implements fine grained security 

policies formed by first-order logic description of the 

networking environment. Though the article claimed that the 

performance overhead of this approach is tolerable, it is not up 

to the mark. In [4, 5], the recent trends and architecture of 

SDN are presented in the aspect of security. Similarly, the 

positive and negative sides of SDN are discussed in [6]. 

Additionally, the security threats being faced by SDN are also 

discussed.  

Software defined security architecture is presented for 5G 

mobile networks in [7]. A centralized security controller is 

designed, which communicates with the network controller. 

However, this work considers the mobile networks alone. In 

[8], a network security education platform which is based on 

SDN is presented. This education platform considers the 

dynamic courseware, training cases and service 

decomposition scheme are provided as well. A service 

construction strategy for SDN is presented in [9]. This 

strategy constructs a security service orchestration centre in 

the SDN’s control plane. The designed security centre is 

separated from the controller to deal with the security threats. 

This is achieved by designing a security meta-function base, 

which composes the service in a rule engine. The rule engine 

is formed by optimized rule composition algorithms. 

An experimental software defined security controller is 

proposed for software defined network in [10]. This work 

presents a security controller by utilizing Open vSwitch 

controller. This work deals with the IP and MAC spoofing 

attacks on the network. This work claims that its precision 

rates are high. However, the attacks being focussed are IP and 

MAC spoofing. A policy based security framework that is 

based on OpenFlow is presented in [11]. This framework 

employs a network security operator which is able to create 

and execute security policies in human understandable 

language. Initially, the OpenSec framework converts all the 

security policies to OpenFlow messages and the framework 

acts according to the framed policies. This work blocks the 

malicious nodes automatically.  

A security policy transition framework is presented in [12], 

which is meant for revoking security measures. The term 

transition framework justifies itself by the fact that most of the 

security solutions fire the security measure, when 

misbehaviour is observed. After this point, the spotted node 

cannot access the service effortlessly and to achieve this, the 

controller has to be reset manually. This work eliminates the 

need of manual reset of controller. In [13], a work to mitigate 

DDoS attack in Internet of Things (IoT) based on SDN is 

presented. This work argues that the SDN based approach is 

better than packet sampling techniques. This work collects the 

traffic flow statistics from the SDN enabled switch for attack 

mitigation. 

In [14], a scheduling method for network controller is 

proposed for mitigating DDoS attacks. This work proposes a 

multi-queue SDN controller scheduling algorithm by utilizing 

time slice allocation. The time slices are allocated by taking 

the severity of DDoS attacks into account. A hybrid flow 

based handler for DDoS attack is presented in [15]. This work 

employs two classification algorithms to distinguish between 

the normal and abnormal traffic. Support Vector Machine 

(SVM) and Self Organizing Map (SOM). This work utilizes 

multiple linear SVM classifiers for making initial decision and 

the final decision is made by SOM.  

The work proposed in [16] analyses the traffic flow streaming 

of Vietnamese ISP server during both normal and traffic 

periods. On analysis, attack prevention architecture is 
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developed, which can observe and examine the traffic flow on 

the go. This attack prevention architecture is based on 

thresholds and fuzzy inference system. In [17], an SDN based 

solution for DDoS attack in cloud computing environment is 

proposed. This work collects the traffic data from a dataset 

and distinguishes between the normal and abnormal traffic by 

means of the entropy variance. 

Motivated by the above cited related works, this paper intends 

to propose a Bifold SDN based Solution using Genetic 

algorithm and Covariance matrix (BSSGC) for cloud 

computing environment. Though abundant literature is found 

with respect to DDoS attack, SDN and cloud computing, all 

those consider them separately. This work considers all these 

three dimensions to provide a solution and the related 

literature is observed to be very minimal. The proposed work 

utilizes bifold solution for detecting attacks. The initial 

decision about the happening of attack is made by Genetic 

algorithm and the final decision is taken by framing 

covariance matrix. The following section explains the 

proposed approach in detail. 

 

PROPOSED BSSGC 

This section elaborates the working principle of BSSGC along 

with the overview of the proposed approach. 

 

Overview of BSSGC 

BSSGC is a Bifold SDN based Solution using Genetic 

algorithm and Covariance matrix. As this work involves two 

different steps to decide the strike of attack, the misbehaviour 

can easily be sniffed. Moreover, there is always an alarming 

statement that insists all the security based techniques to have 

reduced false positive rates. In case of attack detection 

systems, false positive rates mean to conclude that an attack 

has approached and an alarm is triggered to the controller, 

while actually that is not the case. This activity consumes 

more energy and resources. Most of the attack detection 

systems tend to provide better attack detection rates and the 

false positive rates are meagrely taken into account. For 

instance, a cent percent accurate attack detection system can 

show maximum FPR. Though the attack detection system 

detects all the attack whensoever it may happen, false 

positives must also be considered. The more the false 

positives, the lesser is the quality of the attack detection 

system.  

Taking this valid point into account, this work presents a 

DDoS attack detection solution for cloud computing 

environment. The main goal of this work is set to reduce the 

False Positive Rate (FPR), as much as possible. When the 

FPR is minimized, the attack detection system can work 

without any disturbance caused by wrong alarms. This 

indirectly conserves energy and let the controller to work 

peacefully, which in turn provides energy efficiency. Besides 

this, the unnecessary computational overhead is also 

overthrown by this work. The overall flow of this work is 

presented in figure 1. 

To achieve minimal FPR, this work employs bifold security 

solution, in which the initial decision is made by genetic 

algorithm and the final decision is taken by forming the 

covariance matrix. In order to test the performance of the 

proposed approach, the real time traffic data is collected by 

making use of Tshark analysis tool. On analysis, the proposed 

approach shows minimal FP rates.   

 

 

 

Figure 1: Overall flow of the work 
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Traffic data collection and pre-processing 

In order to proceed with, this work collects real time traffic 

data by exploiting Tshark [2]. Tshark is a network analyser 

and is capable of grabbing real time traffic. Basically, Tshark 

is executed on command line, for which the traffic data is 

generated and displayed in the console. The java code takes 

the traffic data as input for further processing. The TShark 

analyser provides several attributes, out of which certain 

attributes are manually extracted. The attributes of interest are 

source IP, destination IP, action, packet size and time. These 

attributes alone are to be processed and are extracted. The 

extracted data are then pre-processed by arranging the packets 

with respect to action pair. For instance, the request and 

response pairs of every source and destination IP are sorted in 

order. This is to make the data in an organized and intelligible 

fashion. As soon as this process is done, the blacklist is 

prepared by the genetic algorithm. 

 

Blacklist Preparation by Genetic Algorithm 

Genetic Algorithm (GA) imitates the behaviour of genes and 

follows evolutionary principle. The GA is based on population 

initialization, mutation and crossover. Initially, the GA is 

initialized with a set of chromosomes and the crossover 

operation can be done, upon the satisfaction of some rules. 

The performance of the GA relies on the choice of parameters 

and most significant parameters associated with GA are 

population size, crossover and mutation rate. The fitness 

function decides the performance of the genetic algorithm and 

is given more importance.  

Basically, the GA surveys the search space with greater steps 

and when the optimal solutions are detected the algorithm 

starts to converge with tinier steps. The GA strictly follows 

the Darwin’s theory, which is the ‘survival of the fittest’. In 

this case, the chromosomes which prove maximum fitness 

value are suitable for the forthcoming stages. This work 

generates the blacklist of nodes, which are observed to be 

abnormal based on a fitness function. The fitness function of 

this work relies on the Time of Existence (ToE). Each service 

request is associated with an attribute called time. This work 

fixes the maximum time for a service request, which is 150 

seconds. This maximum time is decreased by the value one 

and the request remains active until its time becomes zero. 

The value of time of existence, which is the fitness function of 

this work, is computed as follows. 

 

𝑇𝑜𝐸[𝑥] =
(1−𝑟)×𝑀𝑎𝑥𝑡𝑖𝑚𝑒

|𝐺𝐹−𝑆𝐹|
× 𝑆𝐹 + 𝑟 × 𝑀𝑎𝑥𝑡𝑖𝑚𝑒        (1) 

 

In the above equation, 𝑥 is the chromosome, 𝑟 is the random 

number ranging from 0 to 1, 𝑀𝑎𝑥𝑡𝑖𝑚𝑒 is fixed as 150. 𝐺𝐹 and 

𝑆𝐹 are the greatest and smallest fitness values respectively. 

Initially, both the greatest and smallest fitness values are the 

same. These fitness values reflect the ToE and it acts as the 

fitness value of the genetic algorithm. When the ToE is more, 

it makes sense that it is fitter to be in the next iteration. The 

more the ToE, the fitter it is to participate in the future 

processes. In this work, the value of ToE ranges from 22 to 

98. The overall algorithm of this work is presented below. 

 

BSSGC Algorithm 

Input : Traffic data 

Output : Service denial 

Begin 

Collect input data; 

Pre-process the data; 

Prepare a blacklist by GA; 

Construct covariance matrix and refine the decision; 

Deny the service for abnormal nodes; 

End; 

 

Crossover operation is performed, when the number of 

chromosomes is diminishing. The crossover operation 

generates a set of chromosomes. For this sake, it would be 

better to choose the optimal chromosomes and is done by 

finding the average lifespan of the chromosomes, which is 

divided by the 𝑀𝑎𝑥𝑡𝑖𝑚𝑒 . The resultant value ranges between 0 

and 1, where 0 indicates the chromosomes are not optimal to 

proceed further. When the resultant value is nearer to 1, then 

the chromosome is considered as optimal. This process is 

repeated to generate the blacklisted nodes, based on the rule 

set. When a source IP is added to the black list, then the 

service is denied to that node for a particular period of time. In 

our case, the misbehaving node is denied with the service for 

about 200 seconds. This time is fixed on the basis of trial and 

error method. The rules are easily formed as the collected data 

are arranged with respect to request and response pair. With 

this operation, the GA produces the blacklist of the suspicious 

nodes, which seem to be abnormal. The final decision of 

whether to provide service or not is made by the covariance 

matrix formation. The covariance matrix formation is 

provided in the forthcoming section. 

 

Covariance Matrix Formation 

Covariance matrix aims to measure the relationship between 

the blacklisted records. The degree of correlation between the 

records is measured, so as to distinguish between the normal 

and the abnormal traffic. Initially, the blacklisted records are 

gone through and the decisions are made accordingly. A 
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simple scanning and analysis of records can make this process 

easier, as the normal traffic abruptly differ from the abnormal 

traffic. Hence, the correlation coefficients are framed between 

the records. In this work, the covariance matrix is formed by 

taking the 𝑇𝑜𝐸 into account. 

Let the feature vector is formed by considering the feature 

value at a particular instant of time. For instance, 𝑇𝑜𝐸(𝑖) is 

the value of 𝑇𝑜𝐸 at the 𝑖𝑡ℎ interval of time and is represented 

as follows. 

𝑐𝑚 =

(

 
 

𝑇𝑜𝐸1,𝑖1 𝑇𝑜𝐸1,𝑖2 ⋯
𝑇𝑜𝐸2,𝑖1 𝑇𝑜𝐸2,𝑖2 ⋯
⋮⋱ ⋮⋱ ⋯

𝑇𝑜𝐸1,𝑖𝑖

𝑇𝑜𝐸2,𝑖𝑖

⋮⋱

𝑇𝑜𝐸𝑛,𝑖1 𝑇𝑜𝐸𝑛,𝑖2 ⋯   𝑇𝑜𝐸
𝑛,𝑖𝑖

  )

 
 

          (2)               

Now, the mean value of the 𝑐𝑚 is computed as follows. 

 𝜇𝑐𝑚 =

(

 

𝜇𝑇𝑜𝐸1,𝑖𝑖
𝜇𝑇𝑜𝐸2,𝑖𝑖
⋮⋱

   𝜇𝑇𝑜𝐸𝑛,𝑖𝑖
  )

                                    (3) 

As soon as the mean value is computed, the distance between 

the original 𝑐𝑚 and 𝜇𝑐𝑚 is computed and is represented as 

𝑑𝑖𝑠𝑎,𝑏 = ||𝑐𝑚 − 𝜇𝑐𝑚||                                      (4) 

This distance measure can find the difference between the 

normal and the abnormal traffic. Here, a threshold is fixed by 

the trial and error method, which is 62. When the 𝑑𝑖𝑠𝑎,𝑏  is 

greater than the threshold, then the traffic is normal and the 

𝑑𝑖𝑠𝑎,𝑏 is smaller than the threshold then the traffic is 

considered as abnormal and the service is denied. By this way, 

the service denial is applied to all the suspicious nodes. The 

performance of the proposed approach is analysed in the 

following section. 

 

PERFORMANCE ANALYSIS 

The performance of the proposed approach is analysed by 

collecting the traffic data by means of Tshark network 

analyser. To collect the traffic data of a particular site, this 

work utilizes a webpage, which can be found in [18]. The 

proposed approach is implemented in Java. The performance 

of BSSGC is tested against the work proposed in [17] with 

respect to accuracy, sensitivity and specificity. DDoS attack 

detection rate is the most important metric, which measures 

the accurate attack detection. The value of attack detection 

accuracy must be preferably greater. Sensitivity measures the 

rate of correct differentiation between the normal and the 

abnormal traffic. On the other hand, specificity is the rate of 

accurate classification of abnormal traffic to the total 

classified results, which includes both the false positives and 

true negative rates. The formulae for computing the accuracy, 

sensitivity and specificity are presented as follows. 

𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
× 100                    (5) 

𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝑠𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
× 100                              (6) 

𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =
𝑇𝑁

𝐹𝑃+𝑇𝑁
× 100                              (7) 

In the above equations, TP, TN, FP and FN are the True 

Positive, True Negative, False Positive and False Negative 

rates respectively. The experimental results of the 

performance analysis are presented below. 

 

 

Figure 2: Comparative analysis on accuracy, sensitivity and specificity 
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Figure 2 shows the experimental results of the proposed 

approach, which are compared against the existing 

approaches. The performance of BSSGC is compared against 

the existing techniques which detect DDoS attacks by means 

of location separation, wavelets and cluster analysis [19-21]. 

Though the accuracy rates of all the techniques show 

satisfactory results, the accuracy rate of BSSGC and SBS is 

cent percent respectively. Experimentally, it is a bit complex 

to achieve cent percent accuracy, however achieving better 

sensitivity and specificity are the greatest challenge. Accuracy 

rates are measured on the whole, but the sensitivity and 

specificity rates are specific by nature. This is the reason for 

why most of the techniques cannot achieve better sensitivity 

and specificity rates. 

All the performance measures such as accuracy, sensitivity 

and specificity rates depend on TP, TN, FP and FN values, 

however sensitivity and specificity measures exploit TP, FN 

and TN, FP respectively. Hence, the sensitivity values are 

dominated by the FN value and the specificity values are 

determined by the FP. The accuracy rate considers TP and 

TN, which can be greater for any work that performs 

relatively low. The measure which considers the false positive 

and negative rates, determines the actual performance of the 

approach. Whenever the FN value is greater, the sensitivity 

value of the approach is lowered. The greater FP rates affect 

the specificity value.  

Hence, the potential of the proposed approach is measured by 

accuracy, sensitivity and specificity. The maximum accuracy 

rate is cent percent and is shown by SBS, BSSGC. The second 

maximum rate is shown by the clustered approach, which is 

99.7. Though the accuracy rates of all the comparative 

approaches are better, they tend to differ in sensitivity and 

specificity rates. The greater the sensitivity rate, the lesser is 

the FN value. Sensitivity rates rely on TP and FN values. 

Similarly, the specificity rate is indirectly proportional to FP 

value and this measure considers TN and FP values 

respectively. Hence, FP and FN values must be minimal, such 

that the energy and the network resources are preserved. 

The greatest sensitivity value is shown by the proposed 

BSSGC, which is 97.3. The SBS stands next to BSSGC by 

proving 96.1 percent sensitivity. The least sensitivity rate is 

shown by cluster based approach. Moreover, the proposed 

BSSGC proves the highest specificity value too and is 88.6 

percent. SBS shows 79.2 as the specificity value and is 

followed by the wavelet approach with the value of 76.4 

percent. The least specificity value is 69.8 percent, which is 

shown by the location separation technique. Hence, the 

greatest sensitivity and specificity values indicate that the FP 

and FN rates are minimal. When it comes to attack detection 

systems, it is preferably better to have the least FP and FN 

rates, as increased rates may alarm the network controller 

frequently. This may result in the increased energy 

consumption with computational overhead.  

The proposed BSSGC shows greater sensitivity and 

specificity values, owing to its least FP and FN values. The 

reason behind the least sensitivity and specificity values is that 

the BSSGC detects the attack in a bifold process, in which the 

initial decision is refined again to attain minimal false positive 

and negative rates. The initial decision is made by GA and the 

blacklist so formed is refined by the formation of covariance 

matrix. The following figure presents the time consumption 

analysis. 

Figure 3 presents the time consumption analysis of the 

proposed approach. From the experimental analysis, it is 

evident that the proposed BSSGC consumes a tolerable time, 

which is the third minimal out of five techniques. SBS shows 

the least average time for detecting the attack, which is 0.57 

seconds. SBS is followed by the clustered approach that 

shows 1.2 seconds, as the average attack detection time. The 

third minimum detection time is proven by the proposed 

BSSGC and is 1.3 seconds. The reason for the increased 

attack detection time is the incorporation of bifold attack 

detection scheme, which refines the initially formed blacklist. 

However, the main objective of this work is to prove greater 

sensitivity and specificity rates and is achieved.  

 

Figure 3: Time consumption analysis 
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CONCLUSION 

This paper presents a solution for DDoS attack detection in 

cloud computing environment based on SDN. The proposed 

BSSGC collects the real time traffic data by utilizing the 

Tshark network analyser tool and a webpage namely ‘page 

reboot’. Initially, the data is analysed and differentiated as 

normal and abnormal traffic by GA. The fitness function of 

GA is computed by Time of Existence (ToE). The greater the 

ToE, the fitter is the chromosome. When the ToE is greater, 

then the network traffic is found to be normal. By this way, 

the blacklist is prepared and is submitted to the next phase in 

which the covariance matrix is formed. Here, the distance 

between the records differentiates between the normal and 

abnormal traffic and the service is denied accordingly. The 

experimental analysis show greater sensitivity, specificity and 

accuracy rates. However, the time consumption for attack 

detection is greater but tolerable. In future, the threshold can 

be fixed by bio-inspired algorithm and the time consumption 

can be minimized. 
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