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Abstract 

Reliability of VMs has always been a challenge in a cloud 

environment. A fault tolerance (FT) framework that performs 

environmental monitoring, event logging, parallel job 

monitoring and resource monitoring to analyze the virtual 

machine reliability and to perform fault tolerance service are 

very much required to handle these challenges. As a part of 

fault tolerance mechanism there is a thorough necessity for 

providing preventive solutions to have continuity of services. 

Hence the proactive failure prediction of Virtual Machine 

(VMs) needs to be focused and also to be improved. It is 

mainly required to reduce the down time and cope up the 

scalability issues. This paper deals with one such predictive 

algorithm to enhance the efficiency. 

Keywords: Cloud environment, virtual machines, fault 

tolerance predictive algorithms and proactive. 

 

INTRODUCTION 

Cloud computing is a promising technology, which is capable 

of modifying the ways of computing and accessing storage in 

the near future [1]. From a business perspective, clouds offer 

flexible platforms to both cloud providers and application 

owners. The adoption and deployment of cloud computing 

platforms have many attractive benefits, such as reliability, 

quality of service (QoS) and robustness [2]. It conveys the 

infrastructure, platform and software (applications) as services 

accessible to customers in a pay-as-you-go model [3]. In the 

IT industry, these services are referred to as Infrastructure as a 

Service (IaaS), Platform as a Service (PaaS) and Software as a 

Service (SaaS), respectively [4]. The QoS requirements of 

these services can be defined in terms of a variety of metrics 

and are formalized in the service level agreements (SLAs) [5]. 

The processing units in cloud environments are called virtual 

machines (VMs) which are used to build the infrastructure of 

a cloud by interconnecting large-scale virtualized data centers, 

and resources utilized for computing are delivered to the user 

over the internet in the form of an on-demand service [6]. 

These VMs keep running in parallel and should execute the 

tasks as early as could be expected under the circumstances 

[7]. 

In the past, failure prediction approach dealt with VM failures 

in a proactive way rather than waiting for failures to occur and 

then react to them. However, the proactive approach requires 

a failure to be predictable. Only after a failure is predicted, a 

decision is made to do a migration from a deteriorating node 

to a spare node (this part shall be discussed in another paper). 

Therefore, a mechanism has to be formulated for handling 

failures in cloud systems and improving reliability, 

availability and serviceability. 

 

LITERATURE REVIEW 

In VM load balancing mechanism, resource management is 

accompanied by several advantages that include scalability, 

QoS, reduced overhead and increased throughput [11]. 

Resources are generally divided into physical and logical 

groups. Logical resources provide temporary control over 

physical resources [12]. Additionally, logical resources 

support the development of applications and effective 

communication protocols [13]. Load balancing mechanism, in 

addition to being considered as one of the methods to increase 

the fault tolerance (FT) of cloud computing, provides logical 

resource management in cloud computing [14]. If the physical 

facilities in cloud computing are placed in a distributed 

manner, the network resource management develops and 

improves by using load balancing techniques, thereby 

increasing FT at the same time [15]. 

This prompts issue in the scheduling of customer tasks and 

achieve FT within the available resources that perform an 

important role in cloud computing [16]. The mechanism of 

task scheduling not only satisfies users, but also increases 

utilization of resources [17]. 
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Jialei Liu et al. [5] suggested an initial virtual cluster 

allocation algorithm to reduce the total consumption of 

network resource and energy for the VMs in the data center. A 

proactive coordinated fault tolerance (PCFT) approach adopts 

a VM coordinated mechanism to anticipate a deteriorating 

physical machine (PM) in a cloud data center, and then 

automatically enables the migration of VMs from the 

deteriorating PM to the optimal target PMs by using particle 

swarm optimization (PSO) algorithm. This was a very 

challenging problem, considering its efficiency, effectiveness 

and scalability requirements. The above problem was solved 

through a two-step approach, in which a CPU temperature 

model was first proposed to anticipate a deteriorating PM, and 

then the optimal target PMs were searched by using an 

efficient heuristic algorithm. Finally, the performance of the 

PCFT approach was evaluated by comparing it with five 

related approaches in terms of the overall transmission 

overhead, overall network resource consumption and total 

execution time, while executing a set of parallel applications. 

(Only one parameter CPU) 

Zibin Zheng et al. [19] proposed a component-ranking 

framework for fault-tolerant cloud applications. In this FT 

cloud approach, the significant value of a component is 

determined by the number of components that invoke this 

component, the significance values of these components, and 

how often the current component is invoked by other 

components. After finding out the significant components, the 

framework automatically proposes an optimal FT selection 

algorithm to provide optimal FT strategies to the significant 

components, based on the user-constraints. The experimental 

results show that the FT cloud approach significantly 

outperforms other baseline approaches.  

Cloud computing exploits virtualization to minimize power 

consumption, maximize resource utilization and minimize 

VM transfer time costs in cloud data centers. The key 

mechanisms in virtualization that provide flexible resource 

utilization are allocation of resources dynamically to virtual 

machines and migrating VMs to other PM. Fahimeh 

Ramezani et al. [20] presented a multi-objective optimization 

model using the fuzzy PSO, which improves the efficiency of 

convectional PSO by using fuzzy logic systems and is relied 

upon to solve the optimization problem. The model is 

implemented in a cloud simulator to investigate the 

performance 

Alboaneen et al. [21] used glowworm swarm optimization 

(GSO) algorithm to solve the VM placement problem and to 

minimize energy consumption and SLA violation. The 

process of placing VMs on physical hosts is called virtual 

machine placement (VMP). VMP problems can be either for a 

fresh VM placement, where a new VM is placed on physical 

host or for a VM replacement which is the optimization of the 

existing placement of VMs. After a period of time, violations 

of SLA may occur due to factors, such as high CPU utilization 

or high memory usage of the physical host. Hence, some VMs 

need to be migrated to avoid overutilization that causes 

degradation of VM performance.  

From the literature review observations, the cloud data 

centers’ characteristics are studied on the basis of VM 

selection policies and migration algorithms. The available and 

proposed algorithms found that earlier prediction of failure of 

VM is an important character on which resource utilization is 

based. In most of the existing algorithms, a single level policy 

is taken for VM selection and the parameters taken for 

proactive FT are not considered too. 

 

PROBLEM STATEMENT 

From the literature, it is understood that although prediction of 

VM failure was proactive, it was inefficient, hence in this 

study, we propose to predict failure of VM much earlier to 

optimize the utilization of resources.   The threshold is 

dynamically calculated using a training set taking into account 

five parameters, is fair enough to keep VM resource usage 

below the maximum threshold and give more accurate results 

in predicting the failure. The algorithm aims to give earlier 

failure prediction time based on a real-time physical data point 

attribute. By predicting the failure of VMs early could result 

in saving of the resources and reduction of  the running cost of 

the system. 

 

OBJECTIVE 

The purpose of the VM earlier failure prediction algorithm is 

to find the earlier failure prediction time and calculate the 

threshold on the basis of real-time physical data point 

attributes. The failure time is calculated in the training set 

with the help of resources, such as CPU utilization, CPU 

usage, bandwidth, temperature and memory. 

 

WORK  

In the training set, five iterations were done by using 100 

VMs in all iterations. The failed VMs were detected with the 

help of the five resources mentioned above and dynamically 

calculated the average thresholds of the VM. This algorithm 

calculates the maximum and minimum threshold of the failure 

VMs as well as the earlier prediction time. 

The input is a set of VM with resources. 

The output is prediction time of the failed VM and the 

threshold value. 

The failure points are identified in the training section by 

running different iterations with the VM and also by 

calculating the threshold value of each VM. 
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Data points that occur before each failure points are selected. 

Then, the failure points are detected in all iterations. 

The data points selected in step 2 are grouped in relation to 

the failure points collected in step 1. These failure groups are 

assigned to each of the data points and used as failure groups. 

The mean and variance are calculated by using normal 

distribution models for each attribute (CPU utilization, CPU 

temperature, memory utilization, CPU usage and bandwidth 

utilization) in one failure group in each cluster and by using 

the results from these models.  

Using the mean and variance, the probability of the target 

real-time data attributes were calculated for each failure group 

of VM. 

After obtaining the probability of all the real-time attributes in 

accordance with each failure group, provided that real-time 

data is given a decision, is used to calculate the earlier 

prediction time of each failure VM. 

The real-time attribute prediction time as well as the lower 

threshold value and the upper threshold attribute prediction 

time is calculated for each resource. The upper threshold 

value and the lower threshold value for the resources may 

vary. Based on the difference between the upper threshold 

value and the lower threshold value, the earlier failure 

prediction time is calculated. Here, the VM with upper 

threshold value is found as the VM which has attempted the 

failure. 

 

RESULTS 

In order to reduce the impact of failure during the running of 

an application on the cloud, there should be a mechanism to 

anticipate the failures as early as possible so that failures can 

be proactively addressed. FT is an important issue in job 

scheduling on cloud data centers. The proposed earlier failure 

prediction method leads to reduced wastage of resources.  

The upper and lower thresholds for each resource of the 100 

VMs can be seen in the figures (Figures [1-5]). Using the 

threshold, the VMs that are going to fail and that which are 

running under the same environment can be predicted earlier. 

This part will be discussed in detail in the next paper by using 

a testing set.  

The value of the resources, such as CPU utilization, CPU 

usage, bandwidth, memory and temperature, used in this 

algorithm is mentioned below in the graph. Additionally, the 

resource utilization graph for different resources with five 

different servers is given. 

 

 

Figure 1: CPU Utilization Graph 

 

 

Figure 2: CPU Usage Graph 

 

 

Figure 3: Bandwidth Value Graph 
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Figure 4: Temperature Value Graph 

 

 

Figure 5: Memory Value Graph 

 

CONCLUSION 

Predicting the failure of VMs at an early stage is essential, 

else it will result in serious problems like wastage of 

resources, consumption of energy, and rising costs. Proactive 

FT methods are suitable for failure predictions and thus enable 

the migration or replacement of VMs, even at the run time of 

the PM, without affecting the performance of the system.  

Finally, the objective of the FT framework is to reduce the 

wastage of resources and predict failure earlier, thereby 

minimizing costs, saving time and without violating the SLAs. 

 

LIST OF ABBREVIATIONS 

FT   Fault Tolerance 

VM  Virtual Machine 

QoS  Quality of Service 

IaaS  Infrastructre as a Service 

PaaS  Process as a Service 

SaaS  Software as a Service 

SLA  Service Level Agreement 

PCFT   Proactive Coordinated Fault Tolerance  

PM  Physical Machine 

PSO   Particle Swarm Optimization 

GSO   Glowworm Swarm Optimization  

VMP   Virtual Machine Placement 
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