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Abstract: 

Energy meter’s deployed in homes are digital but not smart 

with wireless capability towards remotely accessing the energy 

units consumed from each household. So towards this, there is 

a big research going in every part of world in transforming the 

Electrical Grid into Smart Grid and in that Smart Meter is a part 

of it where these meters are connected to utilities along with 

other components of grid.  

Now with the deployment of smart meters where data can be 

accessed remotely using wireless communication, there is a big 

security threat pertaining to energy meter data being modified 

during transmission. This brings the need towards securing the 

meter data during transmission with stronger security protocol. 

In addition to securing the Meter data, there is also need to 

secure the data being routed wirelessly to Substation via the 

Base Station. Lot of secured routing protocols exist in Wireless 

Networks towards securing the data transmitted against attacks 

like Spoofing, DoS and so on. There has been no research 

reported so far towards secure routing of energy meter data to 

substation against attacks like Dos and so on.  

So accordingly we in this research have deployed Elliptical 

Curve Cryptography and compared its performance against the 

existing Advanced Encryption Standard (AES) Security 

protocol in Zigbee or wireless devices mathematically and in 

real time by employing Raspberry Pi3 processor for varying 

meter data in terms of Key Generation and Execution time. In 

addition, the secured energy meter data been routed securely 

using SAODV routing which is proved strong against Denial of 

Service attack which are Black nd Grey hole attack. So 

accordingly AES and ECC security protocol been implemented 

in SADOV to validate its performance against Denial of 

Service attacks pertaining to Black hole and Grey Hole attack. 

This has been validated using ns-2. So in summary we have 

validated the Security protocol in real time and also in 

simulation mode. 

Keywords: AES, ECC, SAODV, ns-2.  

INTRODUCTION 

The current Digital energy meter been deployed in homes and 

industries are not intelligent enough towards measuring the 

energy consumption with wireless communication capability.  

This initiative has led to Smart Meter thereby transforming the 

current Digital Energy meters. 

Now with the advent of the smart meter, Cyber security seems 

to be an critical issue as many devices are interconnected by 

means of electrical power facilities. This cyber security got an 

immediate impact on reliability of the widespread 

infrastructure.  

Cyber attacks on smart meter have been an issue in industry. 

Successful attack on smart meter could result in significant 

impacts including modifying the meter value, block the 

communication. Denial of service (DOS) attack is the most 

commonly used attack on smart meters which leads to 

masquerading the communication and the attacks were 

targeting integrity and confidentiality.  

There are different types of attacks that are possible in Smart 

Meter which are outlined below. 

Meters can be hacked directly by accessing onboard memory 

thereby reading diagnostic ports and other network interfaces. 

Some of the tools used by hackers are either hardware tools 

available for purchase or open source software tools. Prime 

examples of both are the Secure State “Termineter” [1] and the 

In Guardian “OptiGuard” [2]. Both Termineter and Optiguard 

are sets of Python based libraries designed to provide 

functionality for the C12.18 and C12.19 ANSI (American 

National Standards Institute) communication protocols. The 

C12.18 protocol is a set of standards for two-way 

communication between meters and their optical (infrared) 

serial ports [3]. Communication is established via an ANSI 

type 2 optical probe. The intruder takes advantage of the 

C12.18 protocol to open the port, allowing C12.19 

standardized data to pass through it. The C12.19 protocol 

allows for  viewing of meter table data which includes meter 

identity, operating mode, configuration mode, status, 
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measurements and more [4]. 

Neighborhood Area Network (NAN) sniffing captures smart 

meter’s energy consumption by breaking the network 

encryption [5].  This kind of the attack would allow attackers to 

know the communication protocol used in a meter. This 

information would allow for the creation of false consumption 

reports and can set the stage for larger scale attacks. The 

eavesdropping attack undermines the confidentiality of the 

metering reports by an adversarial party. This third party does 

this by monitoring network traffic and can obtain data such as 

future price information, control structure, and power 

consumption [6]. In the laboratory, the work of Valli [7] saw 

the capturing of NAN packets from a meter by placing it inside 

of a Faraday cage and exposing their equipment to a range of 

frequencies. In this work, they were able to capture packets by 

letting their devices listen to the radio emissions of a meter 

using the ZigBee standard [8]. They found that, packets were 

collected from the meter’s Home Area Network (HAN) and 

were able to determine that the packets were encrypted. 

Jamming attacks are used to prevent meters from connecting 

with the utility company through stuffing the wireless media 

with noise. This can be implemented in two fashions: 

continuous noise signal emission causing the channel to remain 

blocked; and noise signal emission only in response to sensing 

of normal radio channel signals [9]. Smart meters are thus 

affected in two corresponding ways: The channel will always 

be seen as busy by carriers; and data packets will be prevented 

from being received [9]. A restriction attack disrupts meter 

operations at the MAC address layer. The attacking entity 

prevents the meter from initiating legitimate MAC address 

operations and can cause data packet collisions [9]. This attack 

is characterized by the fact that, it targets communication 

channels such that preference is given to the adversarial signal 

as opposed to those of legitimate meters [9]. The work of Lazos 

and Krunz detailed the channel selective jamming attack, 

which targets control channels in a wireless mesh network [10]. 

Their work analyzed the selective jamming on carrier signal 

sensing MAC protocols, which essentially checks a multiple 

node channel to see if traffic can flow through it. The studied 

channel used a split phase design, where time measuring 

signals are split into alternating control and data transmission 

phases. Each node converges to a default channel for 

assignment negotiation during the control phase. Selective 

targeting of the default channel can lead to the signal jamming 

in the control phase. This forces the node to defer channel 

negotiation until the next default phase, forcing inactivity 

during the transmission phase, effectively stopping the 

channel. Wireless mesh networks have been shown to be 

important for the exchange of information in the smart grid 

[11]. Jamming of this kind can lead to catastrophic effects on 

the communications infrastructure of the grid’s devices and 

components. 

Bad Data injection attacks mimic legitimate senders and 

receivers to acquire unauthorized access to the wireless 

network. Once access is granted, the victim’s resources 

become overwhelmed through the processing of fictitious 

messages and measurements placed into the network by the 

attacker. The work of Kosut [12-13] divides malicious data 

attacks into two regimes: strong and weak. The main difference 

between being the number of meters an adversary has managed 

to take control of. The strong attack regime refers to the 

situation where the attacker has a sufficiently large number of 

meters to launch an undetected attack. Kosut’s work is based 

on earlier works of Liu, et al. [14], where they implemented 

mathematical models of the DC and AC power flow out of a 

power system. 

Spoofing a meter means to impersonate its identity on the 

network. The work of McLaughlin [15] demonstrated proof of 

this concept by having their fake meter implement the ANSI 

C12.21 protocol [16] to create a cryptographic nonce (a 

random number used for authentication) to send to a utility 

company. The utility will then compute a MAC by hashing 

together a password and the nonce. The MAC is then sent back 

to the meter, which calculates its own MAC, thereby, 

completing the authentication process. The issue with this 

system is that utility fails to verify the freshness of the meter’s 

nonce, making it easy for impersonators to play themselves off 

as the real meter [15]. 

MITM (man in the middle) attacks are executed when the 

adversary inserts themselves in between the communicating 

devices and examines the traffic between them [17]. They are 

like an amalgam of eavesdropping, injection and spoofing 

attacks mentioned earlier. The third party connects two devices 

and directs communication between them while viewing the 

traffic. Sophisticated MITM attacks can mitigate encryption by 

passing a fake encryption key in place of legitimate ones [17]. 

The work of McLaughlin and Byres [15, 18] makes use of the 

attack tree concept in order to demonstrate a scenario where 

multiple versions of the above mentioned attacks might be 

brought together. There are three sections to the attack tree 

where in the process of energy theft may take place: An 

attacker can interrupt a measurement before it takes place; one 

may tamper with the stored demand data either before or while 

the measurements are stored in the meter; the adversary may 

modify the network even before or while the meter takes its 

data and logs it. 

We have seen so far different type of attacks in  Smart Meter 

Network. In one of the research related to power line 

communication based metering [19], researchers have 

employed 128 bit AES protocol towards securing the Medium 

Access layer from Eavesdropping attack.   Research also been 

carried out towards data security in Zigbee Network [20] as the 

network is vulnerable and connects directly to consumer 

premises. So towards this 128 bit AES protocol been 

implemented in Zigbee which has been evaluated using 

Advanced Security IC. 
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So it is clear from the literature available that there has been no 

work reported so far pertaining to securing Smart Meter data 

from any type of wireless attack. There has been work reported 

only towards securing the power line communication from 

Metering Infrastructure and Zigbee Network. This proves the 

need for a strong security protocol in Smart Meter Network for 

securing the meter data against any attack which has been 

addressed in this research.  

In addition to securing the meter data, there is very big 

challenging issue which is securely routing data from Smart 

Meter wirelessly through the Access point or Base Station to 

the Utility provider substation. These Secured routing is a 

challenging issue which brings to the network their own mobile 

unit, without the centralized policy or control of the traditional 

network. As these Smart Networks are wireless in nature, we 

need to revisit some of the existing routing protocols in Mobile 

Adhoc Networks   Many ad hoc routing protocols have been 

proposed previously in [21-23] but none of the proposals have 

defined security requirements, and all inherently trust  

participants.  

So based on  above mentioned facts on smart meter security, it 

is clear that many literatures address in detail security attacks in 

smart meter Network and also some research work carried out 

towards Metering Infrastructure pertaining to Power line and 

Zigbee Network. 

But there has been no work reported so far which addresses the 

security attack in Smart Meter by employing a strong security 

protocol. AES 128 bit is the standard security protocol 

deployed in all wireless networks including Zigbee. AES 

Encryption involves 10 rounds of processing for 128 bit keys 

which takes quite longer duration for small amount of data 

emanating from Electricity meter and accordingly processing 

takes more time towards encryption. Also this security protocol 

relies only on bit length towards encryption and decryption. 

So as opposed to AES, there exists another powerful security 

protocol called Elliptical Curve Cryptography which relies 

purely on mathematical curve rather than bit length and also 

uses the location of points on an elliptic curve to encrypt and 

decrypt information. ECC employs relatively shorter 

encryption key towards decoding an encrypted message. This 

shorter key is faster and requiring lesser computation power 

rather than first generation encryption public key algorithm 

So taking the advantages of ECC over AES, we here have 

validated the performance of AES 128 bit and its equivalent 

ECC-256 bit mathematically for varying meter data in terms of 

key generation and Execution time. The smart meter been 

deployed in real time in Raspberry Pi3 where the same AES 

and ECC implemented and its performance validated in terms 

of Key Generation and Execution time for varying meter data 

length. 

In addition to deploying a strong security protocol for Smart 

Meter, there is a need to address secured routing in Smart 

Meter Network. Lot of secured routing protocol exist in 

Wireless Networks like SAODV, ARAN and so and in that 

SAODV is strong against Denial of Service (DoS)  attack 

As these smart meters uses wireless access for communicating 

the meter data wirelessly to utility provider, there is need to 

securely route the data without being attacked and in this 

research we are addressing DoS attack. So the secured routing 

protocol SAODV which is based on asymmetric keys been 

modified with AES and ECC against DoS attacks in terms of 

Packet Sent, Packet Received, Dropped Packets, Packet 

Delivery ratio and Throughput against Black and Grey hole 

attack. This has been implemented using ns2.. 

 

LITERATURE REVIEW  

In this section, we would be discussing briefly on various 

literatures available pertaining to Smart Meter Security. 

 

Threats and Vulnerabilities in Smart Meter 

Lot of vulnerabilities exist in smart meter that are exploited by 

means of attack on smart meter or its interfaces in many ways. 

The different ways in which smart meters are attacked includes 

Hardware manipulation, firmware manipulation or exploiting 

design limitations and implementation 

In terms of hardware manipulation, antenna of a wireless 

module like Wifi 802.11 or Zigbee 802.15.4 are shielded or by 

using electrical filter towards suppressing high frequencies of 

modulated signal towards preventing the remote reading. In 

addition, there exist opportunities towards accessing the smart 

meter’s firmware by accessing the unsecured ISP port or 

sophisticated lock bit attack methods once the smart meter’s 

housing been opened. There is also possibility of leading to 

inaccurate accounting and billing due to device change in 

different locations, replacement of smart meters with cloned 

devices or communication modules.  

Similar to hardware attacks, there exist Firmware attacks too 

which is intended at modifying the programme of smart meter 

Operation system  which involves interrupting the internal and 

external power supply or exploiting the local service port. It is 

possible to reprogramme the firmware of smart meter by an 

skilled attacker having knowledge on the internal of smart 

meter system. 

Even though many sound security system exist and also system 

been design with good level of security, certain conditions are 

not considered sufficiently  and also failures are made in actual 

implementation pertaining to transmission of encryption keys 

over unencrypted channels[25]. 

There are different types of attacks pertaining to smart meter 

such as physical -external tampering, neutral bypass, missing 

neutral etc; electrical- Over/under voltage, Circuit probing, 

ESD; Software an data- Spy Software insertion, Cyber attacks. 
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Advanced Encryption Standard (AES) Protocol 

The “Advanced Encryption Standard (AES)” also known as 

“Rijndae” is specification for encryption of electronic data 

established by the “U.S. National Institute of Standards and 

Technology (NIST)” in 2001. AES is block cipher with a block 

length of 128 bits which allow for three different key lengths: 

128, 192 or 256 bits. Predominantly AES assume the key 

length of 128 bits. In AES, Encryption involves 10 rounds of 

processing for 128 key, 12 rounds for 192 bit and 14 rounds for 

256 bit keys. Figure 1 shows here AES encryption and 

decryption method as block diagram. 

 

Figure 1: AES Encryption & Decryption 

 

Security in Smart Meter  

A new draft standard for power line communication been 

developed called Power Line Intelligent Metering [19]. Now 

towards avoiding eavesdropping security attack by neighbors, 

an 128 bt AES security protocol been developed towards 

providing security protection over Medium Access layer. In 

this kind of system, Security of data transmission is very much 

critical towards protecting the user’s privacy and 

communication confidentiality. AES security protocol been 

designed and implemented using Verilog HDL. The analysis 

results shows that AES core HDL model is fast and efficient. 

In this research [20], data security over zigbee network been 

focused as the network part is vulnerable and connects directly 

to consumer’s premises. Recent advances in AES protocol 

standard DLMS/COSEM (Device Language Message 

Specification/ Companion Specification for Energy Metering) 

illustrates that 128bit AES cryptography been recommended. 

Implementation and performance evaluation of 128 bit AES 

Cryptography had been conducted using advanced security IC. 

Data encryption and decryption scheme been experimentally 

verified and performance compared between hardware and 

software based crypto engines in terms of processing time 

where the hardware-based scheme spends less processing time 

than software-based scheme. 

 

Elliptical Curve Cryptography (ECC) 

Elliptical Curve cryptography technique where an  smooth , 

projective algebraic curve of genus one and third degree with 

distinct point O is created. Figure 2 below shows Elliptical 

Curve towards elliptical curve cryptography. 

 

 

Figure 2: Elliptical Curve 

 

Generating a key pair for Elliptical Curve Cryptography (ECC)  

is trivial. Now towards getting private key,  a random integer 

dA  is chosen so that 

 

 

Now similar to private key, getting the Public key QA is 

equally trivial. So towards getting public key, we have to use 

scalar point multiplication of private key wit Generator G as 

given below 

 

It has to be notes that the public and private keys are not 

interchangeable as RSA as both are not integers. In ECC, the 

private key dA is an integer and public key QA is a point on the 

curve 
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Now towards performing encryption using ECC, let us assume 

a data to be encrypted using public key QA that has been 

generated. Now choose a random number r first so that  

 

Now appropriate point R is calculated by multiplying r with the 

generator point of the curve as 

 

In addition, multiply the secret random r with the public key 

point of the recipient of message as follows: 

 

Let us now assume that a message is received which is 

encrypted with a symmetric key. Along with that message, a 

value for R is received in plain text. So towards recovering the 

symmetric key with the aid of private key is given as  

 

Now by multiplying private key with publically transmitted 

point R, shared secret point S is received from which 

symmetric key is derived which is given as  

 

 

Secured Routing Protocols in Wireless Networks 

Lot of routing protocol been developed in wireless networks 

towards securely routing data against attacks such as Spoofing, 

DoS etc. There has been no research reported in terms of 

securely routing data from smart meter to utility provider via 

the wireless access point. Lot of Secured routing protocol exist 

for Wireless Networks like SAODV, ARAN, ARIADANE and 

so which are all based on Asymmetric keys. SAODV is very 

strong against DoS attack which be discussed here as SAODV 

been used in our research against DOS attacks by 

implementing AES and ECC security protocol. 

 

Secured Adhoc On Demand Distance Vector  

Secured Adhoc- on Demand Distance Vector (SAODV)[26] is 

an extension of AODV routing protocol. Route discovery 

process of AODV been protected by providing by security 

features like integrity, authentication and non-repudiation. In 

SADOV, certified public keys are possessed by all nodes in the 

network which is one of the basic assumptions. RSA signature 

is been appended to the routing control packets and last 

element of the hash chain to the routing packets. As the packets 

traverse the network, the signature and hash value are 

cryptographically authenticated. Kth elements of hash chain 

are generated by the intermediate nodes where k denotes the 

number of traversed hops and are placed inside a packet. Route 

replies are provided by the  destination or intermediate nodes 

having an active route to the required destination.  

SAODV protocol been divided into following categories which 

are : 

- Key Exchange 

- Secure Routing 

- Data Protection 

 

Key Exchange 

In key exchange, all nodes procures an one time public and 

private key along with CA’s public key from Certificate 

Authority before entering the network . After this process, 

session key is negotiated by the nodes with other nodes without 

relying on CA using key exchange protocol for Adhoc 

Networks. The routing process and data flow are secured using 

the session keys.  

Towards avoiding any multiple peer to peer encryption during 

multicast or broadcast mode,  immediate neighbors would 

establish a group session key using a suitable Group keying 

protocol. This methodology secures both routing and data from 

malicious nodes thereby providing authentication, 

non-repudiation, confidentiality and integrity. 

 

Secure Routing 

In AODV, route to the destination is broadcasted using source 

node using ROUTE REQUEST packet.  Intermediate node on 

receiving the packet retransmits the packet if not duplicate. 

Final destination node would now unicast ROUTE REPLY 

packet to original sender. In terms of route maintenance, 

ROUTE ERROR packets are used towards informing the 

user’s about route failures. The ROUTE REQUEST and 

ROUTE REPLY packets are modified by intermediate nodes 

for  adding routing information to packets.  

Security related problems originate due to route development 

by intermediate nodes. In here only authorized nodes update 

routing packets and accordingly all costs avoided by malicious 

nodes. Towards restricting the modification of routing packets 

by intermediate nodes, peer-to-peer symmetric encryption is 

recommended for all routing information. The routing control 

packets are first encrypted between nodes and then transmitted. 

The sequence of steps, for route discovery and route 

maintenance, are as follows: 

Route Request 

1. Node ‘x’ desiring to establish communication with Node 

’y’ establishes a group session key Kx with its immediate 

neighbors as shown in Figure 3. 

2. ROUTE REQUEST packet is then created as per routing 

protocol specification as shown in Figure 3 
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Figure 3: Point-to-Point Establishment of Secure Routes 

 

3. ROUTE REQUEST packets are encrypted using the 

session key Kx and then broadcasted. 

4. Group Session key are shared among the intermediate 

nodes that decrypts the ROUTE REQUEST packet and 

accordingly modified according to routing protocol 

specifications. 

5. Intermediate nodes not possessing group session keys with 

its immediate neighbors would initiate group session key 

exchange protocol 

6. On establishment of the group session key, the ROUTE 

REQUEST packets are encrypted by the intermediate 

nodes using new session key and accordingly rebroadcast 

the packets 

7. Steps 4 to 6 are followed until the final destination Node 

‘y’ receives the packet. 

 

Route Reply 

1.  ROUTE REPLY packet been created by Node ‘y’ as per 

the routing protocol specification in response to the 

ROUTE REQUEST packet. 

2.   Last group session key is used towards encrypting the 

ROUTE REPLY packet. This last group session is  been 

used to decrypt the ROUTE REQUEST packet and unicast 

back to sender. 

3.  Intermediate nodes that has moved out of the wireless 

range would create a new group session key. 

4.  ROUTE REPLY packets are decrypted by recipient node’s 

forward group session key and modified if needed 

according to routing protocol specifications. 

5.  Backward Group Session key is used towards encrypting 

ROUTE REPLY packet and unicast towards Node’x’. 

6.  Steps 4 and 5 are repeated until the packet is received by 

Node ‘x’. 

Route Maintenance 

In a mobile ad-hoc network, routes established are broken due 

to lot of reasons. The underlying routing protocol takes care of 

events by repairing them or sending ROUTE ERROR packet to 

the nodes currently using the route. Messages associated with 

the Route maintenance need to be authenticated and protected 

from eavesdropping.  

Recipient nodes to take the following steps if the Packets 

received from an inoperative route  

1. ROUTE ERROR packets are created as per routing 

protocol specifications by the node detecting the broken 

link. 

2. Group session key is used towards encrypting a packet 

in the direction of the recipient node using the Session Key 

Table and multicast back to the recipients. 

3. New group session key is established for the 

Intermediate nodes which are out of the wireless range 

4. ROUTE ERROR packets are decrypted by the recipient 

nodes that share the group session key and if needed 

modify according to the routing protocol specifications. 

5. Group Session key is used towards encrypting the 

ROUTE ERROR packet and accordingly multicast to 

recipients  

6. Steps 4 and 5 are repeated until the intended recipients 

receive the ROUTE ERROR packet 

. 

Data Protection 

Protected routes that have been established would securely 

transfer the data which is relatively straightforward. For 

ensuring connection confidentiality, source node adopts the 

following steps: 

1. End to End secure data channel is established by Node ‘x’ 

which initially establishes a session key Kxy with the 

intended Node ‘y’ using the key exchange protocol as 

shown in Fig.4 

 

Figure 4 : End-to-End Establishment of Secure Routes 
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2. Data packets are symmetrically encrypted using the session 

key  Kxy and data transmitted over secured route 

3. Packets forwarded to the intended direction by the 

intermediate nodes. 

4. Packets which are encrypted on reaching the destination are 

decrypted using session key Kxy. 

5. Steps 2 to 4 are followed for all further data communication. 

 

The summary of  of Secured Routing protocol been tabulated 

here in Table-1 

 

Table-1: Secured Routing Protocols 

 

 

Secured Smart Energy Meter System 

The Current energy meters been deployed in homes and 

industries are digital and not wirelessly enabled. Currently 

there is big wave of technological innovation towards 

transforming the current Grid into Smart Grid which enabled 

various Sensors, electronic devices and smart meters to 

communicate wirelessly without the need of any human 

intervention. 

These smart meters are vulnerable to lot of security attacks like 

NAN Sniffing and Eavesdropping, Jamming and Access 

Restriction, Spoofing, Energy Theft attack. In addition some 

amount of research work been carried in securing the power 

line based metering [19] using 128 bit AES Security protocol 

for securing Medium Access Layer against Eavesdropping.  

Also Research been carried out towards data security in Zigbee 

Network [20] as the network is vulnerable and connects 

directly to consumer premises. So towards this 128 bit AES 

protocol been implemented in Zigbee   which has been 

evaluated using Advanced Security IC. 

In addition to securing Energy Meter, there has been no 

research carried out towards secured data transmission from 

Smart Meter to Utility provider via the base station. These 

meter data need to be secured towards an efficient data 

transmission. Lots of Secured routing protocol exist in wireless 

networks against attacks like DoS, Spoofing and so forth like 

SAODV, ARAN, MSR, SAR and so forth. But there exist no 

secured routing protocol for Smart Meter Network for an 

efficient data transmission.  

So in terms of securing meter data against energy theft, there 

has been no work reported which addresses the security attack 

in Smart Meter by employing a strong security protocol. AES 

128 bit is the standard security protocol deployed in all wireless 

networks including Zigbee. AES Encryption involves 10 

rounds of processing for 128 bit keys which takes quite longer 

duration for small amount of data emanating from Electricity 

meter and accordingly processing takes more time towards 

encryption. Also this security protocol relies only on bit length 

towards encryption and decryption. 

So as opposed to AES, there exists another powerful security 

protocol called Elliptical Curve Cryptography which relies 

purely on mathematical curve rather than bit length and also 

uses the location of points on an elliptic curve to encrypt and 

decrypt information. ECC employs relatively shorter 

encryption key towards decoding an encrypted message. This 

shorter key is faster and requiring lesser computation power 

rather than first generation encryption public key algorithm 

So taking the advantages of ECC over AES, we here have 

validated the performance of AES 128 bit and its equivalent 

ECC-256 bit mathematically [27] for varying meter data in 

terms of key generation and Execution time.  

In order to validate the Key Generation and Execution time in 

real time, we here have developed Smart Meter in Raspberry 

Pi3 with Raspbian OS. Raspberry Pi3 is an 1.2 GHz, 64-bit 

Quad Core ARMv8 CPU with 802.11n, Bluetooth and 

Bluetooth Low Energy Wireless Capability.   The smart meter 

been deployed in real time in Raspberry Pi3 which contains a 

software programme using PHP. The key generation and 

execution time is calculated by sending  varying energy meter 

data using AES and ECC security protocol separately and the 

same transferred to control center (Server). This has been 

validated against Energy Theft. 

In addition to validating the Security protocol AES and ECC 

against energy Theft, we here have modified the existing 

Secured Routing protocol in Wireless Networks SAODV 

against DOS attack with AES and ECC. This has been 

simulated in ns-2 simulator against two types of Dos Attacks 

which are Black Hole and Grey Hole attack. The performance 

of SADOV with AES and ECC Security Protocol  been 
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validated for Grey and Black hole  attack in terms of packet 

Delivery ratio, Packet Drops, Throughput   towards secured 

data transmission for Smart Meter Network against DoS 

Attack. 

The architecture of Security in Smart Energy Meter System 

that has been developed been shown in Figure 5. Figure 5 

shows a Smart Energy Meter system where the Smart Meters 

possess wireless communication capability towards 

communicating the meter data wirelessly through the Gateway 

to the Control centre which is utility provider. The control 

centre holds the details on different consumer’s Energy 

Consumption details for calculating the amount to be paid. 

These Energy Meter data are sent wirelessly using Secured 

Data Transmission with strong security protocol. These has 

been validated in real time and in simulation mode in our 

research In addition the Use case,  Context, Activity, 

Component and Sequence diagrams of system developed been 

shown in Figures 6 to 10. 

 

 

Figure 5: System Architecture of Secured Smart Energy Meter System 
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Figure 6: Use Case Diagram 

 

Figure 7: Context Diagram 
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Figure 8: Activity Diagram 

 

 

Figure 9: Component Diagram 
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Figure 10: Sequence Diagram 

 

Algorithm 

The Algorithm been developed for Mathematical and Real time 

analysis of AES and ECC  given below. In addition the 

SAODV routing protocol with AES and ECC against DoS 

attack given below too. 

Mathematical analysis of AES and ECC: 

1. Meter reading has been generated as string. 

2. AES encryption algorithm has been embedded in the 

python program. 

3. Meter reading is encrypted using AES and ECC 

encryption algorithm. 

4. Each encrypted value is calculated separately  

5. Encrypted value is calculated based on key generation 

and execution time (Encryption and Decryption time). 
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6. Each calculated value is compared each other. 

7. Stop 

 

Real Time analysis of AES and ECC: 

1. Installing Raspbian OS in raspberrypi3 device. 

2. Purchasing separate domain name and hosting server. 

3. Smart meter GUI is designed using PHP programming 

embedded alone with AES and ECC encryption 

algorithm. 

4. GUI is hosted in hosting server. 

5. Raspberrypi3 have been operated as smart meter device. 

6. Meter reading has been generated as string. 

7. Meter reading is encrypted using AES and ECC 

encryption algorithm. 

8. Each encrypted value is calculated separately. 

9. Encrypted value is calculated based on key generation 

and execution time (Encryption and Decryption time). 

10. Each calculated value is compared each other. 

11. Stop 

 

Secured Routing  (SADOV) Algorithm in Smart Meter 

1. Wireless node is created for smart meter, control center 

and Routers. 

2. Each node is encrypted using AES and ECC encryption 

algorithm individually. 

3. Packets have been transferred to control center by 

encrypting the value with AES. 

4. Packet delivery, packet drop, throughput, packet delivery 

ratio, End to End delay has been calculated. 

5. Packets have been transferred to control center by 

encrypting the value with ECC. 

6. Packet delivery, packet drop, throughput, packet delivery 

ratio, End to End delay has been calculated. 

7. Malicious code has been injected in the nodes towards 

Black and Grey hole attack. 

8. Packet delivery, packet drop, throughput, packet delivery 

ratio, End to End delay has been calculated for AES and 

ECC 

9. Each calculated value will be compared with each other 

for AES and ECC against Black and Grey Hole attack 

10. Stop 

 

Implementation Results and Analysis 

The complete implementation of Secured Smart Energy Meter 

system has been validated using AES and ECC Security 

protocol for varying energy meter data mathematically and also 

in real time USING Raspberry Pi3 Processor. In addition the  

Secured data transmission from Smart Meter Network using 

SAODV routing protocol also been validated against DoS 

attack in terms of Black hole and Grey Hole attacks using ns-2 

simulation environment. This has been explained in detail. 

 

Mathematical Analysis of AES and ECC 

Advanced Encryption Standard (AES) 128 bit and its 

equivalent Elliptical Curve Cryptography 256 bit been 

implemented using Python language towards validating 

mathematically[27] for varying energy meter data which is 

100, 1000, 10000 Kwh. The energy meter data had been 

encrypted and decrypted using two standard security protocols 

which is AES and ECC.  The two security protocol been 

validated mathematically in terms of Key Generation, 

Encryption and Decryption time for the three types of energy 

meter data which is shown in Table-2 

 

Table-2: AES and ECC Comparative Analysis 

Smart Meter Readings(Unit) 100kwh 1000kwh 10000kwh 

AES Key Generation Time(sec) 0.00023  0.0054 0.0040 

AES Execution Time(sec) 0.00054 1.88 1.90 

ECC  Key Generation 

Time(sec) 

1.579 1.579 1.579 

ECC Execution 

Time(sec) 

1.579 1.97 1.579 

 

 

Figure 11: AES and ECC Key Generation 
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Figure 12: AES and ECC Execution Time 

 

From the analysis of AES and ECC, it shown that ECC takes 

more time in terms of key generation and execution time 

compared to AES as shown in Figures 11 and 12. ECC 

generates different keys each time towards encryption and 

decryption compared to AES. Also ECC needs to generate a 

perfect curve towards encryption and decryption compared to 

AES which generates random key based on bit length. Though 

ECC takes more time as compared to AES towards key 

generation and execution, the values are not that large. But at 

the same time, looking into advantages of ECC, it is seen that 

ECC needs to generate a perfect curve towards encryption and 

decryption rather than relying on single key length alone based 

on bit length towards encryption and decryption. So the time 

taken is a bit higher compared to AES which has been proven 

mathematically. But from security point, ECC is much better as 

getting a perfect curve is harder towards breaking the security 

in the system as compared to AES where a single key generated 

based on bit length for encryption and decryption. 

 

Real Time Implementation using Pi3 

The Raspberry Pi 3 is the third generation Raspberry Pi built on 

the latest Broadcom 2837 ARMv8 64bit processor. Raspberry 

Pi 3 model B is faster and more powerful than its predecessors. 

It has improved power management to support more powerful 

external USB devices and now comes with built-in wireless 

and Bluetooth connectivity.  

To take full advantage of the improved power management on 

the Raspberry Pi 3 and provide support for even more powerful 

devices on the USB ports, a 2.5A adapter is required. It 

replaced the Raspberry Pi 2 Model B in February 2016.  

Compared to the Raspberry Pi 2 it has: 

 A 1.2GHz 64-bit quad-core ARMv8 CPU 

 802.11n Wireless LAN 

 Bluetooth 4.0 

 Bluetooth Low Energy (BLE) 

Like the Pi 2, it also has: 

 4 USB ports 

 40 GPIO pins 

 Full HDMI port 

 Ethernet port 

 Combined 3.5mm audio jack and composite video 

 Camera interface (CSI) 

 Display interface (DSI) 

 Micro SD card slot (now push-pull rather than 

push-push) 

 VideoCore IV 3D graphics core 

Raspberry Pi 3 has an identical form factor to the previous Pi 2 

(and Pi 1 Model B+) and has complete compatibility with 

Raspberry Pi 1 and 2. 

Smart meter and control centre GUI been designed and 

developed using Php programming. This smart meter 

automatically transferred the energy reading to the control 

centre using internet. Control centre is hosted on Cloud server. 

These smart meters have the security features of DNS firewall 

to protect against malicious virus as shown in Figures.13 and 

14.  

Figure 13 shows the Smart Meter been developed in Raspberry 

Pi3 which is an ARM based processor. The ARM based 

processor which is smart Meter generates energy values 

automatically. The two Security protocols AES and ECC been 

installed in ARM based processor of Pi3 where Smart Meter 

been developed towards encrypting the Consumer details along 

with energy meter data while sending to control centre. The 

details received by the control centre been decrypted towards 

displaying the real values. These are shown in Figures 14 and 

15 

The two security protocols AES-128 and its equivalent 

ECC-256 been validated in Smart Energy Meter in ARM 

based processor based on 128 bits of security. This has been 

validated for varying energy meter values which are 100, 

1000 and 10000 kWh in terms of Key Generation and 

Execution time as shown in Table-3. Figures 16 and 17 show 

the real time analysis graph for Key Generation and Execution 

time. 

Table 3: AES Versus ECC – Real Time Analysis 

Smart Meter Readings(Unit) 100kwh 1000kwh 10000kwh 

AES Key Generation Time(sec) 0.461  1.36 0.347 

AES Execution Time(sec) 7.87 8.10 8.10 

ECC  Key Generation Time(sec) 11.74 11.74 11.74 

ECC Execution 

Time(sec) 

40.22 53.40 58.82 

https://www.raspberrypi.org/products/raspberry-pi-2-model-b/
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Figure 13: Smart Meter GUI 

 

Figure 14: Security Firewall in Smart Meter 

 

 

 

Figure 15 :Control Centre GUI 
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Figure 16 : Real Time Analysis of Key Generation 

 

 

Figure 17:  Real Time Analysis of Execution Time 
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Similar to mathematical analysis, the real time analysis of 

security protocols AES and ECC for 128 bits of security 

shows that AES takes less execution and Key Generation time 

compared to ECC. ECC generates different keys each time 

towards encryption and decryption compared to AES. Also 

ECC needs to generate a perfect curve towards encryption and 

decryption compared to AES. This is not the case with AES 

where a random key been generated for encryption and 

decryption 

But as the energy meter is connected to power line and also 

value queried only once a month or so, these execution time 

and key generation should not really have any negative effect 

on processor for AES and ECC. Also from security point of 

view, ECC be perfect security protocol than AES-128 in 

Zigbee as it needs to generate a perfect curve for encryption 

and decryption. Also key length used in ECC is less compared 

to RSA and AES. Lastly the consumer details and energy 

meter values encrypted been received by Control centre server 

and same been decrypted using AES and ECC as shown in 

Figure 15.  

 

A. Secured Routing in Smart Meter Network 

We have seen the two security protocols AES and ECC been 

implemented in Smart Meter deployed in Raspberry Pi3 and 

same been validated for key generation and Execution time for 

varying energy meter data. It has been validated that though 

ECC takes more time for key generation and Execution time, 

ECC is very powerful from security point of view compared to 

AES as ECC needs to generate an perfect mathematical curve 

towards encryption and decryption. 

Now based on the security protocol validation, we would now 

look into Secured data transmission of energy meter data 

towards Denial of Service attack. Lot of secured routing 

protocols exists in wireless networks and Secured Adhoc On 

Demand Distance Vector (SAODV) Routing Protocol is 

proved to be powerful against DoS attack which uses 

Asymmetric Keys. This SAODV been modified with AES and 

ECC security protocol and same validated against two attacks 

which are Black Hole and Grey Hole attack using ns-2. 

Black hole attack is nothing but a packet drop attack in 

networks which is a type of DoS attack where a router which is 

supposed to relay packets instead discards them towards 

reducing the quantity of routing information available to the 

other nodes. 

Grey Hole attack on the other hand refuses to forward certain 

packets and drops them. The attacker specifically drops the 

packets originating from a single IP address and forward rest of 

packets.  

Initially the simulation been carried for a smart Meter Network 

without any Security protocol. This has been simulated with 

and without any malicious activity as shown in Figures. 18 and 

19. 

From the analysis, it is clear that packet sent and received are 

more in a network without any malicious activity as compared 

to the one with malicious activity. Also packet dropped is more 

in network with malicious activity compared to network 

without malicious activity. Also packet delivery ratio and 

throughput are more in a network without malicious activity 

compared to one with malicious activity.. These been shown in 

Figures. 20 and 21. 

 

 

 

Figure 18: Network without Malicious Activity 



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 12, Number 19 (2017) pp. 8294-8315 

© Research India Publications.  http://www.ripublication.com 

8310 

 

 

 

Figure 19 : Network with Malicious Activity 

 

 

 

   

 

Figure 20: Analysis without malicious code 

       

 

Figure 21: Analysis with malicious code 

 

 Now the simulation of the smart Meter Network been 

validated by incorporating the AES 128 bits and its equivalent 

ECC- 256 bit Security protocol inside SAODV routing 

protocol. 

Figure 22 shows the AES Simulation in ns-2 for smart Meter 

Network. Figure 23 shows the AES packet transfer with key 

generation. Figure 24 shows the simulation results of AES in 

terms of packet sent, Packet Received, packet dropped, packet 

delivery ratio Figure 25 shows the AES analysis which is clear 

that number of packet sent is same as number of packets 

received. Also the total number of dropped packets is 0 with a 

100% throughput and packet delivery ration of 1. 
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Figure 22: AES Simulation in SAODV 

 

 

Figure 23: AES with Packet Transfer and Key Generation 

 

Figure 24: AES Simulation Results 

 

 

Figure 25: AES Analysis 

 

Now Similar to AES, ECC also been simulated for Smart Meter 

Network in SAODV as shown in Figures 26. Figure 27 shows 

the ECC packet transfer with key Generation. At the end of 

simulation using ECC Security protocol, the packet sent and 

received are the same with no dropped packets. The packet 

delivery ratio being 1 and throughput being more than AES. 

This is shown in Figures 28 and 29 
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Figure 26: ECC Simulation 

 

 

Figure 27: ECC Packet Transfer and Key Generation 

 

 

Figure 28 : ECC Simulation Results 

 

 

Figure 29: ECC Analysis Results 

 

Now we would validate the same AES and ECC security 

protocol in SAODV against DoS attack pertaining to Black 

hole and Grey hole attack. Figures 30 and 31 show the AES and 

ECC simulation for DoS attack in ns2 environment. Figures 32 

and 33 show the DoS attack simulation results with AES and 

ECC. Figs 34 shows the DoS attack analysis results for AES 

and ECC  
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Figure 30: AES with DoS Attack 

 

 

Figure 31: ECC with DoS Attack 

 

Figure 32: DoS Attack Results with AES 

 

 

Figure 33: DoS Attack Results with ECC 

 

 

Figure 34: DoS Attack Analysis 

 

From the analysis of DoS attack for AES and ECC, it is clear 

that ECC with SAODV is strong against DoS attack compared 

to AES. The reason being ECC refrains from sending any data 

once malicious activity is found for the fact that ECC requires a 

perfect mathematical curve for encryption and decryption as 

compared to AES.  
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In AES, Encryption and decryption requires a unique key been 

generated. So this key can easily be modified by any malicious 

node which can result in DoS attack. In ECC, Encryption and 

Decryption is purely based on Mathematical curve which is not 

that easy to generate as compared to AES. So from the analysis 

it is clear that once perfect curve not obtained, ECC stops 

Smart Meter network from data transmission and accordingly 

Smart Meter is protected from any insecure data transmission 

leading to DoS attacks and so forth. These been fully validated 

using ns-2. 

 

CONCLUSION AND FUTURE WORK 

Smart Energy Meter which is a part of Smart Grid is being 

deployed in many countries towards automatically capturing 

the energy values from Smart Meter of homes and industries by 

the Utility provider. These mart meter as it possess wireless 

communication capabilities are vulnerable to lot of security 

attacks which needs to be addressed. Some amount of research 

been carried out towards securing energy meter using Power 

line communication and so. Most of the wireless networks 

come with AES 128 bit security protocol. The smart Meter 

which possess wireless communication needs to be validated 

for proper and good security protocol against energy theft 

attack. So towards this two security protocols i.e AES and ECC 

been validated mathematically and in real time using 

Raspberry Pi3 for varying meter data in terms of Key 

Generation and Execution time.  

In addition to securing the meter data, there is also a need to 

securely transmit the meter data via the Gateway to the utility 

provider against DoS attack which is been addressed in this 

research So SAODV which is strong against DoS attack been 

modified with AES and ECC against DoS attack in terms of 

packet delivery ration, Throughput and so. So it has been 

validated through simulation in ns-2 that SAODV with ECC is 

strong against DoS attack compared to AES in terms of packet 

dropped, packet delivery ratio and throughput which proves the 

Smart meter network reliable and secure. 

The Research work on Security in Smart Energy Meter system 

can be extended for addressing other type of attacks pertaining 

to Spoofing, Man in Middle attacks and so for validating a 

secured routing protocol for smart meter network. Also attacks 

on smart meter need to be addressed other than energy meter 

theft alone and provide a better security solution. Lastly the 

software of the energy meter also need to be secured towards 

any attack resulting in wrong energy value computation. 
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